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ETHICS OPINION 842

COMMITTEE ON PROFESSIONAL ETHICS
Opinion 842 (9/10/10)
Topic: Using an outside online storage provider to store client confidential information.

Digest: A lawyer may use an online data storage system to store and back up client confidential
information provided that the lawyer takes reasonable care to ensure that confidentiality will be
maintained in a manner consistent with the lawyer's obligations under Rule 1.6. In addition, the lawyer
should stay abreast of technological advances to ensure that the storage system remains sufficiently
advanced to protect the client's information, and should monitor the changing law of privilege to

ensure that storing the information online will not cause loss or waiver of any privilege.

Rules: 1.4, 1.6(a), 1.6(c)
QUESTION
1. MAY A LAWYER USE AN ONLINE SYSTEM TO STORE A CLIENT'S

CONFIDENTIAL INFORMATION WITHOUT VIOLATING THE DUTY OF
CONFIDENTIALITY OR ANY OTHER DUTY? IF SO, WHAT STEPS SHOULD THE
LAWYER TAKE TO ENSURE THAT THE INFORMATION IS SUFFICIENTLY SECURE?

OPINION

2. VARIOUS COMPANIES OFFER ONLINE COMPUTER DATA STORAGE
SYSTEMS THAT ARE MAINTAINED ON AN ARRAY OF INTERNET SERVERS
LOCATED AROUND THE WORLD. (THE ARRAY OF INTERNET SERVERS THAT
STORE THE DATA IS OFTEN CALLED THE "CLOUD.") A SOLO PRACTITIONER
WOULD LIKE TO USE ONE OF THESE ONLINE "CLOUD" COMPUTER DATA STORAGE
SYSTEMS TO STORE CLIENT CONFIDENTIAL INFORMATION. THE LAWYER'S AIM
IS TO ENSURE THAT HIS CLIENTS' INFORMATION WILL NOT BE LOST IF
SOMETHING HAPPENS TO THE LAWYER'S OWN COMPUTERS. THE ONLINE DATA
STORAGE SYSTEM IS PASSWORD-PROTECTED AND THE DATA STORED IN THE
ONLINE SYSTEM IS ENCRYPTED.

3. A DISCUSSION OF CONFIDENTIAL INFORMATION IMPLICATES RULE
1.6 OF THE NEW YORK RULES OF PROFESSIONAL CONDUCT (THE "RULES"), THE
GENERAL RULE GOVERNING CONFIDENTIALITY. RULE 1.6(A) PROVIDES AS
FOLLOWS:
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A LAWYER SHALL NOT KNOWINGLY REVEAL CONFIDENTIAL INFORMATION . ..
OR USE SUCH INFORMATION TO THE DISADVANTAGE OF A CLIENT OR FOR THE
ADVANTAGE OF A LAWYER OR A THIRD PERSON, UNLESS:

(1) THE CLIENT GIVES INFORMED CONSENT, AS DEFINED IN RULE 1.0());

(2) THE DISCLOSURE IS IMPLIEDLY AUTHORIZED TO ADVANCE THE BEST
INTERESTS OF THE CLIENT AND IS EITHER REASONABLE UNDER THE
CIRCUMSTANCES OR CUSTOMARY IN THE PROFESSIONAL COMMUNITY; OR

(3) THE DISCLOSURE IS PERMITTED BY PARAGRAPH (B).

4, THE OBLIGATION TO PRESERVE CLIENT CONFIDENTIAL INFORMATION
EXTENDS BEYOND MERELY PROHIBITING AN ATTORNEY FROM REVEALING
CONFIDENTIAL INFORMATION WITHOUT CLIENT CONSENT. A LAWYER MUST
ALSO TAKE REASONABLE CARE TO AFFIRMATIVELY PROTECT A CLIENT'S
CONFIDENTIAL INFORMATION. SEE N.Y. COUNTY 733 (2004) (AN ATTORNEY
“MUST DILIGENTLY PRESERVE THE CLIENT'S CONFIDENCES, WHETHER
REDUCED TO DIGITAL FORMAT, PAPER, OR OTHERWISE"). AS A NEW JERSEY
ETHICS COMMITTEE OBSERVED, EVEN WHEN A LAWYER WANTS A CLOSED
CLIENT FILE TO BE DESTROYED, "[SIIMPLY PLACING THE FILES IN THE TRASH
WOULD NOT SUFFICE. APPROPRIATE STEPS MUST BE TAKEN TO ENSURE THAT
CONFIDENTIAL AND PRIVILEGED INFORMATION REMAINS PROTECTED AND NOT
AVAILABLE TO THIRD PARTIES." NEW JERSEY OPINION (2006), QUOTING NEW
JERSEY OPINION 692 (2002).

5. IN ADDITION, RULE 1.6(C) PROVIDES THAT AN ATTORNEY MUST
"EXERCISE REASONABLE CARE TO PREVENT . . . OTHERS WHOSE SERVICES ARE
UTILIZED BY THE LAWYER FROM DISCLOSING OR USING CONFIDENTIAL
INFORMATION OF A CLIENT" EXCEPT TO THE EXTENT DISCLOSURE IS
PERMITTED BY RULE 1.6(B). ACCORDINGLY, A LAWYER MUST TAKE
REASONABLE AFFIRMATIVE STEPS TO GUARD AGAINST THE RISK OF
INADVERTENT DISCLOSURE BY OTHERS WHO ARE WORKING UNDER THE
ATTORNEY'S SUPERVISION OR WHO HAVE BEEN RETAINED BY THE ATTORNEY
TO ASSIST IN PROVIDING SERVICES TO THE CLIENT. WE NOTE, HOWEVER, THAT
EXERCISING "REASONABLE CARE" UNDER RULE 1.6 DOES NOT MEAN THAT THE
LAWYER GUARANTEES THAT THE INFORMATION IS SECURE FROM ANY
UNAUTHORIZED ACCESS.

6. TO DATE, NO NEW YORK ETHICS OPINION HAS ADDRESSED THE
ETHICS OF STORING CONFIDENTIAL INFORMATION ONLINE. HOWEVER, IN N.Y.
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STATE 709 (1998) THIS COMMITTEE ADDRESSED THE DUTY TO PRESERVE A
CLIENT'S CONFIDENTIAL INFORMATION WHEN TRANSMITTING SUCH
INFORMATION ELECTRONICALLY. OPINION 709 CONCLUDED THAT LAWYERS
MAY TRANSMIT CONFIDENTIAL INFORMATION BY E-MAIL, BUT CAUTIONED THAT
"LAWYERS MUST ALWAYS ACT REASONABLY IN CHOOSING TO USE E-MAIL FOR
CONFIDENTIAL COMMUNICATIONS." THE COMMITTEE ALSO WARNED THAT THE
EXERCISE OF REASONABLE CARE MAY DIFFER FROM ONE CASE TO THE NEXT.
ACCORDINGLY, WHEN A LAWYER IS ON NOTICE THAT THE CONFIDENTIAL
INFORMATION BEING TRANSMITTED IS "OF SUCH AN EXTRAORDINARILY
SENSITIVE NATURE THAT IT IS REASONABLE TO USE ONLY A MEANS OF
COMMUNICATION THAT IS COMPLETELY UNDER THE LAWYER'S CONTROL, THE
LAWYER MUST SELECT A MORE SECURE MEANS OF COMMUNICATION THAN
UNENCRYPTED INTERNET E-MAIL." SEE ALSO RULE 1.6, CMT. 17 (A LAWYER
"MUST TAKE REASONABLE PRECAUTIONS" TO PREVENT INFORMATION COMING
INTO THE HANDS OF UNINTENDED RECIPIENTS WHEN TRANSMITTING
INFORMATION RELATING TO THE REPRESENTATION, BUT IS NOT REQUIRED TO
USE SPECIAL SECURITY MEASURES IF THE MEANS OF COMMUNICATING
PROVIDES A REASONABLE EXPECTATION OF PRIVACY).

1. ETHICS ADVISORY OPINIONS IN SEVERAL OTHER STATES HAVE
APPROVED THE USE OF ELECTRONIC STORAGE OF CLIENT FILES PROVIDED THAT
SUFFICIENT PRECAUTIONS ARE IN PLACE. SEE, E.G., NEW JERSEY OPINION
701 (2006) (LAWYER MAY USE ELECTRONIC FILING SYSTEM WHEREBY ALL
DOCUMENTS ARE SCANNED INTO A DIGITIZED FORMAT AND ENTRUSTED TO
SOMEONE OUTSIDE THE FIRM PROVIDED THAT THE LAWYER EXERCISES
"REASONABLE CARE," WHICH INCLUDES ENTRUSTING DOCUMENTS TO A THIRD
PARTY WITH AN ENFORCEABLE OBLIGATION TO PRESERVE CONFIDENTIALITY
AND SECURITY, AND EMPLOYING AVAILABLE TECHNOLOGY TO GUARD AGAINST
REASONABLY FORESEEABLE ATTEMPTS TO INFILTRATE DATA); ARIZONA OPINION
05-04 (2005) (ELECTRONIC STORAGE OF CLIENT FILES IS PERMISSIBLE
PROVIDED LAWYERS AND LAW FIRMS "TAKE COMPETENT AND REASONABLE
STEPS TO ASSURE THAT THE CLIENT'S CONFIDENCES ARE NOT DISCLOSED TO
THIRD PARTIES THROUGH THEFT OR INADVERTENCE"); SEE ALSO ARIZONA
OPINION 09-04 (2009) (LAWYER MAY PROVIDE CLIENTS WITH AN ONLINE FILE
STORAGE AND RETRIEVAL SYSTEM THAT CLIENTS MAY ACCESS, PROVIDED
LAWYER TAKES REASONABLE PRECAUTIONS TO PROTECT SECURITY AND
CONFIDENTIALITY AND LAWYER PERIODICALLY REVIEWS SECURITY MEASURES
AS TECHNOLOGY ADVANCES OVER TIME TO ENSURE THAT THE
CONFIDENTIALITY OF CLIENT INFORMATION REMAINS REASONABLY
PROTECTED).

8. BECAUSE THE INQUIRING LAWYER WILL USE THE ONLINE DATA
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STORAGE SYSTEM FOR THE PURPOSE OF PRESERVING CLIENT INFORMATION - A
PURPOSE BOTH RELATED TO THE RETENTION AND NECESSARY TO PROVIDING
LEGAL SERVICES TO THE CLIENT - USING THE ONLINE SYSTEM IS CONSISTENT
WITH CONDUCT THAT THIS COMMITTEE HAS DEEMED ETHICALLY
PERMISSIBLE. SEE N.Y. STATE 473 (1977) (ABSENT CLIENT'S OBJECTION,
LAWYER MAY PROVIDE CONFIDENTIAL INFORMATION TO OUTSIDE SERVICE
AGENCY FOR LEGITIMATE PURPOSES RELATING TO THE REPRESENTATION
PROVIDED THAT THE LAWYER EXERCISES CARE IN THE SELECTION OF THE
AGENCY AND CAUTIONS THE AGENCY TO KEEP THE INFORMATION
CONFIDENTIAL); CF. NY CPLR 4548 (PRIVILEGED COMMUNICATION DOES NOT
LOSE ITS PRIVILEGED CHARACTER SOLELY BECAUSE IT IS COMMUNICATED BY
ELECTRONIC MEANS OR BECAUSE "PERSONS NECESSARY FOR THE DELIVERY
OR FACILITATION OF SUCH ELECTRONIC COMMUNICATION MAY HAVE ACCESS
TO" ITS CONTENTS).

9. WE CONCLUDE THAT A LAWYER MAY USE AN ONLINE "CLOUD"
COMPUTER DATA BACKUP SYSTEM TO STORE CLIENT FILES PROVIDED THAT
THE LAWYER TAKES REASONABLE CARE TO ENSURE THAT THE SYSTEM IS
SECURE AND THAT CLIENT CONFIDENTIALITY WILL BE MAINTAINED.
"REASONABLE CARE" TO PROTECT A CLIENT'S CONFIDENTIAL INFORMATION
AGAINST UNAUTHORIZED DISCLOSURE MAY INCLUDE CONSIDERATION OF THE
FOLLOWING STEPS:
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(1) ENSURING THAT THE ONLINE DATA STORAGE PROVIDER HAS AN
ENFORCEABLE OBLIGATION TO PRESERVE CONFIDENTIALITY AND
SECURITY, AND THAT THE PROVIDER WILL NOTIFY THE LAWYER IF SERVED
WITH PROCESS REQUIRING THE PRODUCTION OF CLIENT INFORMATION;

(2) INVESTIGATING THE ONLINE DATA STORAGE PROVIDER'S
SECURITY MEASURES, POLICIES, RECOVERABILITY METHODS, AND OTHER
PROCEDURES TO DETERMINE IF THEY ARE ADEQUATE UNDER THE
CIRCUMSTANCES;

(3) EMPLOYING AVAILABLE TECHNOLOGY TO GUARD AGAINST
REASONABLY FORESEEABLE ATTEMPTS TO INFILTRATE THE DATA THAT IS
STORED; AND/OR

4) INVESTIGATING THE STORAGE PROVIDER'S ABILITY TO PURGE
AND WIPE ANY COPIES OF THE DATA, AND TO MOVE THE DATA TO A
DIFFERENT HOST, IF THE LAWYER BECOMES DISSATISFIED WITH THE
STORAGE PROVIDER OR FOR OTHER REASONS CHANGES STORAGE
PROVIDERS.

10. TECHNOLOGY AND THE SECURITY OF STORED DATA ARE CHANGING
RAPIDLY. EVEN AFTER TAKING SOME OR ALL OF THESE STEPS (OR SIMILAR
STEPS), THEREFORE, THE LAWYER SHOULD PERIODICALLY RECONFIRM THAT
THE PROVIDER'S SECURITY MEASURES REMAIN EFFECTIVE IN LIGHT OF
ADVANCES IN TECHNOLOGY. IF THE LAWYER LEARNS INFORMATION
SUGGESTING THAT THE SECURITY MEASURES USED BY THE ONLINE DATA
STORAGE PROVIDER ARE INSUFFICIENT TO ADEQUATELY PROTECT THE
CONFIDENTIALITY OF CLIENT INFORMATION, OR IF THE LAWYER LEARNS OF ANY
BREACH OF CONFIDENTIALITY BY THE ONLINE STORAGE PROVIDER, THEN THE
LAWYER MUST INVESTIGATE WHETHER THERE HAS BEEN ANY BREACH OF HIS
OR HER OWN CLIENTS' CONFIDENTIAL INFORMATION, NOTIFY ANY AFFECTED
CLIENTS, AND DISCONTINUE USE OF THE SERVICE UNLESS THE LAWYER
RECEIVES ASSURANCES THAT ANY SECURITY ISSUES HAVE BEEN
SUFFICIENTLY REMEDIATED. SEE RULE 1.4 (MANDATING COMMUNICATION
WITH CLIENTS); SEE ALSO N.Y. STATE 820 (2008) (ADDRESSING WEB-BASED
EMAIL SERVICES).

11. NOT ONLY TECHNOLOGY ITSELF BUT ALSO THE LAW RELATING TO
TECHNOLOGY AND THE PROTECTION OF CONFIDENTIAL COMMUNICATIONS IS
CHANGING RAPIDLY. LAWYERS USING ONLINE STORAGE SYSTEMS (AND
ELECTRONIC MEANS OF COMMUNICATION GENERALLY) SHOULD MONITOR
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THESE LEGAL DEVELOPMENTS, ESPECIALLY REGARDING INSTANCES WHEN
USING TECHNOLOGY MAY WAIVE AN OTHERWISE APPLICABLE PRIVILEGE. SEE,
E.G., CITY OF ONTARIO, CALIF. V. QUON, 130 S. CT. 2619, 177 L.ED.2D 216
(2010) (HOLDING THAT CITY DID NOT VIOLATE FOURTH AMENDMENT WHEN IT
REVIEWED TRANSCRIPTS OF MESSAGES SENT AND RECEIVED BY POLICE
OFFICERS ON POLICE DEPARTMENT PAGERS); SCOTT V. BETH ISRAEL MEDICAL
CENTER, 17 MISC. 3D 934, 847 N.Y.S.2D 436 (N.Y. SUP. 2007) (E-MAILS
BETWEEN HOSPITAL EMPLOYEE AND HIS PERSONAL ATTORNEYS WERE NOT
PRIVILEGED BECAUSE EMPLOYER'S POLICY REGARDING COMPUTER USE AND
E-MAIL MONITORING STATED THAT EMPLOYEES HAD NO REASONABLE
EXPECTATION OF PRIVACY IN E-MAILS SENT OVER THE EMPLOYER'S E-MAIL
SERVER). BUT SEE STENGART V. LOVING CARE AGENCY, INC., 201 N.J. 300,
990 A.2D 650 (2010) (DESPITE EMPLOYER'S E-MAIL POLICY STATING THAT
COMPANY HAD RIGHT TO REVIEW AND DISCLOSE ALL INFORMATION ON "THE
COMPANY'S MEDIA SYSTEMS AND SERVICES" AND THAT E-MAILS WERE "NOT
TO BE CONSIDERED PRIVATE OR PERSONAL" TO ANY EMPLOYEES, COMPANY
VIOLATED EMPLOYEE'S ATTORNEY-CLIENT PRIVILEGE BY REVIEWING E-MAILS
SENT TO EMPLOYEE'S PERSONAL ATTORNEY ON EMPLOYER'S LAPTOP THROUGH
EMPLOYEE'S PERSONAL, PASSWORD-PROTECTED E-MAIL ACCOUNT).

12. THIS COMMITTEE'S PRIOR OPINIONS HAVE ADDRESSED THE
DISCLOSURE OF CONFIDENTIAL INFORMATION IN METADATA AND THE PERILS OF
PRACTICING LAW OVER THE INTERNET. WE HAVE NOTED IN THOSE OPINIONS
THAT THE DUTY TO "EXERCISE REASONABLE CARE" TO PREVENT DISCLOSURE
OF CONFIDENTIAL INFORMATION "MAY, IN SOME CIRCUMSTANCES, CALL FOR
THE LAWYER TO STAY ABREAST OF TECHNOLOGICAL ADVANCES AND THE
POTENTIAL RISKS" IN TRANSMITTING INFORMATION ELECTRONICALLY. N.Y.
STATE 782 (2004), CITING N.Y. STATE 709 (1998) (WHEN CONDUCTING
TRADEMARK PRACTICE OVER THE INTERNET, LAWYER HAD DUTY TO "STAY
ABREAST OF THIS EVOLVING TECHNOLOGY TO ASSESS ANY CHANGES IN THE
LIKELIHOOD OF INTERCEPTION AS WELL AS THE AVAILABILITY OF IMPROVED
TECHNOLOGIES THAT MAY REDUCE SUCH RISKS AT REASONABLE COST"); SEE
ALSO N.Y. STATE 820 (2008) (SAME IN CONTEXT OF USING E-MAIL SERVICE
PROVIDER THAT SCANS E-MAILS TO GENERATE COMPUTER ADVERTISING). THE
SAME DUTY TO STAY CURRENT WITH THE TECHNOLOGICAL ADVANCES APPLIES
TO A LAWYER'S CONTEMPLATED USE OF AN ONLINE DATA STORAGE SYSTEM.

CONCLUSION

13. A LAWYER MAY USE AN ONLINE DATA STORAGE SYSTEM TO STORE
AND BACK UP CLIENT CONFIDENTIAL INFORMATION PROVIDED THAT THE
LAWYER TAKES REASONABLE CARE TO ENSURE THAT CONFIDENTIALITY IS
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MAINTAINED IN A MANNER CONSISTENT WITH THE LAWYER'S OBLIGATIONS
UNDER RULE 1.6. A LAWYER USING AN ONLINE STORAGE PROVIDER SHOULD
TAKE REASONABLE CARE TO PROTECT CONFIDENTIAL INFORMATION, AND
SHOULD EXERCISE REASONABLE CARE TO PREVENT OTHERS WHOSE SERVICES
ARE UTILIZED BY THE LAWYER FROM DISCLOSING OR USING CONFIDENTIAL
INFORMATION OF A CLIENT. IN ADDITION, THE LAWYER SHOULD STAY ABREAST
OF TECHNOLOGICAL ADVANCES TO ENSURE THAT THE STORAGE SYSTEM
REMAINS SUFFICIENTLY ADVANCED TO PROTECT THE CLIENT'S INFORMATION,
AND THE LAWYER SHOULD MONITOR THE CHANGING LAW OF PRIVILEGE TO
ENSURE THAT STORING INFORMATION IN THE "CLOUD" WILL NOT WAIVE OR
JEOPARDIZE ANY PRIVILEGE PROTECTING THE INFORMATION.

(75-09)
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