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Discussion Points and Goals 



1969 - ARPANET 

Source: vox.com 

The Evolution of Internet Infrastructure 



1970 – ARPANET 

Source: vox.com 



1973 – ARPANET 

Source: vox.com 



1984 – ARPANET BECOMES “INTERNET” 

Source: vox.com 



1986 – NSFNet BECOMES BACKBONE 

National Science Foundation T3 Network 
Source: vox.com 



1993 – internet goes global 

Map of Usenet (online bulletin board), 1993 
Source: vox.com 



What is critical infrastructure? 

There are 16 critical 
infrastructure sectors whose 
assets, systems, and networks, 
whether physical or virtual, are 
considered so vital to the United 
States that their incapacitation or 
destruction would have a 
debilitating effect on security, 
national economic security, 
national public health or safety, 
or any combination thereof. 
Presidential Policy Directive 21 
(PPD-21): Critical Infrastructure 
Security and Resilience advances 
a national policy to strengthen 
and maintain secure, functioning, 
and resilient critical 
infrastructure. 

https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
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Critical Infrastructure Information 



What are the threats to critical 
infrastructure? 
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An integrated threat model 
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State-Sponsored Espionage 

 Foreign adversaries use cyber tools 
as part of traditional intelligence-
gathering and espionage activities. 
These adversaries conduct 
computer network operations that 
target military and governmental 
organizations’ intellectual property 
and insider information. 

 
“Advanced Persistent Threat (APT)” 
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Industrial Espionage 

 Every year, billions of dollars are 
lost to foreign and domestic 

competitors who deliberately 
target economic intelligence in U.S. 

industries and technologies. 
Through cyber intrusions, these 
intruders search for intellectual 

property, prototypes, and 
company trade secrets to gain an 

illegitimate advantage in the 
market.  
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Hacktivists: 
Anonymous and Splinter Groups 
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The Cyber Underground 

FBI Cyber Division 16 

  Financially motivated criminal actors 



An Internet within the Internet 
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Unauthorized Access  

Theft of Data 

Destruction of Data 

Misappropriation or Misuse 

Unauthorized Disclosure, Disposal, Transmission 
 
Unauthorized Encryption of Data for Ransom  

Denial of Service 

Integrity Loss (Unauthorized Changes) 

Privilege/Access Escalation 

Service  
Delivery 

 Infrastructure 

Sensitive 
Company 

Information 

Customer  
Service 

Personal 
Information 

What’s at risk? 

Nation States 

Organized  Crime 

Insiders  

Hacktivists 

Cyber Attacks Threat Actors 

Impersonation 

Cyber Threats 
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Terrorists 
 



Examples of Recent Attacks in the Headlines 
• Equifax – theft of credit records 
• WannaCry and Notpetya – worldwide ransomware attack 
• Yahoo! – theft of account information 
• Democratic National Committee – sensitive emails 
• Ukraine Power Company – blackout 
• Hollywood Presbyterian Medical Center – ransomware  
• OPM – theft of background check data 
• Sony – destructive malware, theft of IP, PII and emails   
• Blue Cross Blue Shield – theft of PII and PHI 
• Sands Casino – destructive malware 
• JPMorgan Chase – theft of financial account Information  
• Target – theft of credit card data 
• Saudi Aramco – destructive malware 
• Top 50 U.S. Banks – denial of service attacks 
• Attacks on the legal sector – insider trading, theft of IP 

 
 
 



Attacks on the power grid - Ukraine 
• December 23, 2015, the Ukrainian 

Kyivoblenergo, a regional electricity 
distribution company, reported 
service outages to customers.  

• The outages were due to illegal entry 
into the company’s computer and 
SCADA systems. 

• 30 substations were disconnected for 
three hours.  

• It was revealed that three different 
distribution oblenergos suffered 
power outages that caused 
approximately 225,000 customers to 
lose power across various areas 

• Ukrainian government officials 
claimed the outages were caused by 
Russian security services. 



It’s déjà vu all over again… 

• December 17, 2016  
• Ukraine's state-owned national 

power company Ukrenergo 
experienced an outage at an 
electrical substation in Kyiv.  

• Researchers have subsequently 
confirmed that the outage was 
the result of a protracted 
campaign that began December 
6 and lasted through December 
20.  

• This campaign included remote 
access and denial-of-service 
attacks against systems 
belonging to the transportation, 
energy, and government sectors 
in Ukraine.  





Federal prosecutors in 
Manhattan have charged 
three Chinese citizens with 
making more than $4 million 
by trading on information 
they got by hacking into some 
of the top merger-advising 
law firms in New York.  
The three men targeted at 
least seven New York law 
firms to try to obtain 
information about deals in 
the works, according to an 
indictment unsealed on 
Tuesday. 

https://www.justice.gov/usao-sdny/pr/manhattan-us-attorney-announces-arrest-macau-resident-and-unsealing-charges-against
https://www.justice.gov/usao-sdny/pr/manhattan-us-attorney-announces-arrest-macau-resident-and-unsealing-charges-against
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What is the USG strategy? 
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DHS 

(Protection, Prevention, 
Mitigation, & Recovery) 

 

 
DOJ/FBI 

(Detection Investigation,  
Attribution, & Disruption) 

 

 
DOD/NSA 

(Defense, Prevention, & 
Overseas Intelligence) 

 



FBI Cyber Priorities 

To protect the United States against: 
 
• Terrorist attack 
• Foreign intelligence  

operations and espionage 
• Cyber-based attacks and  

high technology crimes 
 
 
As the only U.S. agency with the authority to investigate both 
criminal and national security cybersecurity threats, the FBI is 
following a number of emerging trends. 
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FBI Cyber Presence – US and Worldwide 

• FBI Operates 56 Field Offices in U.S., plus “RAs” 
• LEGAT offices in 87 locations 
• In 2010, FBI Cyber Division instituted Cyber ALAT Program 
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Cyber ALATs 

• FBI Operates LEGAT offices in 87 locations 
• In 2010, FBI Cyber Division instituted Cyber 

ALAT Program 
– Embed ALATs with host nation counterparts 

• Bucharest, Romania 
• Kyiv, Ukraine 
• Riga, Latvia 
• Tallinn, Estonia 
• The Hague, Netherlands 

2
9 



United States Secret Service 

• Evolution of the Electronic Crimes Task Force 
(ECTF) 

• Field Offices/ECTF locations nationwide 

3
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Development of a national plan  
The National Cyber Incident Response Plan 



NCIRP replaces prior “interim” plan 



December 2016 – NCIRP approved 



Three lines of effort during a critical incident 

Threat Response 
As the lead Federal agency for threat response during a significant cyber event, DOJ, through the 
FBI, will coordinate with the DHS as the lead Federal asset response agency, and with the Office of 
the Director of National Intelligence (ODNI), through its National Cybersecurity and 
Communications Integration Center (NCCIC), as the lead Federal intelligence support agency.   
  
Asset Response   
DHS 
Responsible for coordinating and developing response tasks; communicating with the affected 
entity to understand the nature of the incident; coordinating consistent, accurate, and appropriate 
communications regarding the incident to affected parties and stakeholders, including the public; 
to facilitate affected entity and asset response efforts to effectuate response and recovery from a 
significant cyber incident. 
  
Intelligence Support and Related Activities 
  
The Director of National Intelligence serves as the head of the Intelligence Community, acts as the 
principal advisor to the President for intelligence matters relating to national security, The 
Intelligence Community, comprising 17 elements across the Federal  government will respond. 



NCIRP “2.0” 



The President’s National Infrastructure Advisory 
Council (NIAC) 

The President’s National 
Infrastructure Advisory Council 
(NIAC) is composed of senior 
executives from industry and 
State and local government who 
own and operate the critical 
infrastructure essential to 
modern life.  
 
The Council was established by 
executive order in October 2001 
to advise the President on 
practical strategies for industry 
and government to reduce 
complex risks to the designated 
critical infrastructure sectors. 



NIAC - Executive Summary:  
11 Key Takeaways 

1. Establish SEPARATE, SECURE COMMUNICATIONS NETWORKS specifically designated for the most critical cyber networks, 
including “dark fiber” networks for critical control system traffic and reserved spectrum for backup communications during 
emergencies. 

2. FACILITATE A PRIVATE-SECTOR-LED PILOT OF MACHINE-TO-MACHINE INFORMATION SHARING TECHNOLOGIES, led by the 
Electricity and Financial Services Sectors, to test public-private and company-to-company information sharing of cyber 
threats at network speed. 

3. Identify best-in-class SCANNING TOOLS AND ASSESSMENT PRACTICES, and work with owners and operators of the most 
critical networks to scan and sanitize their systems on a voluntary basis. 

4. Strengthen the capabilities of TODAY’S CYBER WORKFORCE by sponsoring a public-private expert exchange program. 
5. Establish a set of LIMITED TIME, OUTCOME-BASED MARKET INCENTIVES that encourage owners and operators to 

upgrade cyber infrastructure, invest in state-of-the-art technologies, and meet industry standards or best practices. 
6. Streamline and significantly expedite the SECURITY CLEARANCE PROCESS for owners of the nation’s most critical cyber 

assets, and expedite the siting, availability, and access of Sensitive Compartmented Information Facilities (SCIFs) to ensure 
cleared owners and operators can access secure facilities within one hour of a major threat or incident. 

7. Establish clear protocols to RAPIDLY DECLASSIFY CYBER THREAT INFORMATION and proactively share it with owners and 
operators of critical infrastructure, whose actions may provide the nation’s front line of defense against major cyber 
attacks. 

8. PILOT AN OPERATIONAL TASK FORCE OF EXPERTS IN GOVERNMENT AND THE ELECTRICITY, FINANCE, AND 
COMMUNICATIONS INDUSTRIES— led by the executives who can direct priorities and marshal resources—to take decisive 
action on the nation’s top cyber needs with the speed and agility required by escalating cyber threats. 

9. USE THE NATIONAL-LEVEL GRIDEX IV EXERCISE (NOVEMBER 2017) TO TEST the detailed execution of Federal authorities 
and capabilities during a cyber incident, and identify and assign agency-specific recommendations to coordinate and clarify 
the Federal Government’s unclear response actions. 

10. Establish an OPTIMUM CYBERSECURITY GOVERNANCE APPROACH to direct and coordinate the cyber defense of the 
nation, aligning resources and marshaling expertise from across Federal agencies. 

11. Task the National Security Advisor to review the recommendations included in this report and within six months CONVENE 
A MEETING OF SENIOR GOVERNMENT OFFICIALS to address barriers to implementation and identify immediate next 
steps to move forward. 

 
 
 
 
 
 



8. Public-private task force model – theoretical? 



NCFTA – a Public-Private Partnership 



Problem: “The Fog of More” 
 

 

 

The Council on Cybersecurity 2014 Annual Report 
coined the term: “Fog of More.”  
 
It describes the “Overload of defensive 
support…more options, more tools, more 
knowledge, more advice, and more requirements, 
but not always more security.” 
 



• “For the first 
time…NIST has 
included security 
controls in its 
catalog for both 
national security 
and non-national 
security 
systems.” 
 

 
 
 

“NIST called the 
document historic. 

- April 3, 2009” 
 

SP 800-53, Rev. 3  “Recommended Security Controls for Federal Information 
Systems and Organizations, August 2009 



NIST SP 800-53 & the NIST Cybersecurity Framework 
(CSF) 

42 



The NIST Cybersecurity Framework & 
Critical Security Controls 

• What is the CSF and how can it help? 
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The Center for Internet Security’s 20 Critical Security Controls (Formerly the 
SANS Top 20) 
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The CIS (formerly SANS) Top 20 



Good cyber hygiene will significantly reduce risk! 

Review of Fundamentals 



• Threat Intelligence 
(For free!) 

• PIN – Private Industry 
Notifications 

• FLASH – FBI Liaison 
Alert System 

• Value-added Incident 
Response 

 

Other Law enforcement resources 



Information Sharing Opportunities 
• DHS 

– Automated Indicator Sharing 
– National Cybersecurity and Communications Integration Center (NCCIC) 
– Cybersecurity Information Sharing and Collaboration Program (CISCP) 
– SAFETY Act Certification 

• FBI 
– Cyber Division & FBI Field Offices 
– National Cyber Investigative Joint Task Force 
– Domestic Security Alliance Council 
– InfraGard 
– Investigative Tools – Parallax, Archer, Others 

• DOE CRISP - Versions 1.0, 2.0 
• ISACs and ISAOs 
• Information Sharing Companies, e.g. IronNet 

 

 October 18, 2018 Strictly Confidential  48 



Perspectives on the future 



 
Questions? 

Jay Kramer 
Partner, Data Privacy & Cybersecurity 

Lewis Brisbois, New York 
jay.kramer@lewisbrisbois.com 

347.300.5120 

mailto:Jay.kramer@lewisbrisbois.com
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