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1. Key rules in Japan

1.1. General rules

The Basic Act on Cybersecurity provides the basic framework for the
responsibilities and policies of the national and local governments to enhance
cybersecurity. Further, it obligates operators of material infrastructure (e.g.,
financial institutions, operators of railroads, airplanes and other means of
transportation, and providers of electricity gas and water) and networks (e.g.,
telecommunication networks) to make efforts to voluntarily and proactively
enhance cybersecurity and to cooperate with the national and local governments to

promote measures to enhance cybersecurity.

The Act on the Protection of Personal Information (“APPI”) is the principal data
protection legislation in Japan. Its enforcement and application are supervised by
the Personal Information Protection Commission (“PPC”). Under the APPI, a
“Business Operator Handling Personal Information (Kojin Joho Toriatsukai
Jigyosha)” (“Handling Operator”) is required to take necessary and appropriate
measures for security control of personal data it handles, including preventing

leakage, loss or damage of Personal Data (Article 20).

“Necessary and appropriate measures” refer to security measures in

accordance with the PPC guidelines, which include:

(@) Organizational security measures, including the implementation of an
organizational system (for example, establishing rules for handling the
personal data, and clarifying the person responsible for supervising the

handling of personal data);
(b) Human resource security measures, including education of employees;

(c) Physical security measures, including controlling the area where

personal data is handled, such as servers and offices; and

(d) Technical security measures, including control of access to personal
data.

- The above four security measures must be conducted as the “necessary and
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appropriate measures;” however, the details of each security measure must
be determined by each company depending on the degree of risk in case of

leakage.

1.2. Specific rules applicable only to lawyvers

Attorney Act, Article 23 (right and duty to maintain confidentiality):

‘Unless otherwise provided by law, an attorney or a former attorney shall have
the right and bear the duty to maintain the confidentiality of any facts which

he/she may have learned in the course of performing his/her duties.’
JFBA Model Rules of Professional Conduct
Confidentiality provisions are stipulated in Articles 18 and 23.

2. JFBA Information Security Guidelines for Lawyers

Please refer to the original text in the attachment.

This guideline is not intended to establish any legal obligation. Instead, this guideline
is intended to assist practitioners in taking appropriate information security measures
(such as understanding what information security seeks to achieve, why it is
important for attorneys to safeguard their own and their clients’ information, and how

an information security management system may be implemented).

3. Examples of recent cybersecurity incidents in Japan

There have been only a few cybersecurity incidents announced to date. However, the
impact of cybersecurity incidents has become quite serious across the industries over

the past few years. Please see below a few such examples in Japan.

May 2015 | Ahuge number of pension records were leaked due to targeted

email attacks.

April 2016 | Personal data of 1.4 million individuals were leaked due to

cyberattacks to software vulnerability.

April 2017 | Personal data of 0.1 million credit card users were purchased

on the dark web.

2018 A huge amount of cryptocurrencies were leaked due to

unauthorized access to servers of exchange operators
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