Internet Piracy Developments: Recent Case Law,
Voluntary Collaborative Solutions, and Proposals for
Additional Remedies
By Edward McCoyd
I.

Introduction

Like other content industries, the U.S. book and
journals publishing industry is seeing very significant
volumes of online piracy of its copyrighted works. Major
sources of the infringing files include host sites; sites
which systematically link to the hosts; blogs or forums
where infringing links are also posted; and sites facilitating file-sharing via peer-to-peer networks, especially the
BitTorrent network. This article provides an overview of
legislative provisions, case law, and voluntary antipiracy
initiatives as they relate to online piracy of copyrighted
works in a variety of media, as well as proposals by the
U.S. book and journals publishing industry for enhanced
tools to help combat the problem of illegal file-sharing.

II.

Secondary Liability for Online Sites and
Services

With respect to liability for the infringing activity,
direct infringement would typically pertain to individual
users of file-sharing services who trade infringing content.1 As for potential liability for sites and services that
these direct infringers are using, while liability for direct
infringement is often not found, there are three doctrines
pursuant to which a defendant may be held secondarily
liable.
A.

Contributory Infringement
Contributory infringement liability exists where,
with knowledge of the infringing activity, the defendant
induces, causes, or materially contributes to the infringing conduct of another.2 The requisite knowledge may
be actual or constructive, and “turning a blind eye” can
also be the equivalent of knowledge (known as “willful
blindness”).3
It has been held that there is no contributory infringement liability for the mere distribution of a copying
device/technology if it is capable of substantial noninfringing uses. This was the U.S. Supreme Court’s ruling
in 1984 in the case of Sony Corp. of America v. Universal
City Studios, Inc. (Sony).4
B.

Inducement
However, pursuant to the Supreme Court’s subsequent decision in 2005 in Metro-Goldwyn-Mayer Studios,
Inc. v. Grokster, Ltd. (Grokster):5 “[O]ne who distributes
a device with the object of promoting its use to infringe
copyright, as shown by clear expression or other affirma-

tive steps taken to foster infringement, is liable for the
resulting acts of infringement by third parties.”6
Therefore, the Sony decision from 1984 does not
provide a complete shield against secondary liability to
distributors of technology, such as the operators of online
file-sharing services, for the infringing activities of users
of these sites if this inducement-based liability is found to
exist.
It is worth noting that while contributory infringement as defined by a number of court decisions includes
situations where a defendant, with knowledge of the
infringing activity, “induces” (or causes or materially contributes to) the infringing conduct of another, the “inducement” doctrine defined by the Supreme Court in Grokster
is a separate secondary liability doctrine, distinct from
contributory infringement (despite the fact that the word
“induces” also appears in courts’ definitions of contributory infringement).7
C.

Vicarious Liability
Next, there is vicarious liability where a defendant has
a right and ability to supervise the infringing activity, and
has a direct financial interest in such activities.8 There is
no requirement, however, that there be either knowledge
of the infringement or an intent for it to occur.9
The traditional example would be the vicarious liability of the owner or operator of a dance hall or other
entertainment venue, who may not have direct knowledge
of infringing performances of music at the venue, but can
nevertheless be held liable for it.10

III.

DMCA Safe Harbors

Despite the above doctrines, service providers may be
shielded against monetary liability for direct or secondary
infringement, if they qualify for one of the applicable safe
harbors provided for under §512 of the Digital Millennium Copyright Act (DMCA),11 embodied in §512 of Title
17 of the United States Code.12
A.

Categories of Service Providers Eligible for
Protection
There are four general categories of service providers eligible for safe harbor protection. While subsections
(a)13 and (b)14 of §512 cover “mere conduit” and caching
services, respectively, the two categories most relevant
for this article are contained in §512 subsections (c)15 and
(d).16
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Section 512(c) covers providers of storage of “Information Residing on Systems or Networks At [the] Direction of Users.” This group would include, for example, a
provider of server space for the hosting of a website, or a
“user-generated content” (UGC) site, like YouTube, which
stores content files uploaded by individual users.
Section 512(d), titled “Information Location Tools,”
covers service providers which refer or link users to online locations using information location tools, “including
a directory, index, reference, pointer, or hypertext link.”
This definition includes search engines like Google and
Bing, and the “linking” sites mentioned earlier.
B.

Additional Criteria
In addition to meeting the definition of the type of
service covered by subsection (c) or (d), however, a service provider still needs to satisfy a number of additional
criteria in order to qualify for the safe harbor against
damages for liability provided by either of those subsections. These include:
• The service provider does not have either actual
knowledge or “red flag” awareness about the
specific infringement involved; actual knowledge is
subjective belief that the material is infringing, and
red flag awareness is awareness of facts or circumstances from which infringing activity would be
apparent to an objective, reasonable person.17
or
• Upon obtaining such knowledge or awareness,
“acts expeditiously to remove, or disable access to,
the material.”18
• The service provider does not “receive a financial
benefit directly attributable to infringing activity, in
a case in which the service provider has the right
and ability to control such activity.”19 While these
factors resemble the common law criteria for vicarious infringement liability, courts have interpreted
“right and ability to control” more narrowly in the
context of the §512 safe harbor requirements than
in vicarious liability analyses. For the purposes of
taking away the safe harbor, proof of “right and
ability to control” requires a showing of what the
courts have referred to as “something more” than
the mere ability to remove or block access to the
materials on a service provider’s website.
In Viacom v. YouTube, the Second Circuit pointed to
facts in the case of Perfect 10 v. Cybernet Ventures20 as an
example of what would satisfy the “something more”
requirement for removing the §512 safe harbor when
combined with direct financial benefit.21 The defendant
Cybernet ran a service called “Adult Check,” which
conducted age verification of users on behalf of more
than 300,000 adult content websites. The Adult Check
policies included that “Each Adult Check site must con44

tain unique, quality, and adequate content. The quality,
uniqueness and adequacy of the content is solely within
the discretion of Adult Check, but generally means at
least 30 pictures of sufficient quality to provide value to
the Adult Check customer…All sites are monitored and
reviewed for continued compliance.”22 The evidence presented also indicated that CyberNet reviewed sites before
accepting them into the AdultCheck system, and that this
included screening for “overuse of celebrity images.”23
CyberNet also engaged in spot checking of sites,24 and
directed the affiliated webmasters on the layout, appearance, and content of their sites.25
Grokster-style inducement has also been held to
amount to “right and ability to control” under §512,26 as
discussed later in this article.
• Upon receipt of a “notification of claimed infringement” from the copyright holder (commonly
referred to as a “takedown notice”) as defined in
§512, the service provider must respond “expeditiously to remove, or disable access to, the material
that is claimed to be infringing or to be the subject
of the infringing activity.”27
• In the case of §512(c) service providers, the service must have a designated agent to receive §512
notifications of claimed infringement. The service
provider must include “on its website in a location
accessible to the public,” as well as file with the U.S.
Copyright Office the name and contact information
of the agent.28
Pursuant to §512(i), to be eligible for safe harbor protection, the service provider must also:
• Adopt and reasonably implement, and inform
subscribers and account holders of, “a policy that
provides for the termination in appropriate circumstances of subscribers and account holders…who
are repeat infringers;”29 and
• Accommodate and not interfere with standard technical measures.30 “Standard technical measures”
are defined by the subsection as technical measures
“that are used by copyright owners to identify or
protect copyrighted works” and which, among
other things,31 “have been developed pursuant to
a broad consensus of copyright owners and service
providers in an open, fair, voluntary, multi-industry
standards process…”32
A 1998 report of the U.S. House of Representatives’
Judiciary Committee confirmed that with its inclusion
of the “standard technical measures” provision, it was
“expected” by Congress “that all of the affected parties
will expeditiously commence voluntary, inter-industry
discussions to agree upon and implement the best technological solutions available to achieve these goals” of
identifying and protecting copyrighted works.33 The
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Association of American Publishers (AAP) has pointed
to §512(i) and this expectation of Congress in a submission of comments made in March to the House Judiciary
Committee regarding §512,34 as the Committee is currently engaged in a series of hearings as part of a wholesale review it is conducting of the U.S. Copyright Act and
whether amendments may be needed.35 In its comments,
the AAP urged that the multi-stakeholder process now be
convened, given the continuing need and the advances
which have occurred both in the availability of potentially
suitable technological solutions and the likelihood that
website operators may be more receptive to implementing
them in light of the positive experiences reported regarding their uses.36
AAP notes further in its comments that significant
technological strides have been made to enable content
hosting and UGC sites to implement filters preventing the
making available of files which contain verbatim or significant matches to content flagged by copyright owners
as not authorized for distribution on a site.37 With respect
to audiovisual content, YouTube’s “Content ID” system is
the most prominent example currently.38 As for text-based
works, such as books and journals, the document-hosting
site Scribd.com has had a filter in place for several years,39
which has achieved a sharp reduction in infringements
without harm to the site’s legitimate functionality. The
reference file databases used by both the YouTube and the
Scribd filters implement a system called “digital fingerprinting,” which takes pieces of data specific to a work to
create a unique “fingerprint” of that work, against which
all new file uploads to the service are compared. YouTube
also includes a commercialization component, so that
while copyright owners can opt to have videos containing their works blocked, one of the other alternatives is
for them to allow the videos to be up, but to also share
in YouTube’s advertising revenues associated with such
videos.
AAP has recommended the creation of a multi-industry body led by the National Institute of Standards and
Technologies (NIST),40 or some other government agency
with the relevant expertise, to devise or identify a wide
range of generic technical measures that service providers
could implement to reduce infringement.41
It is also important to note that pursuant to §512(m),
nothing in §512 “shall be construed” to condition any of
the safe harbors on “a service provider monitoring its
service or affirmatively seeking facts indicating infringing
activity, except to the extent consistent with a standard
technical measure complying with the provisions of subsection (i).”42
Finally, in addition to the above requirements, subsection 512(g) provides service providers with a safe harbor
against liability for taking down the material.43 To enjoy the
§512(g) safe harbor, §512(c) service providers must:

(A) promptly notify the subscriber that the material
has been removed or blocked; and
(B) upon receipt of a valid “counter notification”
from the subscriber as defined by the statute, put
back the material between 10 and 14 days following the service provider’s receipt of the counternotice, unless the service provider is first notified
by the rights holder that it has filed an action
seeking a court order against the subscriber.44

IV.

Recent Case Law

In 2013, courts in a number of major cases involving
copyright infringement claims against service providers
rendered decisions interpreting and applying the provisions of §512. These decisions are summarized below.
A.

Columbia Pictures Indus., Inc. v. Fung45

1.

Inducement Liability
In a case brought by Columbia Pictures and several
other film studios against Gary Fung and his company
IsoHunt Web Technologies, a three-judge panel of the
Ninth Circuit held the defendants secondarily liable for
copyright infringement on the basis of inducement as laid
out by the Supreme Court in Grokster. The defendants
operated three torrent sites, as well as an additional site
helping users to access files via the eDonkey peer-to-peer
network. The Ninth Circuit panel pointed to numerous
pieces of evidence of intent to promote the use of the services for copyright infringement, including the following
direct evidence:
• For a time, IsoHunt, Fung’s flagship site, prominently featured a list of “Box Office Movies,” containing the 20 highest-grossing movies then playing
in U.S. theaters. When a user clicked on a listed
title, he or she would be invited to “upload [a] torrent file” for that movie.46
• Fung also posted numerous messages to a forum on
IsoHunt, requesting that users upload torrents for
specific copyrighted films; in other posts, he provided links to torrent files for copyrighted movies,
urging users to download them.47
• The record was replete with instances where Fung
responded personally to queries for assistance in
uploading torrent files corresponding to obviously
copyrighted material, finding particular copies of
movies and television shows, getting pirated material to play properly, and burning the infringing
content onto DVDs for playback on televisions.48
Corroborating evidence of inducement, which was
comparable to evidence deemed corroborating in the
Grokster case, included:
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• Fung took no steps to develop filtering tools or
other mechanisms to diminish the infringing activity;49 and
• Fung generated revenue almost exclusively by
selling advertising space on his websites. The more
users who visited Fung’s websites and viewed the
advertisements there, the greater the revenues to
Fung.50
It is important to note, though, that these latter pieces
of evidence would not on their own be deemed sufficient
to establish inducement. Instead, they amounted to corroborating evidence in light of the more direct evidence
mentioned above, such as Fung’s communications and
interactions with users.51
2.

DMCA Safe Harbor Analysis
Despite its finding of inducement, the Ninth Circuit
said that it still needed to be considered whether the
defendants qualified for any of the DMCA safe harbors. It
must be kept in mind that secondary liability for damages can only be imposed if the service provider does
not qualify for DMCA safe harbor protection. Indeed, the
Ninth Circuit panel rejected the plaintiffs’ argument that
inducement liability is inherently incompatible with §512
safe harbor protection.52
The judges evaluated the defendants’ invoking of
the safe harbors under §512(d) (“Information Location
Tools”) and §512(c) (“Information Residing on Systems or
Networks at Direction of Users”). While §512(c) is typically associated with sites or services hosting the actual
content files which infringe copyrighted works, the panel
held that Fung’s torrent sites were also §512(c) sites,
because they contained the torrent files which are used to
find and assemble the content from the BitTorrent network. A torrent file contains pieces of information about
the target content file which the BitTorrent software uses
to retrieve and assemble the content for the user from
the peers on the network who are sharing it.53 Section
512(c) makes reference to “material or an activity using the
material” (emphasis added) which “is infringing”; here,
the torrents were held to constitute the “material” “used”
to carry out the infringing activity.54 Section 512(d) was
also evaluated, since by providing searchable indexes of
torrents, the torrent sites were also “information location
tools.”55
The Ninth Circuit panel held the defendants ineligible
for safe harbor protection under either §512(c) or (d),
however. The defendants failed to satisfy the requirement
that they did “not receive a financial benefit directly attributable to the infringing activity, in a case in which the
service provider has the right and ability to control such
activity.” This requirement is contained in §512(c) (1) (B),
as well as in §512(d) (2).
YouTube,56

As noted by the Second Circuit in Viacom v.
while §512 “right and ability to control” requires “some46

thing more” than merely having the general ability to
locate infringing material and terminate the users’ access,
purposeful conduct such as Grokster-style inducement
may support a finding of such control. Here, the Ninth
Circuit panel found that the defendants’ inducement
demonstrated Fung’s “substantial influence” over the
activities of the sites’ users.
The “financial benefit” prong was also satisfied on
the basis that the defendants made revenue from the sale
of advertising space on their sites, that the ad revenue
depended on the number of users who viewed and then
clicked on the advertisements,57 and that Fung had failed
to rebut that his services were widely used to infringe
copyrights. Columbia’s expert averred that between 90
and 96% of the content associated with the torrent files
available on Fung’s websites was “confirmed or highly
likely copyright infringing” material.58
B.

Viacom Int’l, Inc. v. YouTube, Inc.59

1.

Background
Considering the Grokster and Fung decisions, one
might be surprised at the judicial outcomes of the lawsuit
brought by Viacom against YouTube, prior to an out-ofcourt settlement of the case in March of this year.60 The
global media company Viacom, along with other plaintiffs, sued YouTube and its current owner Google in 2007.
The basis of the action was 79,000 videos posted by users
onto YouTube beginning in 2005.61 YouTube had been
founded in February of 2005 by the individuals Chad
Hurley, Steve Chen, and Jawed Karim.62
In 2010, the U.S. District Court for the Southern
District of New York granted summary judgment to
YouTube, finding that the plaintiffs had failed to prove
that YouTube had either actual or red-flag knowledge of
the specific infringements on which the plaintiffs were
suing, and that YouTube in all other respects qualified for
the DMCA safe harbors against damages for secondary
liability for the posting of infringing materials by YouTube’s users.63
In 2012, the Second Circuit affirmed the District
Court’s holding that knowledge of specific infringementsin-suit is required for a finding that a defendant has failed
to satisfy the requirement under §512(c) (1) (A) that the
defendant not have knowledge or awareness of infringing material on its system, or when it becomes aware of
such material, acts expeditiously to remove or disable access to it. YouTube did routinely respond to notifications
from copyright holders by taking the material down, and
the District Court stated in its 2010 decision that it was
“uncontroverted that all of the clips in suit [were] off the
YouTube website, most having been removed in response
to DMCA takedown notices.”64
The Second Circuit in 2012 did remand the case for
further review by the Southern District, instructing it to
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• E-mails evidencing that the founders themselves
uploaded infringing videos. One e-mail noted that
founder “Jawed [was] putting stolen videos on the
site.” Chen warned, “We’re going to have a tough
time defending the fact that we’re not liable for the
copyrighted material on the site…when one of the
co-founders is blatantly stealing content from other
sites and trying to get everyone to see it.”70 In another instance, Chen e-mailed about a video, saying
“steal it!” When Hurley expressed concern about
“steal[ing] the movies,” Chen countered: “[W]e
need to attract traffic…[T]he only reason why our
traffic surged was due to a video of this type.”71

address, in light of the Second Circuit’s own analysis,
whether YouTube:
1) Had knowledge or awareness of any of the specific
infringements-in-suit (video “clips in suit”);
2) Willfully blinded itself to specific infringements-insuit; and
3) Had a right and ability to control infringing activity. However, the Second Circuit held that §512
“right and ability to control” does not need to
pertain to the specific infringements which are the
subject of the suit.65
2.

District Court’s Remand Decision
On remand last year, the Southern District answered
all of these questions in the negative. In light of the onus
on copyright holders to notify service providers of specific
infringements and their URL locations, the “no duty to
monitor” provision in §512(m), and the ability of a service
provider to avail itself of the §512 safe harbors by more
passively complying with takedown notices, the Court
went so far as to say that “knowledge of the prevalence of
infringing activity, and welcoming it, does not itself forfeit
the safe harbor.”66
3.

Courts’ Treatment of Evidence Regarding
Statements by YouTube’s Founders
Although the case is over due to the settlement, one
could continue to take issue with the “and welcoming it”
portion of that statement, as the word “welcoming” quite
arguably indicates intent. The plaintiffs had put forth a
variety of evidence suggesting that in YouTube’s early
days, the site’s founders intended that the service be used
for copyright infringement—in other words, engaged
in “inducement” rising to the level of “control” which
should have been held to disqualify YouTube for DMCA
safe-harbor protection due to the “right and ability to control” provision in §512(c) (1) (B). The evidence, at least as
conveyed by the plaintiffs, featured a number of internal
e-mails among the founders, including:
• Statements indicating a desire to avoid looking
“like a dumping ground for copyright stuff” or
“Bittorrent,” at the same time without risking drops
in “site traffic and virality.”67
• The decision to proactively take down whole movies and television shows, but to leave up “music
videos,” “news programs,” “sports” and “comedy
clips.”68
• Chen’s explanations that: “That way, the perception
is that we are concerned about this type of material
and we’re actively monitoring it” but the “actual
removal of this content will be in varying degrees.
That way…you can find…truckloads of…copyrighted content…[if] you [are] actively searching for
it.”69

• Chen twice wrote that 80% of user traffic depended
on pirated videos. He opposed removing infringing videos on the ground that “if you remove the
potential copyright infringements…site traffic and
virality will drop to maybe 20% of what it is.”72
When Karim proposed that they “just remove the
obviously copyright infringing stuff,” Chen again
insisted that even if they removed only such obviously infringing clips, site traffic would drop at
least 80%.73
The plaintiffs also alleged that YouTube emphasized
the popularity of known infringing videos to potential investors. They contended that “Lazy Sunday” from NBC’s
“Saturday Night Live” was enormously popular on
YouTube, and that even after YouTube received takedown
notices from NBC for this video, YouTube highlighted the
video’s success to potential investors and its own board
of directors to show how YouTube was using infringing
professional content to draw viewers.74
Both the Second Circuit and the District Court,
however, placed little emphasis on this evidence in their
respective decisions as it pertained to the plaintiffs’
inducement claim, and instead rather narrowly focused
on it with regard to the question of whether any of these
communications indicated knowledge of specific instances of infringement of the plaintiffs’ copyrighted works
which were the clips-in-suit.
This author’s view is that both courts’ decisions were
significantly influenced by the fact that after Google acquired YouTube in 2006, the site emerged into a relatively
responsible actor. In its decision on remand last year, the
District Court noted that in 2007, Viacom gave notice to
YouTube regarding infringements contained in approximately 100,000 videos, and that YouTube took all of them
down by the next business day.75 Furthermore, YouTube
has introduced its Content ID system described earlier.
UMG Recordings, Inc. v. Shelter Capital Partners76
This case, like Viacom, involved an action against the
providers of a UGC site featuring videos, Veoh.com. The
Ninth Circuit’s decision in the case last year bore close resemblance to the Second Circuit and the Southern District
C.
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of New York’s 2012 and 2013 decisions in Viacom. Veoh
was found by the Ninth Circuit to have satisfied all of the
requirements for §512(c) safe harbor protection.

• In response to a user inquiry about third-party
copyrighted material being included, a Vimeo employee wrote back, “Don’t ask, don’t tell.”81

Interestingly, the Court was not persuaded by the
plaintiffs’ argument that Veoh should lose safe harbor
protection because it purchased search terms through
Google AdWords identifying popular UMG recording
artists, such as 50 Cent, Avril Lavigne, and Britney Spears.
The Court noted that another recording company besides UMG held the copyrights to some of these artists’
songs, but said furthermore that even if Veoh had not had
licenses to include some of these artists’ songs, the search
terms purchases would be insufficient to demonstrate
that Veoh knew it hosted infringements of these artists’
works. The Court’s reasoning was that companies sometimes purchase search terms they believe will lead potential customers to their websites, even though the terms
do not describe goods or services the company actually
provides.77

• In an internal e-mail thread, the vice president of
product and development wrote, “we ignore music
and say that legality doesn’t matter when it comes
to the uploading rules…”82

D.

Capitol Records, LLC v. Vimeo, LLC78

1.

September 2013 Decision
Capitol Records v. Vimeo involved yet another action
against a UGC video site. The plaintiff recording companies sued for infringement of their musical recordings in
199 videos. In its initial decision in the case in September of last year, the U.S. District Court for the Southern
District of New York found that the plaintiffs had proven
interaction by the defendant’s employees with 55 of the
199 videos-in-suit, including making comments on video
pages, clicking the “Like” button on videos, and other
forms of interaction.79
As the videos included music by well-known recording artists, the court held that these interactions created a
triable issue of fact as to whether Vimeo had knowledge
(either actual or red flag) of the infringing content in
these 55 videos. In so holding, the court rejected Vimeo’s
argument that employees would not know for sure that
the uses of the copyrighted music were not either licensed
or fair use. The court cited the Ninth Circuit’s decision
in Columbia Pictures v. Fung, that the material in that case
was “sufficiently current and well-known that it would
have been objectively obvious to a reasonable person that
the material…was both copyrighted and not licensed to
random members of the public.”80
With respect to the remaining 144 videos, the Court
granted summary judgment in favor of the defendants,
finding no evidence that Vimeo acquired knowledge of
the infringements, and also finding that the remaining
criteria for the §512 safe harbor were satisfied.
The plaintiffs had further argued that Vimeo had
been willfully blind to infringing activity on its site.
Examples of evidence put forward by the plaintiffs to
support this contention included:

48

• Another employee, having received a message from
a user providing a link to a video game and stating,
“I have noticed several people using copyrighted
music on Vimeo. What do you do about this?,”
forwarded the e-mail internally with the comment
“Ignoring, but sharing.”83
The court called these examples “disconcerting”
but insufficient to establish willful blindness of specific
instances of infringement at issue in the litigation. So, the
same as with actual or red flag knowledge, proof of willful blindness must be with respect to specific instances of
infringement which are the subject matter of the litigation
in order to establish “knowledge or awareness” under
§512.84
The Court distinguished the case In re: Aimster
Copyright Litigation85 from a decade earlier, in which the
U.S. Court of Appeals for the Seventh Circuit upheld a
preliminary injunction against the file-sharing service
Aimster. The Seventh Circuit found that the recording
industry plaintiffs in that case were likely to succeed
on their contributory infringement claim, on the basis
that Aimster had been willfully blind to infringements.
Aimster encrypted all files shared directly between users
via its peer-to-peer system, rendering it impossible for
Aimster to review content being distributed to determine
whether it might be copyright infringing. Thus in Aimster,
the willful blindness found by the Seventh Circuit was
not specifically with regard to infringements on which the
plaintiffs were suing, but was instead a generalized willful blindness to infringement on the service.86 The Vimeo
Court distinguished the Aimster holding, because Aimster
had failed to provide any evidence of non-infringing use
of its service, thereby disqualifying it for Sony protection,
and because of the sheer breadth of the willful blindness
flowing from the blanket encryption of the traded files.87
The §512 safe harbor was also lost by Aimster, because its
encryption of all files precluded it from having a repeat
infringer policy.88
The Vimeo plaintiffs further contended that Vimeo
should lose §512 safe harbor protection on the grounds
that through the aforementioned employee interactions
with 55 of the videos-in-suit, the defendant engaged in
the “something more” required to find “right and ability
to control” under §512(c) (1) (B). The court disagreed, essentially finding the employees’ interactions to be inconsequential to the “right and ability to control” analysis,
since as of the year 2012, there were only 74 staff people,
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compared with approximately 12.3 million registered users uploading 43,000 new videos each day.89

in the court’s words, “what a reasonable jury could deem
recognizable songs by well-known artists.”96

Furthermore, while “troubled” by Vimeo employees’
aforementioned responses to certain user questions about
possible infringement, the court concluded that: “The
scattered examples of communication with users simply
do not demonstrate a substantial influence over users’
activities.”90

E.

The court applied similar reasoning in addressing the
plaintiffs’ claim that Vimeo engaged in “something more”
through inducement of infringement. Certain instances
had been shown of Vimeo employees themselves directly
uploading some infringing videos, and Vimeo had also
encouraged, and in some instances itself developed, what
were called “lip dubs,” that is, posting a video where a
person moves his or her lips in sync with the lyrics to
a musical recording incorporated into the video.91 Furthermore, Vimeo was shown to have offered technical
support as to how users could incorporate music—including infringing music—into videos,92 and as discussed
earlier, several employees’ responses to questions about
copyright indicated tacit and even explicit acceptance of
infringing uploads. The court said, however, that these
facts did not amount to “substantial influence” over users’ activities, and that to establish “right and ability to
control,” the influence needed to be “significantly more
widespread and comprehensive.”93
Finally, the court found Vimeo’s responsiveness to
takedown notices which were sent by the plaintiffs on
three occasions to be sufficiently expeditious. On two of
the takedown notices Vimeo removed the videos within
one day, but on the third takedown notice, involving 170
videos which infringed EMI works, Vimeo took three and
a half weeks to remove the videos. The court deemed
three and a half weeks “expeditious,” however, given the
number of videos.94
Order Upon Motion for Reconsideration95
In its Order Upon Motion for Reconsideration in
December, the Southern District determined that 15 of the
videos previously thought to have been interacted with
by Vimeo’s employees had not actually been viewed by
the employees. However, the court rejected the defendants’ argument with respect to 18 other videos that the
infringing nature of the videos should be held “not objectively obvious to a reasonable person” because in addition
to third-party copyrighted music, the videos contained
some original elements and therefore could potentially
have made fair uses of the music. The court pointed out
that 17 of the videos played all or virtually all of the
copyrighted song, and that the 18th video, which lasted
48 seconds, had the song playing the entire time while the
lyrics were displayed. Furthermore, almost all of the videos or the pages on which they were contained displayed
the artist and the song title, and all of the videos played,
2.

Disney Enters. v. Hotfile Corp.97

1.

Parties
Film studios scored what was on the whole a significant win last year in the case of Disney v. Hotfile. This case
was brought by Disney Enterprises and four other major
film studios against the sharehosting site Hotfile.com and
its founder, Anton Titov.
2.

No Safe Harbor
The U.S. District Court for the Southern District of
Florida held that Hotfile was ineligible for the §512(c)
safe harbor because it failed to implement a repeat
infringer policy until sometime after the litigation had
been commenced. Prior to the action, Hotfile had received
takedown notices on more than eight million infringements posted by five million of its users.98 Hotfile had
terminated only 43 of these users,99 and only as a result of
litigation and threatened litigation, not because of any repeat infringer policy.100 In fact, Hotfile had not even kept
records associating takedown notices with the specific
users who had posted the infringements,101 even though
Titov testified that Hotfile knew the user identity for
every upload and that it would have been a “trivial task”
to pinpoint user identities from infringement notices.102
Strikingly, it turned out that by the time of the complaint,
24,790 users had accumulated more than three notices,
1,217 of these individuals each had 100 notices, and 61 users had more than 300 infringement notices.103
Immediately after the film studios brought their
litigation against Hotfile, the site adopted and began
enforcing a “three strikes” repeat infringer policy, leading within a few months to the termination of more than
22,000 users’ accounts.104 Hotfile also implemented a filter
based on video fingerprinting as well as file hashes, to
prevent the re-upload of infringed works and of files completely identical to infringing files previously posted.105
In light of these and other changes, Hotfile sought partial
summary judgment in its favor on the applicability of the
DMCA to its conduct after the litigation was initiated.106
However, the court responded that the studios had made
clear that they had brought the suit based on Hotfile’s
system and business model “as they existed pre-Complaint” and that post-Complaint damages were not part
of the dispute.107
The court also held that Hotfile, which began its operations in February of 2009,108 failed to enjoy safe harbor
protection at least through May 2010 because Hotfile did
not fulfill §512(c)’s requirement that it register an agent
for receiving DMCA notices with the U.S. Copyright
Office until December 2009, or the requirement that it
identify an agent on its own website until May 2010.109
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3.

Knowledge a Triable Issue
The court also addressed the question of whether
Hotfile had actual, red flag, or “willful blindness” knowledge of specific infringements on the service without
expeditiously removing them. The court concluded that
this would have been a triable issue of fact if Hotfile had
not already been disqualified for safe harbor protection
on the grounds previously mentioned.

Bros.123 for some erroneous file takedowns which Warner
had triggered. Prior to the stipulation, the court had held
that Hotfile could proceed with its counterclaim on the
basis of §512(f), which provides that knowingly making
a material misrepresentation in either a takedown notice
or a counter-notification under 512 exposes a party to
liability for damages, including costs and attorney’s fees,
incurred by an injured party.124

One fact110 that the court pointed to as being relevant
to such an analysis regarding knowledge was Hotfile’s
“master copy policy.”111 When Hotfile received a claim
of infringement, it disabled any offending links but did
not actually remove the file from the server, thus leaving it accessible for download with a different link.112 As
explained further by the plaintiffs’ Complaint, Hotfile
permitted registered users to upload a single copy of a
work once, but then make five additional, separate copies
of the work on Hotfile’s servers, each with a different
URL link. The plaintiffs contended that the purpose of
this feature was to frustrate takedown notices; when the
link was discovered by the copyright owner and deactivated by Hotfile, the user could immediately post one
of the additional links to the same content, without even
having to re-upload the content.113

V.

4.

Liability
The court held Hotfile liable as a vicarious infringer,114 granting summary judgment to the plaintiffs on this
issue.115 The court found that Hotfile profited from the
widespread infringement on its site, because this activity
constituted a “draw” for users to purchase $9.00-permonth premium subscriptions to the service.116 Among
other things, the Court pointed to what it called a “dramatic” drop in Hotfile’s income after the complaint was
filed and Hotfile introduced its three-strikes policy and
filter.117 The court also found that the second prong of
vicarious liability—the right to control users’ infringing
conduct and failure to do so—was satisfied since, among
other things, Hotfile provided the hosting facilities and
had the ability to prevent infringements.118
Anton Titov was held liable as well, for his leading
and ubiquitous role in the activities of the service, and the
financial benefit that he obtained from it.119
5.

Judgment and Stipulation
The court ultimately entered a judgment against the
defendants, in favor of the plaintiffs on their claim of
vicarious liability, in the amount of $80 million.120 Hotfile was also ordered, if it continued to operate its site, to
implement “state-of-the-art” content identification and
filtering technology, from reliable third-party technology
providers, which would prevent infringement of any of
the plaintiffs’ works to the greatest extent allowable by
available technology.121 Hotfile instead has shut down.122
Pursuant to a stipulation between the parties, Hotfile dropped a counterclaim it had made against Warner
50

Voluntary Initiatives

Looking ahead, as mentioned earlier, the publishing
community is particularly interested in seeing much more
widespread implementation of filters or other technical
tools to make the process of keeping infringements off
Internet sites significantly more effective than is currently
the case with the notice and takedown system. AAP
believes that commencing a process to identify or develop
“standard technical measures” as defined by § 512(i) is
critical. In addition, the publishing industry welcomes
a variety of voluntary efforts either under way or which
have already occurred to foster improvements in a number of areas.
• For instance, the Principles for User Generated
Content Services (UGC Principles) developed by
content companies and service providers in 2007
encourages service providers to implement content
identification technology filters using reference data
supplied by copyright owners.125 More recently, the
Fair Use Principles for User Generated Video Content,
endorsed by the Electronic Frontier Foundation
and other organizations including educational
institutions, recommends how to apply automated
filtering in a manner that provides technological
safeguards against blocking fair uses.126
• The Copyright Alert System is a collaborative initiative of the film, television, and music industries and
Internet access providers in the U.S. to send notices
to the service provider’s subscribers who are found
to be using peer-to-peer networks to trade infringing files, with potential service restrictions to follow
against the worst repeat infringers.127
• There is also a Payment Processor Portal being
made available by the International AntiCounterfeiting Coalition (IACC) to help copyright and
brand owners submit reports to credit card companies and other payment processors upon finding
sites and services which are trafficking in pirated
content and to which the payment processors are
providing service.128
• Last summer, advertising placement services
including Google, Yahoo!, AOL, Microsoft, Condé
Nast, Adtegrity, and others, with the support of the
Interactive Advertising Bureau (IAB), committed to
a set of Best Practices intended to reduce the flow of

NYSBA Entertainment, Arts and Sports Law Journal | Summer 2014 | Vol. 25 | No. 2

ad revenue to operators of piracy and counterfeiting sites.129
• The U.S. Department of Commerce is establishing
a multi-stakeholder dialogue on improving the operation of the notice-and-takedown system, including the development of best practices, in terms of
implementation of the current provisions relating
to notice-and-takedown in §512 of the DMCA. This
effort was one of the proposals of the Department of
Commerce’s Internet Policy Task Force (Task Force)
in its “Green Paper” on Copyright Policy, Creativity,
and Innovation in the Digital Economy published last
summer.130
AAP’s submitted comments to the Task Force have
recommended that, among other things, the best practices
include a baseline for what actions should characterize
a user as a “repeat infringer” for the purposes of service
providers’ repeat infringer policies; provide for greater
transparency as to what the service provider’s repeat
infringer policy is, as well as protocols for copyright holders to be notified about repeat infringing activity; define
what constitutes “expeditious” removal of infringing
material in response to a takedown notice; create commonly accepted takedown notice templates; provide that
service providers will avoid requirements, such as the use
of CAPTCHAs,131 in a way that thwarts the automated
sending of takedown notices; and establish criteria for the
provision of “information reasonably sufficient to permit
the service to locate the” infringing material in accordance
with §512.132
AAP has also asked Congress in AAP’s comments
on §512 to encourage search engines to work with copyright owners on issues such as autocomplete suggestions
with terms like “free download” appearing when the
user types in the title of a popular copyrighted work, and
avoiding directing users to results on sites like The Pirate
Bay, which are dedicated to infringement.133

VI. Further Comments from the Publishing
Community to the House Judiciary
Committee
In addition to supporting the establishment and
implementation of “standard technical measures,” voluntary solutions, and notice-and-takedown best practices,
AAP advocated in its March 2014 comments to the House
Judiciary Committee for the ability of copyright owners to
obtain special types of judicial intervention with respect
to two categories of sites.
A.

Sites with Business Models and Behaviors That
Attract Infringement
The first would be what AAP’s comments submission
refers to as “Sites with Business Models and Behaviors
that Attract Infringement.”134 Publishers have encountered a number of sites which are rife with infringements

of their copyrighted works but which may qualify for the
DMCA’s safe harbors as the sites comply with takedown
notices, despite having business models that attract high
volumes of infringement. AAP has urged that U.S. federal
courts have discretion—notwithstanding the DMCA safe
harbor protections—to order limited injunctive relief, including requiring the site to adopt commercially reasonable and effective technical measures to decrease infringement on the site.
AAP has suggested a number of non-exclusive factors that a court could take into account in determining
whether a site has a business model that attracts infringement. These considerations include:
• Whether the site rewards users for uploading
content that is likely infringing, such as monetary
rewards programs for files downloaded a substantial number of times;135
• how much infringing content appears on the site, as
compared with the amount of non-infringing material;
• whether the site allows unlimited downloading of
uploaders’ files by anonymous third parties; and
• a service provider’s failure to implement technical measures, such as a filter where appropriate, to
prevent infringement.
It is noted in AAP’s comments that §512(j) of Title 17
already provides that courts can grant injunctive relief
even if monetary relief is precluded by a §512 safe harbor.136 Although there is a lack of case law to date shedding light on the scope of requirements that a §512(j)
injunction can impose, the language of the provision
arguably enables the type of injunction envisioned by the
publishing community.
It is also noteworthy that in Germany, this type of
court order is quite common. As affirmed by the German
Supreme Court last summer in a case brought by the publishers Walter de Gruyter and Campus Verlag against the
sharehosting site RapidShare.com,137 a site or service that
has an increased risk for infringement138 has an increased
obligation to take measures to prevent infringement.139
RapidShare was ultimately required to adopt a range of
preventive measures, including technical filters.
B.

Non-Compliant Sites
Secondly, there is the issue of service providers which
are simply not compliant with the DMCA—for example,
they ignore takedown notices—but which operate in jurisdictions outside of the U.S. With respect to these types
of sites, AAP urges that copyright owners have the ability
to obtain court orders requiring U.S.-based services on
which the site may be relying for the operation of its business—including advertising placement services, payment
processors, search engines, domain name registrars, and
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hosting server providers—to withdraw service from the
site.140
Again pointing to Europe, it is noteworthy that court
orders mandating actual site blocking have been granted
for some time in civil actions in the European Union
(EU). It was reported in March that the European Court
of Justice, in its review of an order by Austria’s highest
court requiring a telecommunications company to block
the movie-streaming site Kino.to, ruled that EU states do
have the right to order internet service providers to block
copyright-infringing websites.141 In the U.K., London’s
High Court has issued orders during the past several
years requiring a number of the major Internet Access
Providers to block access within the U.K. to a range of
piracy sites, pursuant to §97A of the U.K.’s Copyrights,
Designs, and Patents Act.142 A new regulation went into
effect in Italy earlier this year allowing the Italian communications authority AGCOM to order internet service
providers to block infringing sites,143 and orders by
courts or regulatory agencies requiring ISPs to block the
notorious torrent site The Pirate Bay have been issued in
Belgium, Denmark, Finland, Germany, Ireland, Italy, and
the U.K.144
Domain name re-direction has also taken place
extensively in the U.S. under Operation In Our Sites, an
initiative in which criminal seizure provisions of the U.S.
Code have been applied by courts to issue website seizure
orders executed by Federal law enforcement agencies.145

VII. Conclusion
When it enacted the DMCA in 1998, Congress sought
to strike an appropriate balance between protecting
responsible internet service providers against liability
for the infringing activities of Internet users, and ensuring the ability of copyright owners to protect their works
against unfettered infringement online. Unfortunately,
subsequently emerging types of services, including cyberlockers, torrent sites, and other sites facilitating systematic
and large-scale infringement, combined with §512’s safe
harbor provisions as expansively interpreted by federal
courts, have led to an unsatisfactory result. In an often
futile effort to prevent infringements of their works from
being made available online, rights holders are having to
engage either in costly litigation against the sites themselves, with highly uncertain prospects for success, or
more routinely in a burdensome and largely ineffective
game of notice-and-takedown “whack-a-mole.”
By way of illustration, Paul Doda, global litigation
counsel for the science publisher Elsevier, testified to the
House Judiciary Committee’s Subcommittee on Courts,
Intellectual Property, and the Internet in March that his
company was having to send hundreds of recurring takedown notices to the same file-hosting sites, regarding the
same titles repeatedly uploaded by users of the services.
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Examples of these repeated uploads and takedown notices included:
• a Genetics book 571 times on www.4shared.com;
• a Human Anatomy book 384 times on
www.4shared.com;
• an Ophthalmology book 298 times on www.4shared.
com;
• a Physiology book 281 times on www.4shared.com;
• an Embryology book 245 times on www.4shared.
com;
• a Psychiatry book 231 times on www.uploaded.net;
• a Neurology book 112 times on www.uploaded.net;
• a Psychiatry book 373 times on www.share-online.
biz; and
• six other book titles removed over 100 times each
from many other sites.146
This problem of having to send notices again and
again on the same titles is one echoed throughout the
rights holder community, not only by content companies,
but also by individual creators.147
Current and new dialogues and efforts among rights
holders, service providers, user communities, and policy
makers to effectively remove copyright infringements
from the online environment are critical, and vigorous
pursuit of them should continue.
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