Message from the Section Chair
“Integrity is the quality
of being honest and having
strong moral principles. . . .It
is generally a personal choice
to hold oneself to consistent
moral and ethical standards.”
Thus says Wikipedia. As we
face the threat of fraud, abuse
and waste in the health care
system, it is increasingly clear
that despite all of the means
and methods used to ensure
compliance, integrity is the
core attribute. New technologies may transform and
disrupt the system yet technology is still a tool which can
either be manipulated or unjustly enforced. Recently, the
National Institute of Standards and Technology (NIST)
held a workshop on September 26, 2016 entitled, “Use of
Blockchain for Healthcare and Research.” This workshop
highlighted the winners of a competition which sought
white papers on the uses of Blockchain technology in
health care.

Winners were announced this past September and
15 winning papers are posted on the ONC website. As
a sample, a paper submitted by the IBM Global Public
Sector Team is entitled: “Blockchain: The Chain of Trust
and Its Potential to Transform Healthcare—Our Point of
View.” The benefits to the health care system in terms of
fraud prevention are noted as:

The Department of Health and Human Services’
Office of the National Coordinator for Health Information Technology (ONC) describes a Blockchain as a “data
structure that can be timed-stamped and signed using
a private key to prevent tampering.” The concept uses
a distributed ledger which is maintained on a peer-topeer system of servers across an industry to ensure the
accuracy of information and verification of transactions.
The technology is part of the original platform for bitcoin
currency developed in 2008. Its potential application to
health information exchange, eligibility and reimbursement systems could be revolutionary. The HHS workshop provided a forum for discussion of these uses and
follows HHS’ recent campaign named the “Ideation
Challenge.” This challenge specifically called out the following potential uses for Blockchain in health care:

As we have all predicted and expected for decades,
our actions (or inactions) will increasingly be indelibly
fixed as evidence in a historical record—a record which is
now to be created in real time. Will this drive perfection?
Is perfection a desired outcome?

• Digitally sign information,
• Computable enforcement of policies and contracts
(smart contracts),
• Management of Internet of Things devices,
• Distributed encrypted storage, and
• Distributed trust.
(See July, 2016 Federal Register announcement at: https://www.federalregister.gov/
articles/2016/07/08/2016-16133/office-of-thenational-coordinator-for-health-information-technology-announcement-of-requirements.)
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• Blockchain eliminates data silos and aggregates
clinical data from EMRs. . .driving seamless interoperability between health care systems.
• Records are guaranteed to be cryptographically
secure, with no possibility of bad actors threatening
data integrity.
• Outside auditing is made easier.
• Outcomes research and precision medicine initiatives can be better supported; patients can control
what data is shared with whom, achieving improved interoperability and increased anonymous
data samples.

In the words of Mary Jo Bane, who was commissioner
in charge of the Medicaid program during the early
1990s, “my job is to assure that the right person is paid
for the right service provided to the right individual enrolled in the Medicaid program.” She was responding to
a pointed statement from Senator Joseph Holland that her
“job” was to recover overpayments. (Testimony before
NYS Senate Standing Committee on Health on agency’s
efforts to control fraud and abuse.). In the current fractured and multi-dimensional system of enforcement, the
word “right” is a loaded concept.
We may be heading into a world in which the compliance officer will be a virtual and artificially intelligent
robot. Yet, time and again consumers, providers, payers
and regulators have found ways around the systems
in place in order to attain results which are contrary to
public policy.
While increased transparency and the certainty of
“getting caught” will be a deterrent, there is no substitute
for “integrity” in the people who receive, give, pay and
regulate health care.
Raul A. Tabora
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