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HeadNotes

Midway through 2013, perhaps the most significant
new challenge facing businesses and their attorneys is
how to adapt to and manage the use of social media. As
the use of social websites such as Facebook, Twitter and
LinkedIn continues to expand exponentially, companies
are increasingly forced to confront often conflicting dilem-
mas: on the one hand, how to use these media to compete
effectively; on the other, how to maintain control of the
use of social media by their employees, whose personal
activities online may carry unintended consequences for
their employers. In this issue, our contributors explore
both of these and other aspects of social media and their
implications for businesses and their lawyers.

“As the use of social websites...continues
to expand exponentially, companies are
increasingly forced to confront often
conflicting dilemmas: on the one hand,
how to use these media to compete
effectively; on the other, how to maintain
control of the use of social media by their
employees...”

Leading off, attorneys Jeffrey Loop and Alexander
Malyshev of Carter Ledyard & Milburn offer both a con-
cise overview of the social media world and a wealth of
practical advice for individual companies seeking to effec-
tively manage their online presence. In “How to Manage
Your Company’s Social Media Presence,” they review the
explosive growth of the use of such media as Twitter and
Facebook by major corporations, and discuss the implica-
tions that arise as these media progressively blur the lines
between business and personal use. For regulated compa-
nies such as financial institutions, the regulatory authori-
ties are in the process of formulating rules and guidelines
for this purpose. But even companies that do not operate
in a regulated environment face the prospect of greatly
expanded litigation and discovery obligations. The au-
thors discuss the regulatory guidance issued to date, and
illustrate how this guidance can be a useful basis for com-
panies that are not regulated to adopt and implement best
practices for their use of social media as well.

The opposite side of the coin is the pitfalls that lurk
in the blurring of the lines between personal and business
use of social media by a company’s employees—in par-
ticular, the clash between the desire of companies to limit
and oversee their employees’ online activities in order to
protect the company’s business, and in some cases avoid
regulatory violations, and the potential for interfering
with employees’ right of free association. Under the Na-

tional Labor Relations Act of
1935, employees have a pro-
tected right to join together
to better the conditions of
their employment. Social
media allow employees to
communicate across differ-
ent geographic locations and
workshift time differences to
an extent never envisioned
when the NLRA was passed.
At the same time, however,
the use of these media raises
the potential of a disgruntled employee causing damage
to an employer’s reputation and business to an extent that
bulletin board postings and “water cooler chit chat” could
not. In “The Global Water Cooler; ‘Facebook Firing’ Cases
and the Need for a New Standard for Social Media Un-
der the NLRA,” John Stapleton begins by reviewing the
background of the NLRA and the standards, developed

in earlier National Labor Relations Board decisions, by
which employees could lose the protection of the NLRA.
Mr. Stapleton, a recent graduate of the University of Geor-
gia Law School, then goes on to discuss the Board’s re-
view of cases involving employee use of social media. His
article offers practical guidance for employers regarding
the dangers of overly restrictive policies for social media
access, and the circumstances in which it is or is not ap-
propriate to discipline an employee for statements made
online.

Yet another of the pitfalls that can befall unwary
businesses and their lawyers in the use of social media
arises from the securities laws, which generally prohibit
communications that improperly stimulate interest in
an initial public offering (IPO) of a company’s stock—a
practice referred to as “gun jumping.” In “Jumping the
Gun: Social Media and IPO Communications Issues,”
partner Dwight Yoo and associate Rakhi Patel of Skad-
den Arps LLP note that while the Securities & Exchange
Commission has not yet brought an action based on gun-
jumping through the use of social media, a wise issuer
is not “jumping the gun” in being aware of the potential
for such an action by the SEC. They note that the casual
and spontaneous nature of much social media interaction,
coupled with the ability for wide and instantaneous dis-
persion, could readily lead to inadvertent gun-jumping.
For example, while a company is not responsible for the
online posting of a third party, if it were to republish that
posting it could be found in violation. Their article in-
cludes a brief primer on gun-jumping rules that provides
invaluable guidance for companies contemplating an IPO.

Another area in which the law is developing rapidly
in response to the online revolution is in the application
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of privacy laws to mobile technology. In “California Does
It Again!” Recommends Best Practices for the Mobile App
Industry,” attorney Leonard Ferber discusses how the
Golden State has attempted to take the lead in defining
best practices for the industry leaders in mobile apps—
many, or most, of which are of course based in California.
Mr. Ferber, co-head of the Technology practice at Katten
Muchin Rosenman LLP, reviews the efforts of the Cali-
fornia Attorney General to define best practices for the
industry, under the California Online Privacy Protection
Act, and similar laws in other states. He outlines the pro-
posed best practices, noting that implementation may be
relatively painless for a company that is simply using an
online app in furtherance of its core business, but may
prove more troublesome for companies seeking to lever-
age the use of such apps by collecting data.

While issues relating to technology may be grab-
bing the headlines, the business practitioner should not
be neglecting more mundane, but equally consequential,
developments. In “Significant Issues Arising Under Con-
fidentiality Agreements (a/k/a Non-Disclosure Agree-
ments),” Melvin Katz and Stuart B. Newman, partners at
Salon Marrow Dyckman Newman & Broudy LLP, review
two recent cases decided in Delaware Chancery Court
that bear upon the interpretation and enforcement of
confidentiality agreements, often also referred to as non-
disclosure agreements (“NDAs”). Especially, but not ex-
clusively, in the context of prospective merger and acqui-
sition transactions, companies may need to provide other-
wise confidential information to each other. The purpose
of the NDA is to assure that such private information
is not improperly disclosed to third parties. Given their
ubiquity, attorneys may tend to rely on a “boilerplate”
NDA in these circumstances. But Messrs. Katz and New-
man (who is also the founder of and emeritus advisor to
the Journal) underscore the pitfalls in a “one size fits all”
approach. For example, what happens when information
is exchanged in contemplation of a friendly transaction
that later turns hostile? In these and other circumstances,
the authors highlight the importance of drafting the NDA
with the same degree of care as the other documents
pertaining to the transaction. Their article concisely lays
out the holdings of the two cases, and the lessons to be
derived from them.

A principal reason businesses and their attorneys
turn to the Delaware Chancery courts—indeed, a princi-
pal reason that so many businesses are incorporated in
Delaware in the first place—is that Delaware has the most
highly developed body of corporate law of any state, as
well as a court system, the Chancery courts, specifically
dedicated to the resolution of corporate law disputes. As
a consequence, the interpretation of corporate law, and
the outcome of business disputes, are generally more
predictable, which in turn enables businesses to plan with
greater confidence. But—in a classic illustration of the

“law of unintended consequences”—for the same reason,
plaintiffs may seek to bring business disputes “anywhere
but Chancery,” in the hope that the reduced certainty of
the result will induce the defendant corporation to settle
on terms more favorable to the plaintiff. In “Solving the
‘Anywhere But Chancery’ Problem: Why the Intra-Cor-
porate Forum Selection Clause is Currently Inadequate,”
Benjamin Chapple presents a thorough and scholarly
elucidation of the “anywhere but Chancery” conundrum;
why the intra-corporate forum selection clause in wide-
spread use in business agreements has not been adequate;
and the solutions that have been proposed by various
commentators, including possible federal intervention
into what has historically been a state law preserve. Mr.
Chapple is a student at Delaware’s Widener University
School of Law and Articles Editor of the Delaware Journal
of Corporate Law.

As in prior issues, the attorneys of Skadden Arps
have again contributed their invaluable compendium of
securities-related litigation, “Inside the Courts.” Among
the highlights of this issue’s entry are discussions of two
Supreme Court cases: Amgen Inc. v. Connecticut Retirement
Plans and Trust Funds and Gabelli v. Securities & Exchange
Commission. In the Amgen case, the Court resolved a split
among the federal circuits, holding 6-3 that a plaintiff
does not have to establish that an allegedly fraudulent
statement was material in order to obtain class certifica-
tion. In the Gabelli case, the Court unanimously held that
the SEC’s fraud action against two mutual fund managers
was barred by the five-year statute of limitations, since
it was filed more than five years after the alleged fraud.
When an individual is the victim of a fraud, the statute
does not begin to run until the fraud is discovered; but
the discovery exception is aimed at protecting individual
victims, and thus does not apply to the SEC, said the
Court. “Inside the Courts” also reviews significant cases
from all of the federal circuits.

American trial lawyers take as a given the need to
prepare a witness for testimony before trial. But as our
ethics guru, Evan Stewart, recently learned first-hand,
what is “Mom, apple pie and the Flag” in the U.S. may
not be “Mum, fish and chips, and the Union Jack” across
the Pond. In “Mad Dogs and Englishmen,” Mr. Stewart
compares and contrasts the two judicial systems, with
respect to what is and is not allowed with respect to wit-
ness preparation. In his usual clear and entertaining style,
he lays out a concise summary of the areas in which an
American attorney can prepare a witness, without cross-
ing the boundary line into improper territory, while not-
ing that many of these same techniques are not permitted
for barristers (or solicitors) in the mother country. His
article also discusses another area where the two jurisdic-
tions differ significantly: in the ability of law firms to raise
ownership equity from non-lawyers.
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Since the enactment of the Dodd-Frank Wall Street
Reform and Consumer Protection Act of 2010, every issue
of the Journal has had at least one article regarding Dodd-
Frank and how the regulators are attempting to imple-
ment its often vaguely worded provisions through regula-
tions. Our streak remains intact with this issue’s “Affili-
ate, Affiliate, Who Exactly Is an Affiliate?: Ensuring Direc-
tor Independence for Executive Compensation Commit-
tees,” by Emily Drazan, a 2013 graduate of Albany Law
School. One of the objectives of Dodd-Frank was to rein
in excessive executive compensation, and more generally
to require the boards of directors of listed companies to
act independently in setting executive compensation. To
this end, in 2012 the SEC promulgated Rule 10C-1, un-
der which the exchanges must, in their listing standards,

require listed companies to consider relevant factors to
determine director independence, including, among other
factors, whether the director is an “affiliate” of the issuer.
In January of this year the SEC approved the new listing
standards of the New York Stock Exchange (“NYSE”)

and the NASDAQ with respect to director independence,
which will take effect on July 1, 2013. Ms. Drazan reviews
the court cases and SEC no-action letters issued over the
eight decades of its existence, in an effort to flesh out the
factors that the Commission and the courts have pointed
to in determining whether an affiliate relationship exists.
Her article provides valuable guidance for business law-
yers whose clients are grappling with this issue.

David L. Glass
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How to Manage Your Company’s Social Media Presence

By Jeffrey Loop and Alexander Malyshev

Background

Having a social media presence has become a necessi-
ty of both private and professional life in the 21st century,
and managing it effectively is more important than ever.
A social media presence can manifest itself in a variety of
ways—from commenting fora on websites and live chat
systems to more formalized social media platforms such
as Twitter, LinkedIn, Facebook and beyond—but in all
instances, it projects the company’s brand to untold num-
bers of people.! Many of the most popular social media
outlets—such as Facebook, which surpassed one billion
users in 2012—are blurring the lines between professional
and personal social media.2 As a result, use of social me-
dia by companies has exploded, quickly overtaking previ-
ous methods of corporate outreach. For example, in 2012
73% of Fortune 500 companies reported using a corporate
Twitter account (an 11% increase over the previous year),
and 66% had a Facebook page.? By comparison, only 28%
of these companies had a corporate blog (still, a signifi-
cant increase over previous years).*

As discussed in further detail below, these activities
create compliance obligations for regulated entities—such
as financial institutions and financial advisors—that are in
the process of being addressed and clarified by regulators.
But even for non-regulated entities, social media activities
can be the focus of potential litigation and discovery ob-
ligations. Therefore, in addition to addressing best-prac-
tices of social media management (using recent regulator
guidance as a reference), this article will briefly discuss a
party’s obligations once in litigation.

The Importance, and Best Practices, of Social
Media Management

As the use of social media by companies has become
nearly ubiquitous, companies have begun to grapple with
the implications of social media use by both the com-
pany and its employees. As summarized below, certain
regulated industries are at various stages of implementa-
tion of social media policies based on guidance issued
by government and industry regulators. Likewise, many
professional organizations, such as the American Medi-
cal Association, and various legal associations and bar
organizations, have issued social media guidance to their
members.> However, even for companies in unregulated
industries, it is important to have a well thought-out, and
implemented, social media policy. Certain lessons can be
drawn from the guidance issued by the Federal Financial
Institutions Examination Council (“FFIEC”), the Securi-
ties and Exchange Commission (“SEC”), and the Financial
Industry Regulatory Authority (“FINRA”) regarding the

core principles of such a social media policy. This article
will examine the regulatory guidance issued or proposed
for financial institutions, with an eye to articulating those
lessons for companies in other, unregulated industries.

Social Media Obligations of Regulated Financial
Institutions

Recently, the FFIEC—a body that is empowered to
“prescribe uniform principles, standards, and report
forms for the federal examination of financial institu-
tions” and to “make recommendations to promote
uniformity in the supervision” of those financial institu-
tions—promulgated a proposed “Social Media: Consumer
Compliance Risk Management Guidance” (the “FFIEC
Guidance”) to its members.® Although the proposed guid-
ance is still in the 60-day comment period as of this writ-
ing, it is designed to address “the applicability of federal
consumer protection and compliance laws, regulations,
and policies to activities conducted via social media by”
financial institutions.’

These institutions would be expected to “use the
guidance in their efforts to ensure that their risk manage-
ment practices adequately address the consumer com-
pliance and legal risks, as well as related risks, such as
reputation and operational risks, raised by activities con-
ducted via social media.” The FFIEC recognizes that this
form of customer interaction “tends to be informal and
occurs in a less secure environment” and therefore pres-
ents “unique challenges” to these institutions. According
to the FFIEC, one of the principal ways risk can increase
is from “poor due diligence, oversight, or control” of the
social media activities by the financial institution.® There-
fore, the guidance is designed to “ensure institutions are
aware of their responsibilities to oversee and control these
risks within their overall risk management program.”
Specifically, the guidance provides that:

= Afinancial institution should have *“a risk manage-
ment program that allows it to identify, measure,
monitor, and control the risks related to social me-
dia,” and the “size and complexity” of the program
should be “commensurate with the breadth” of its
social media activities.

= The risk management program should be “de-
signed with participation from specialists in com-
pliance, technology, information security, legal,
human resources, and marketing.” As part of that
process, it should have an “[a]udit and compliance
functions to ensure ongoing compliance with in-
ternal policies and all applicable laws, regulations,
and guidance.”
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= This program should include a “governance struc-
ture with clear roles and responsibilities whereby
the board of directors or senior management direct
how using social media contributes to the strategic
goals of the institution” and “establishes controls
and ongoing assessment of risks in social media
activities.” This would include parameters “for pro-
viding appropriate reporting to the financial insti-
tution’s board of directors or senior management.”

= The institution should have policies and procedures
“regarding the use and monitoring of social me-
dia and compliance with all applicable consumer
protection laws, regulations, and guidance.” These
policies and procedures “should incorporate meth-
odologies to address risks from online postings,
edits, replies, and retention.”

= The institution should have “[a]n employee train-
ing program that incorporates the institution’s poli-
cies and procedures for official, work-related use of
social media, and potentially for other uses of social
media, including defining impermissible activities.”

= The institutions should have a “due diligence pro-
cess for selecting and managing third-party service
provider relationships in connection with social
media” and an “oversight process for monitoring
information posted to proprietary social media sites
administered by the financial institution or a con-
tracted third party.”

The Proposed Guidance further provides that even
if a financial institution “has chosen not to use social
media,” it “should still be prepared to address the poten-
tial for negative comments or complaints that may arise
within the many social media platforms described above
and provide guidance for employee use of social media[]”
that is not run or managed by the company.® Substan-
tively, the Proposed Guidance identifies several laws that
apply to various financial institutions. Although the laws
addressed are beyond the scope of this article,’? generally
they deal with the financial institutions’ disclosure obliga-
tions, and the FFIEC explicitly warns that the “laws dis-
cussed in this guidance do not contain exceptions regarding
the use of social media.”*! In other words, although the com-
munications are “less formal,” laws that “can expose an
institution to enforcement actions and/or civil lawsuits”
must be observed even in that context.?

Social Media Obligations of Individuals and Entities
Regulated by the SEC and FINRA

Other professionals in regulated industries also face
compliance requirements with regard to their use of so-
cial media. For instance, a little over a year ago, the SEC
Office of Compliance Inspections and Examinations, in
consultation with the staff of FINRA, issued a “National
Examination Risk Alert,” entitled “Investment Adviser
Use of Social Media” (the “Alert”).13 Broadly, the Alert is

aimed at helping registered investment advisers (“RIA’s”
in “designing reasonable procedures designed to prevent
violations of the Advisers Act and other federal securities
laws” (such as the antifraud, compliance and recordkeep-
ing provisions of the Exchange Act) by, inter alia, issuing
usage guidelines and content standards, providing suffi-
cient monitoring, approving content, and providing train-
ing.’ The Alert contains recommendations from the staff
about areas to consider with regard to these issues.

The Alert further stresses that special obligations arise
with respect to third-party content and recordkeeping re-
sponsibilities. For instance, RIA’s must consider whether
statements made by third parties on a social media web-
site constitute “testimonials,” the publication of which
would constitute a “fraudulent, deceptive, or manipula-
tive act” of the RIA prohibited by the Advisers Act.!® The
SEC Staff has determined that “depending on the facts
or circumstances,” the use of “social plug-ins,” such as
the “like” button on Facebook, could be a testimonial un-
der the Advisers Act. An example of prohibited conduct
could include an invitation to the public to “like” an in-
vestment advisory representative’s biography posted on a
social media site, since that election could be viewed as a
type of testimonial prohibited by Rule 206(4)-1(a)(1) of the
Advisers Act. With respect to recordkeeping obligations
under Rule 204-2,1¢ the SEC Staff warns that the record-
keeping obligations do not “differentiate between vari-
ous media,” be they paper or electronic communications
(including social media posts) that relate to the advisers’
recommendations or advice. Because these are third-party
sites, firms are encouraged to “determine that [they] can
retain all required records related to social media commu-
nications and make them available for inspection.”*’

Similarly, FINRA issued at least two Regulatory
Notices (“RN”) that relate to the use of social media by
its members (RN 10-06, issued January 2010, and 11-39,
issued August 2011). These RNs are covered in greater
detail in a previous article by Ethan L. Silver and Faith
Colish, entitled “FINRA Guidance on Social Media Used
for Business Purposes.”'® RN 10-06 made clear that firms
had an obligation to have written policies and procedures
to supervise employees’ participation in social media,
and one best practice alternative would be to “consider
prohibiting all interactive electronic communications that
recommend a specific investment product and any link to
such a recommendation unless a registered principal has
previously approved the content.”'9 In a precursor to the
SEC’s “testimonial” admonition, RN 10-06 warned that
a FINRA member could become responsible for a third-
party’s post on a social network if “the firm or its person-
nel explicitly or implicitly” endorse or approve the post.?
RN 11-39 went into greater detail with respect to a FINRA
member’s recordkeeping obligations under the Securities
Exchange Act of 1934 and the NASD Rules.?! RN 11-39
also elaborated on interaction with third persons (and an
associated person’s obligations in interacting with these

10 NYSBA
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actors), and again stressed that firms must (i) adopt ap-
propriate training and education concerning its social me-
dia policies, and (ii) keep a close eye on compliance with
those policies.?

Lessons for Companies and Professionals in
Unregulated Industries

Even companies and professionals in unregulated
industries are wise to develop a social media policy to
avoid reputational risk, with an eye to potential litiga-
tion down the road. The FFIEC guidance with respect to
reputational risk is particularly instructive in thinking
about these dangers. As outlined in the guidance, activi-
ties “that result in dissatisfied customers and/or negative
publicity could harm the reputation and standing” of the
company even if it has violated no law.® The reputational
risks include: fraud and brand identity (which includes
“spoofs” of institution communication and fraudsters
masquerading as the institution), the activities of third
parties contracted to manage the online identity of the
company, privacy concerns arising from users post-
ing sensitive information on the company’s page, and
consumer complaints made directly on the social media
website and how the company responds to such com-
plaints.?* As mentioned above, a common thread emerges
in the guidance issued by the FFIEC, the SEC and FINRA
regarding effective management. Although not nearly
as detailed as the FFIEC proposals, both FINRA and the
SEC-issued guidance track the core principles of an effec-
tive management of social media policy: (1) well thought-
out, and detailed, written policies regarding use of social
media by employees, (2) training of personnel regarding
applicable laws and rules, and (3) effective supervision by
management. These policies need to be developed, and
implemented, in consultation with knowledgeable profes-
sionals familiar with your business and industry.

At the outset, the breadth and scope of the social me-
dia policy needs to be carefully thought out. For instance,
even companies in unregulated industries may be parties
to collective bargaining agreements and as a result must
consider how to tailor their policies narrowly enough so
as not to infringe on the protected rights of employees. In
a paper published by the U.S. Chamber of Commerce in
August of 2011, entitled “A Survey of Social Media Issues
Before the NLRB,” the chamber observed that of the over
100 charges related to social media activities before the
NLRB between 2009 and May of 2011, the “vast major-
ity” fell “into two general categories: employer policies
restricting employee use of social media that are alleged
to be overbroad and employer discharge or discipline
based on an employee’s comments posted through social
media channels.”? Therefore, a careful balance must be
struck between the employee’s freedom of expression and
expectations of privacy and the company’s reputational
risk.26

Needless to say, a policy is only as effective as its
implementation and supervision. As the FFIEC guidance
states, and FINRA and SEC rules relating to supervision
reinforce, ultimate responsibility for this implementa-
tion and supervision rests with the company’s upper
management. In many ways, the social media presence is
becoming the new “face” of the company in the same way
that more traditional public relations releases used to be.
Therefore, the company as a whole can be harmed by the
employees’ actions and it is important for higher manage-
ment to be involved in the formulation and delegation
of supervisory authority for the social media training
programs.

A Company’s Obligations Regarding Social Media
Once Litigation Is Threatened or Commenced

As outlined above, regulated industries have nu-
merous laws and rules governing the preservation of
information which can serve as an independent basis for
liability should the company be the subject of a lawsuit
or enforcement action. But even companies not subject to
heightened retention policies should critically examine
their policies regarding social media information in antici-
pation of litigation.

Generally, once litigation has commenced, the scope
of what information an opposing party may seek is very
broad. For instance, the New York Civil Practice Law
and Rules (“CPLR”) provide that “[t]here shall be full
disclosure of all matter material and necessary in the
prosecution or defense of an action...by [a] party....”%’
This discovery is not limited to “evidence” that could be
used at trial, but to any information “reasonably calcu-
lated to lead to the discovery of information bearing on
the claims.”?® Thus, once in litigation, an adversary may
request and access any information that is “relevant” or
“likely to lead to the discovery of relevant” evidence, and
New York courts will routinely grapple with the balance
between an adversary’s legitimate requests for “relevant”
information and “fishing expeditions” (designed in some
cases to harass or embarrass an opponent and to make
litigation more burdensome). These are the same consid-
erations that underpin the federal rules.?

Company Facebook pages, as well as other forms
of social media interaction, are inherently “public,” and
therefore the company would be hard pressed to argue
that it has any expectation of privacy, or any other basis,
for withholding social media information.3® Once the
minimal burden of relevancy is established, postings are
“not shielded from discovery merely because plaintiff
used the service’s privacy settings to restrict access just as
relevant matter from a personal diary is discoverable.”s!
Such postings may even go as far as destroying the attor-
ney-client privilege should litigation be commenced.3?
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Finally, it is crucial to note that an attorney cannot

advise a client (and a party should not on its own under-
take) to clean up or remove damaging postings from so-
cial media pages in connection with an ongoing litigation.
An attorney in Virginia and his client were sanctioned

the Conference of State Bank Supervisors, the American Council
of State Savings Supervisors, and the National Association of
State Credit Union Supervisors. See FED. FIN. INSTS. EXAMINATION
CounciL http://www.ffiec.gov/ (last modified Feb. 22, 2013). The
request for comments is available at FFIEC Guidance.

7. FFIEC Guidance, supra note 6, at 4. They include banks, savings
$542,000 and $180,000, respectively, for engaging in such a associations, and credit unions, as well as by nonbank entities
Facebook “clean up.”33 supervised by the Consumer Financial Protection Bureau, and

those entities that are supervised by the SLC members.
) 8.  Id.at4-6.
Conclusion FFIEC Guidance, supra note 6, at 9-11.
In conclusion, companies must deVEIOp' |mplement, 10. Forinstance, according to the proposed guidance, social media
and monitor an effective social media strategy from communications can trigger, among other things, obligations
the very top. As social media presence becomes more gﬂder (i) the XUtQ'iI:]) Sﬁviggs ﬁct, (i) tFX Eq(t_la)l irecTiit .
F- ; pportunity Act, (iii) the Fair Housing Act, (iv) the Truth in
and more Ublquuous’ this task becomes more and more Lending Act, (v) the Real Estate Settlement Procedures Act, (vi)
critical. the Fair Debt Collection Practices Act, (vii) unfair and deceptive
practices under the Federal Trade Commission Act and Dodd-
Frank, as well as various other Regulations. See generally FFIEC,
Endnotes supra note 6, at § IV (“Risk Areas™).
1.  Acomprehensive definition of “social media” is nearly impossible, 11.  See FFIEC Guidance, supra note 6, at 12.
but the Federal Financial Institutions Examination Council’s . . .
working definition is helpful. It defines social media activities 12, Id. For instance, the FFIEC Guidance suggests that depository
broadly, including “micro-blogging sites (e.g., Facebook, Google |nst|tut|0ns_subje_ct_ to the Community Relnvest_ment Ac_t should
Plus, MySpace, and Twitter); forums, blogs, customer review web “ensure their policies and procedures™ addressing public .
sites and bulletin boards (e.g., Yelp); photo and video sites (e.g., comments malnta_lned in _the_lr public file also “include appropriate
Flickr and YouTube); sites that enable professional networking monitoring of social media sites run by or on behalf of the
(e.g., LinkedIn); virtual worlds (e.g., Second Life); and social institution.” Id. at 23.
games (e.g., FarmVille and CityVille).” The central criterion is that 13.  See Office of Compliance Inspections and Examinations, National
the “communication tends to be more interactive.” Examination Risk Alert, Vol. 2, Issue 1, Jan. 4, 2012, available at
2 Examples of this blurring include Facebook’s move into the job http://www.sec.gov/about/offices/ocie/riskalert-socialmedia.
search sector and the company’s new “Facebook Graph Search,” pdf.
and its “Pages,” which are a company’s website on the Facebook 14. Seeid.atl,2n.4.
platform that allows constant, two-way interaction with other . .
Facebook users. Likewise, LinkedIn has introduced company 15, Seeid.at6n.15,17 C.FR. § 275.206(4)-1(2)(1) (2013).
pages (which allow varied degrees of interaction with users). 16. National Examination Risk Alert, supra note 13, at 6; 17 C.F.R. §
Other examples include Twitter, which allows organizations 275.204-2 (2013).
to have official, or “verified,” handles, and Google, which is 17.  See National Examination Risk Alert, supra note 13, at 6.
attempting to make web searching “social” by allowing individual
users to endorse, or “+1,” search results. 18.  Ethan L. Silver & Faith Colish, FINRA Guidance on Social
. . . Media Used for Business Purposes, CARTER LEDYARD & MILBURN
3. See Barnes, Lescault & Andonian, Social Medlg Surge by the 2012 LLP (Sept. 22, 2011), http://www.clm.com/publication.
Fortune 500: Increase Use_of Blogs, Facebook,' Twitter and More, cfm?ID=345&Att=119; FINRA Regulatory Notice 10-06, Social
Charlton College of Business and Marketing Research, UNIVERSITY Media Websites, Guidance on Blogs and Social Networking Web Sites
OF MASSAC.HUSETTS DARTMOUTH, http:_/{www.umassd.edu/cmr/ (Jan. 2010), http://www.finra.org/web/groups/industry/@ip/@
socialmedia/2012fortune500/ (last visited Apr. 24, 2013). reg/@notice/documents/notices/p120779.pdf; FINRA Regulatory
4. Id. Notice 11-39, Social Media Websites and the Use of Personal Devices
See New AMA Policy Helps Guide Physicians’ Use of Social Media, Am. for BUSir.]eSS Communigatic_)ns, Guidance on Socia! Networkiryg Websites
Meb. Ass’N (Now. 8, 2010), http://www.ama-assn.org/ama/pub/ and Business C_(Jmmunlcathns (Aug. 2011)’. http.//www.fmra.prg/
news/news/social-media-policy.page; Social Media Resources for web/groups/industry/@ip/@reg/@notice/documents/notices/
Bar Associations, AM. BAR Ass’N Div. FOR BAR SERvs., http://www. p124186.pdf.
americanbar.org/groups/bar_services/resources/socialmedia. Last June FINRA also issued RN 12-29, which advises members
html (last visited Apr. 21, 2013); Social Media and the Courts Resource of the SEC’s approval of FINRA’s proposed rule change to adopt
Guide, NAT’'L CTR. FOR STATE COURTS, http://www.ncsc.org/ Topics/ NASD Rules 2210 and 2211, together with NASD Interpretive
Media/Social-Media-and-the-Courts/Resource-Guide.aspx (last materials, as FINRA Rules 2201 and 2212-2216 (collectively the
visited Apr. 21, 2013); Social Media Guide for Lawyers v. 2.0, Meritas Communication Rules). These Communication Rules became
(2012), available at http://docs.meritas.org/Resources/SMGuide. effective February 4, 2013, and in relevant part address the
pdf. requirement, and exceptions to the requirement, of principal pre-
6. See Social Media: Consumer Compliance Risk Management Guidance, approval_ of R?ta” CommL_mlcatlons, _def_lned to lpclgde_ any
FED. FIN. INSTS. EXAMINATION CoUNGIL. EFIEC Docket No. written (mcll_Jdmg electronic) commun_lcgtlon that |s_d|_str|buted
FFIEC-2013-001 (Jan. 17, 2013) availab’Ie at http://wwwffiec or made available to more than 25 retail investors within any
g . o 3 30 calendar-day period.” Although FINRA-regulated entities
gov/press/Doc/FFIEC%20social%20media%20guidelines%20 L ) o
FR%%20Notice.pdf. The FFIEC Council is composed of the should become familiar wn_th thgse Communication Rules, they_
Board of Governors of the Federal Reserve System, the Federal are beyond the_sco_pe of Fhls artlcle._ See FINRA Regulatory Notice
Deposit Insurance Corporation, the National Credit Union 12-29, C_:ommunlcatlgns_WIth th_e Public, SEC Approves New Rules
Administration, the Office of the Comptroller of the Currency, and G_overnlng Communlcatlops With the PUbI'C (Jun. 201.2)’ hittp://www.
. . . finra.org/web/groups/industry/@ip/@reg/@notice/documents/
the Consumer Financial Protection Bureau, as well as the State notices/p127014.pdif
Liaison Committee (“SLC”), which includes representatives from R
12 NYSBA NY Business Law Journal | Summer 2013 | Vol. 17 | No. 1



19.

20.
21.
22.

23.
24.
25.

26.

27.

28.

See FINRA Regulatory Notice 10-06, supra note 18, at 4. Among
other things, RN 10-06 made clear that (1) communications with
customers through social media were subject to the retention
requirements of the Exchange Act and the NASD Rules, (2)
investment recommendations made through such social media
could trigger the suitability requirements under NASD Rule
2310, and (3) participation in Blogs, Facebook, Twitter and
LinkedIn (as well as other social media) had to be supervised,
and could constitute advertisement under NASD Rule 2210 if the
communications were “static.” See id. at 3-5.

See id. at 7-8.
See FINRA Regulatory Notice 11-39, supra note 18, at 2-3.

See id. at 2, 6. RN 11-39 also introduced a “knowledge”
requirement to links to third-party websites, whereby a statement
may be deemed “adopted” by virtue of knowledge of its

falsity (even if the firm has not otherwise “adopted” or become
“entangled” with the content of the website). See id. at 6.

See FFIEC Guidance, supra note 6, at 26-27.
Id. at 26-30.

See Michael J. Eastman, A Survey of Social Media Issues Before the
NLRB, U.S. CHAMBER oF COMMERCE, at 4. http://www.uschamber.
com/sites/default/files/reports/NLRB%20Social%20Media%?20
Survey.pdf (the survey was based on a FOIA request response

by the NLRB, which included 117 charges, 7 complaints, and 5
settlement agreements, relating to social media activities, between
2009 and May of 2011). See FFIEC Guidance, supra note 6, at 2.

In addition to the general categories outlined above, additional
issues concerned “whether the employer bargained with a union
over a social media policy and union communications during an
organizing campaign.” Id. at 4. The survey included “Examples
of Issues Raised in Charges,” at Section VI, and “Examples of
Employer Policies Alleged to be Overbroad,” at Section VII.

See FFIEC Guidance, supra note 6, at 29 (as the FFIEC Guidance
stresses, employee activities, even though their personal social
media accounts, “may be viewed by the public as reflecting the
financial institution’s official policies” or otherwise reflect poorly
on the institution).

See N.Y. C.P.L.R. 3101(a)(1) (McKinney 2013); Fep. R. Civ. P. 26(b)
(1) (“Parties may obtain discovery regarding any nonprivileged
matter that is relevant to any party’s claim or defense [and flor
good cause, the court may order discovery of any matter relevant
to the subject matter involved in the action.”).

Crazytown Furniture, Inc. v. Brooklyn Union Gas Co., 541
N.Y.S.2d 30, 32 (App. Div. 2d Dep’t 1989). See FeD. R. Civ. P. 26(b)
(1), explaining that the FRCP make this explicit by stating that

29.

30.

3L

32.

33.

the information sought “need not be admissible” if the discovery
“appears reasonably calculated to lead to the discovery of
admissible evidence.”

See Collens v. City of New York, 222 F.R.D. 249, 253 (S.D.N.Y. 2004)
(“While Rule 26(b)(1) still provides for broad discovery, courts
should not grant discovery requests based on pure speculation
that amount to nothing more than a ‘fishing expedition’ into
actions or past wrongdoing not related to the alleged claims or
defenses.”).

See, e.g., United States v. Meregildo, 883 F. Supp. 2d 523

(S.D.N.Y. 2012) (“Whether the Fourth Amendment precludes

the Government from viewing a Facebook user’s profile absent

a showing of probable cause depends, inter alia, on the user’s
privacy settings.”); Romano v. Steelcase, Inc., 907 N.Y.S.2d

650 (Sup. Ct. Suffolk County 2010) (“As neither Facebook nor
MySpace guarantees complete privacy, Plaintiff has no legitimate
reasonable expectation of privacy.... Thus, when Plaintiff created
her Facebook and MySpace accounts, she consented to the fact
that her personal information would be shared with others,
notwithstanding her privacy settings. Indeed, that is the very
nature and purpose of these social networking sites else they
would cease to exist. Since Plaintiff knew that her information may
become publicly available, she cannot now claim that she had a
reasonable expectation of privacy.”). Id. at 656.

Patterson v. Turner Constr. Co., 931 N.Y.S.2d 311, 312 (App. Div. 1st
Dep’t 2011) (internal citations omitted).

See Lenz v. Universal Music Corp., No. 5:07-CV-03783, 2010 WL
4789099, at *1 (N.D. Cal. Nov. 17, 2010) (describing a client who
waived the privilege by discussing attorney’s motivation to
represent her pro bono, her decision to abandon certain claims, and
factual allegations of the case on social media).

See Lester v. Allied Concrete Co., No. CL08-150, 2011 WL 8956003
(Va. Cir. Ct. Sept. 1, 2011); Lester v. Allied Concrete Co., No. CL08-
150, 2011 WL 9688369 (Va. Cir. Ct. Oct. 21, 2011).
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The Global Water Cooler: “Facebook Firing” Cases
and the Need for a New Standard for Social Media

Under the NLRA

By Jack Stapleton

Introduction

“It’s the same as talking at the water cooler,” said
Lafe Solomon, Acting General Counsel of the National
Labor Relations Board.! Shortly after, the Board issued
its first complaint involving employees’ use of social
networking sites such as Twitter and Facebook, drawing
national attention ever since.2

In hindsight, it was only a matter of time before the
National Labor Relations Board (“NLRB” or “the Board”)
inserted itself into the intersection of social media and
employment relations.? Since 1935, Congress has protect-
ed the rights of employees to join together to better the
conditions of their employment.* Historically, workplace
communication consisted of posted bulletins, printed fly-
ers, or word of mouth.> However, as people increasingly
assimilate social media into their daily means of com-
munication, the NLRB must attempt to reconcile seventy-
five-year-old labor laws with the technological realities of
modern-day virtual communication.®

As a prominent author put it, just a few years ago
“Facebook didn’t exist; Twitter was a sound; the [c]loud
was in the sky; 4G was a parking place; LinkedIn was a
prison; applications were what you sent to college; and
Skype for most people was [a] typo....”” When Facebook
was launched in 2004 across American college campuses,
757 million people throughout the world were using the
Internet.8 As of September 2011, Facebook had over 800
million active users, which means the social media giant
now has a greater reach than the Internet did seven years
ago.? Facebook is currently the second most visited Inter-
net site in the world behind Google, and Twitter ranks in
the top 10.19 Just a year ago, Twitter reported 65 million
“Tweets” per day.!! In August 2011, the site boasted over
200 million Tweets per day.’2 Indeed, it is becoming clear
that social media is no longer a fad, but rather embedded
in the way people communicate.

Social media’s flexibility, informality, and capability
to reach an enormous audience®® provide a new means
for coworkers to discuss the workplace—regardless of
the obstacles presented by differently timed shifts, physi-
cally separated workplaces, and the operational demands
of work.!* Through a Tweet or a Facebook post, an em-
ployee can spread information quickly, efficiently, and
inexpensively to coworkers or the general public® with-
out ever leaving his/her couch. This poses a great threat
to employers, as it increases the chances for damaging
defamation and disparagement of company products.!®

As people continue to integrate social media into their
daily means of communication, they may feel more com-
fortable exposing their personal feelings about their em-
ployer—especially if the employer has taken advantage
of the site’s privacy settings.}” Although social media sites
allow users to restrict access to their posts through pri-
vacy settings, they cannot prevent someone with access
to that information from sharing it.*® Furthermore, many
individuals connect with others whom they know little or
nothing about, leading to an unknown network of people
with the ability to view one’s unedited thoughts.?®

The increasing use of social media to vent job-related
complaints might lead one to conclude—as the Acting
General Counsel for the NLRB did?°>—that a Facebook
post is no different from an informal conversation at the
water cooler, even if the conversation is much louder and
more permanent.2! Alternatively, one can conclude that
“yesterday’s water cooler talk is not the same as broad-
casting disparaging comments on Facebook that could
reach millions of people.”?2 Because of the changing envi-
ronment of employee communication, most people agree
that “law][s] based on outdated assumptions...may need
some tweaking.”?

I. Background

The National Labor Relations Board is an indepen-
dent federal agency that Congress created in 1935 to
administer the National Labor Relations Act (“NLRA”),
which is the basic law governing labor relations between
employers and employees.?* Under section 7 of the
NLRA, employees are guaranteed the right “to engage
in other concerted activities for the purpose of...mutual
aid or protection....”? Although the NLRA primarily ad-
dresses union-related activities, section 7 protects employ-
ees’ rights to discuss wages and working conditions—re-
gardless of whether a worker is a union member.26

A. Concerted Activity Under the NLRA

There is nothing in the legislative history of section 7
that specifically indicates what Congress intended to be
the scope of the term “concerted activities.”?” Courts and
the Board have consistently protected concerted activity
by both groups and individual actors.?® The NLRB has
provided an evolving interpretation of “concertedness”
over time,?® in an attempt to clarify the “precise manner”
in which individual action “must be linked to the actions
of fellow employees” in order to satisfy the statutory re-
quirement of concerted activity.3
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In 1975, in Alleluia Cushion Co., the NLRB adopted
a broad “constructive concert” theory for when an em-
ployee acting alone satisfies the concerted requirement
of section 7.1 Under this theory, when an individual em-
ployee’s action involves a matter of “mutual concern” or
potential benefit to other employees, consent is implied
thereto and the activity is deemed concerted.®? No cir-
cuit court ever approved the Alleluia Cushion doctrine; in
fact, two courts expressly rejected it.33 The Ninth Circuit
described the implied concerted action theory as an “un-
warranted expansion of the definition of concerted action
unsupported by statutory basis.”**

Alleluia Cushion was eventually overturned by the
Board in Meyers in favor of the traditional test for con-
certed activity.®® Under the Meyers line of cases, the Board
emphasized an “objective” standard that requires an
individual employee’s activity to be “engaged in with or
on the authority of other employees, and not solely by
and on behalf of the employee himself.”%¢ This standard
for concerted activity includes circumstances where an
individual “seek]s] to initiate or to induce or to prepare
for group action” or where the activity has “some relation
to group action in the interest of the employees.”®” In sup-
port, the Board noted “the Supreme Court has repeatedly
recognized...that it is protection for joint employee action
that lies at the heart of the Act.”3®

Although Meyers continues to be the main test for
concertedness,® several Board decisions have expanded
the analysis.*° For example, the Board also protects indi-
vidual activities that are the “logical outgrowth of con-
cerns expressed by a group of employees.”*! However,
the Board has long held that “activity which consists of
mere talk must...be talk looking toward group action” to
be protected.*? As such, individual, isolated “gripes” do
not generally constitute concerted activity.*3

B. Losing the Act’s Protection

It is well established that concerted activity is protect-
ed where it pertains to wages, benefits, or other terms and
conditions of employment.** Activity that is unlawful,
violent, or in breach of contract does not constitute pro-
tected concerted activity under the NLRA.*® Further, em-
ployees may lose protection under the NLRA pursuant to
the Atlantic Steel or Jefferson Standard doctrines.*® Atlantic
Steel is generally applied to an employee who has made
public outbursts against a supervisor, while Jefferson Stan-
dard is typically applied where an employee has made
disparaging comments about an employer or its product
in the context of appeals to third parties.*’

In Atlantic Steel Co., the Board recognized that even an
employee who is engaged in protected concerted activity
may lose the protection of the Act through “opprobrious
conduct.”*® This determination is based on a balancing of
several factors: (1) the place of the discussion; (2) the sub-
ject matter of the discussion; (3) the nature of the employ-

ee’s outburst; and (4) whether the outburst was, in any
way, provoked by an employer’s unfair labor practice.*?

In Jefferson Standard, the Supreme Court explained
that an employee’s protected concerted activity may lose
the Act’s protection if it constitutes “insubordination,
disobedience, or disloyalty.”® The Court found protect-
ing such conduct would not further “the Act’s declared
purpose of promoting industrial peace and stability.”5!
Following Jefferson Standard, the Board developed its own
two-part test for when an employee’s communication to
a third party is deemed protected under section 7: (1) the
communication must be related to an ongoing labor dis-
pute, and (2) it must not be so “disloyal, reckless or mali-
ciously untrue as to lose the Act’s protection.”>?

C. Unfair Labor Practices

Section 8(a)(1) provides that “it shall be an unfair
labor practice for an employer to interfere with, restrain,
or coerce employees in the exercise” of their section 7
rights.5® Thus, an employer’s discharge or discipline of
an employee for conduct considered to be protected con-
certed activity is an unfair labor practice and violates sec-
tion 8.5

An employer can also be found in violation of sec-
tion 8(a)(1) through the maintenance of a work rule that
would “reasonably tend to chill employees in the exercise
of their section 7 rights.”*® The Board uses a two-step
inquiry to determine if a work rule would have such an
effect.% First, a rule is unlawful if it explicitly restricts ac-
tivities protected by section 7.5 For the second step, the
Board has held:

If the rule does not explicitly restrict ac-
tivity protected by Section 7, the violation
is dependent upon a showing of one of
the following: (1) employees would rea-
sonably construe the language to prohibit
Section 7 activity; (2) the rule was pro-
mulgated in response to union activity;
or (3) the rule has been applied to restrict
the exercise of Section 7 rights.>®

In Lutheran Heritage, the Board emphasized that this
inquiry must begin with a “reasonable reading” of the
rule, cautioning against “reading particular phrases in
isolation.”®® However, where a policy can reasonably be
read to have a chilling effect, the Board may find mere
maintenance of the policy to be an unfair labor practice,
even absent enforcement.®0

D. Social Media and the NLRB

The intersection of traditional labor law and social
media has presented many new issues for the NLRB,
employers, and employees.5! A survey conducted by the
United States Chamber of Commerce revealed that by
August 2011, the NLRB had reviewed more than 129 cases
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involving social media.®? The vast majority of the NLRB’s
social media cases have fallen into two general categories:
(1) overbroad employer policies restricting employee use
of social media and (2) employer discipline based on the
contents of an employee’s Facebook or Twitter post.5
Although there is significant precedent regarding non-
disparagement and employee loyalty in other contexts,
application of the precedent to social media is a major
developing issue.®*

In August 2011 the NLRB Office of the General Coun-
sel released a report summarizing its position on this
new area of the law.® The report, which describes the
outcome of investigations into fourteen cases, is one of
the first detailed explanations about how existing laws
are applied to social media in the workplace®® and has
received significant media attention.®” The new scrutiny
has alarmed many businesses,®® and publicity surround-
ing the NLRB’s recent focus on social media has resulted
in further confusion because many private sector employ-
ers are not familiar with the NLRA and have never had
any direct dealings with the agency.®® Although the report
provides helpful guidance for employers on the NLRB’s
current position, the actual legal limits on an employer’s
ability to regulate social media usage have yet to be fully
addressed by the NLRB or by the federal appellate courts
that review its decisions.”®

E. Sample of Social Media Cases

1. American Medical Response of Connecticut

In October 2010 the NLRB made national headlines’
when it issued an unfair labor practice complaint against
American Medical Response of Connecticut (“AMR”).72
This marked the first time the NLRB took a position in a
case involving a firing related to social media.” After a
dispute with her supervisor, an AMR employee posted
disparaging remarks about the supervisor on Facebook—
referring to him as a “scumbag,” a “dick,” and a “section
177 (i.e., the company’s code for a psychiatric patient)’—
which drew supportive responses from her coworkers.”
The employee was subsequently terminated for violating
a company policy that prohibited employees from mak-
ing disparaging comments when discussing the company
or its supervisors on the Internet.”

The NLRB concluded that the employee engaged in
protected concerted activity “by discussing supervisory
actions with coworkers in her Facebook post.”’” It then
concluded the employee did not lose the Act’s protection
because the Atlantic Steel balancing test favored a find-
ing that the conduct was protected.’® In its inquiry, “the
NLRB downplayed the nature of the outburst”’*—deem-
ing it “name-calling”—because (1) it “was not accom-
panied by verbal or physical threats” and (2) the Board
has found more egregious hame-calling protected in the
past.8 The General Counsel then concluded the language
of the social media policy violated section 8(a)(1) because

it was overbroad and would prohibit an employee from
engaging in protected activity.?!

In February 2011 the NLRB released a press report
announcing a settlement with AMR, stating that the em-
ployer “agreed to revise its overly-broad rules” and that it
“would not discipline or discharge employees for engag-
ing in such discussions.”®? Although it was the first case
to analyze the legality of employer social media policies
in the context of disparaging remarks on a social media
site,®® the settlement left the legal line between Facebook
griping and concerted activity uncertain.

2. Hispanics United of Buffalo, Inc.

In September 2011, the NLRB attracted further media
attention when a NLRB administrative law judge (“ALJ”)
issued the first ruling on a Facebook firing case, holding
that Hispanics United of Buffalo (“HUB”)—a nonprofit
services provider—unlawfully discharged five work-
ers after they posted comments on Facebook related to
their work environment.8® The conflict began when an
employee, prior to a scheduled meeting with manage-
ment about working conditions, posted a message on her
Facebook page asking her coworkers how they felt about
an employee’s allegations that they did not do enough
to help HUB’s clients.®8 The employee’s post drew re-
sponses from other employees who defended their job
performance, citing workload and staffing issues.8” Some
posts contained more offensive language, sarcastically
characterizing the company’s clients as lazy and unappre-
ciative.8 Upon learning of the posts, HUB fired the five
employees who participated, claiming that their profane
comments constituted harassment of the employee men-
tioned in the original post.8°

The ALJ concluded the Facebook posts constituted
protected and concerted activity under the Act because
the employees were “taking a first step towards taking
group action to defend themselves against [the other
employee’s accusations].”® The ALJ then applied the At-
lantic Steel balancing test, finding the employees did not
engage in any conduct that would cause them to lose the
protection of the Act.®! Because employees have a pro-
tected right to discuss matters affecting their employment
amongst themselves, HUB’s termination of the employees
for such conduct was unlawful under section 8(a)(1).%

3.  Wal-Mart

In contrast, the General Counsel concluded that an
employee’s profane Facebook comments that were critical
of management were not protected where they appeared
to be an expression of an individual gripe.® After a dis-
pute with the manager, the employee posted on Facebook
“Wuck Falmart” and complaints about “tyranny” at the
store.®* Two coworkers commented on the post express-
ing concern, leading the employee to respond “[my man-
ager] is being a super mega puta” and “walmart can Kiss
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my royal white ass.”®® The Board felt the employee’s rant
was akin to mere griping and not concerted because (1)

it “contained no language suggesting that the employee
sought to initiate or induce coworkers to engage in group
action,” and (2) the coworkers’ Facebook responses did
not indicate that they viewed the comments in any other
way.?® Wal-Mart illustrates the difficulty and ensuing con-
fusion in applying the decades-old labor law to social me-
dia cases: despite obvious factual similarities to Hispanics
United and American Medical, the employee in Wal-Mart
did not receive the protection of the NLRA.

4, Karl Knauz Motors, Inc.

In Karl Knauz Motors, “a [NLRB ALJ] ruled, for the
first time, that an employer could [lawfully terminate] an
employee based on Facebook activity.”%” Here, a salesman
for a luxury-car dealership posted photographs and com-
mentary on his Facebook page criticizing a sales event at
which the dealership served “over cooked weiner[s] and
[] stale bun[s].”*® Both before and during the event, em-
ployees at the dealership discussed their concern that the
quality of the food would send a bad message to custom-
ers and inhibit their ability to make sales and earn com-
missions.® On the same day, the salesman posted pictures
of an accident at a neighboring dealership also owned by
his employer.!? The ALJ found that although the post-
ings involving the sales event and subsequent responses
constituted protected activities, the postings involving the
accident did not.%! The employer did not have a social
media policy, but it maintained the following work rule:
“No one should be disrespectful or use profanity or any
other language which injures the image or reputation
of the Dealership.”%%? The ALJ found that this provision
was overly broad and tended to chill employee rights
to discuss terms and conditions of employment.% The
dealership’s lawyer criticized the ruling as adding to the
confusion, noting that it failed to “give[] any direction to
an employer as to how they go about disciplining an em-
ployee or not” based upon a social media posting.1%*

II.  Analysis

The NLRB’s broad application of traditional labor
doctrines to social media cases draws arbitrary distinc-
tions that will lead to inconsistency and unpredictability.
The Board’s approach fails to provide specific guidance
and will likely lead to future difficulties for both employ-
ers and employees. For instance, how is one to distin-
guish the protected criticism in Hispanics United from the
unprotected griping in Wal-Mart? The NLRB’s approach
may suggest that the employee’s individual rant in Wal-
Mart would have received protection if coworkers had
shown an interest in, or if another employee had chimed
in, to the gripe-fest.1% Similarly, in American Medical, the
employee’s derogatory remarks about her supervisor are
hardly distinguishable from Wal-Mart, where the state-
ments evidenced the mere lashing out by, and insubor-
dination of, a single employee based solely on her own
opinion.1% Further, as in Wal-Mart, the coworker’s re-

sponses in American Medical were merely supportive rath-
er than indicative of group action.’®” The Board is walking
a fine line by distinguishing between unprotected griping
and protected group workplace criticism, and it has been
said that “[t]Joday’s protected activity is tomorrow’s un-
protected employee rant, and vice versa.”10®

The crucial issue is the precise manner in which ac-
tions of an individual employee must be linked to the ac-
tions of fellow employees in order to constitute concerted
activities.!%® Because an essential component of concerted
activity is its collective nature, one can see how the analy-
sis becomes particularly difficult in the context of social
media, where a single employee’s inherently “individual”
statements are shared with an unlimited network of con-
tacts—including coworkers. For instance, if an employee
posts a message on Facebook and no one responds, can
that message be deemed concerted? Does an individual
gripe become concerted if it is related to a shared group
concern or if other employees decide to join the gripe-
fest? Are postings made from workplace computers
more likely to be protected?*'° Is not every Facebook post
concerted if the idea is to share one’s thoughts with the
public? As social networking sites continue to blur the
line between individual and concerted activities—and be-
tween work and play—the courts and the Board must re-
evaluate what limitations should be placed on employee
communication rights in the public forum.

This Part will discuss the shortcomings of the Board’s
current application of the law as well as the problems that
it causes for employers and employees. Because courts
and the Board often inconsistently interpret section 7, and
given the widespread use of social media by employees,
Part I1.E suggests that a workable solution to the problem
would be (1) for Congress to amend the NLRAM! and
(2) for courts and the Board to adopt a new multi-step
approach for concertedness when an employee chooses
to air his or her employment concerns through social
media.'?

A. The “Logical Outgrowth” Test Should Be Rejected
as Legal Fiction

The logical outgrowth analysis should be rejected as
an “unwarranted expansion of the definition of concerted
action unsupported by statutory basis.”13 Under this
standard, the Board protects individual activities that are
the “logical outgrowth of concerns expressed by a group
of employees.”!* Thus, by definition, an employee could
post a gripe on Facebook with impunity so long as other
workers may have an interest in the gripe. This expansive
view of concerted activity poses an unreasonable threat
to employers, runs contrary to the statutory scheme, and
should be rejected as contrary to the standard set forth in
Meyers.

The logical outgrowth analysis represents the very
“legal fiction” of the constructive concert theory that the
Board intended to eliminate in its Meyers decision® and
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that was explicitly rejected by appellate courts.™6 Further,
it is an “effective[] resurrect[ion] [of] the Alleluia presump-
tion that individual actions regarding ‘group concerns’
are concerted.”™’ Substituting a presumption of con-
certed activity “for evidence of employees’ actual behav-
ior in the workplace contributes little to realistic analysis
and...[s]uch a role [for the NLRB] is not contemplated by
the statute.”™8 Finally, “[a]Ithough...the Supreme Court
[has] rejected a literal reading of section 7, the Court did
not authorize an interpretation that effectively deletes the
word ‘concerted’ altogether.”1?

B. The Board Misapplied Longstanding Legal
Doctrines

1. Jefferson Standard Should Be Interpreted to
Prohibit Employee Rants on Social Media

In the General Counsel’s report, the NLRB extends
protection to several social media posts bordering on
insubordination or disloyalty to the company!2°—reflect-
ing an inadequate application of Jefferson Standard. The
Board’s analysis in American Medical reflects a misap-
plication of the Jefferson Standard doctrine and the well-
established view that “nothing in the Act prevents an
employer from disciplining or discharging an employee
for disloyalty.”*?* Under the first prong—communication
must be related to an ongoing labor dispute—the employ-
ee’s Facebook comments referring to the supervisor as a
“dick” and a “scumbag’’1?? clearly do not reflect on an on-
going dispute between the employees and the company,
but rather her individual frustrations. Under the second
prong—so disloyal as to lose the Act’s protection—the
employee’s attack on the supervisor’s competence (i.e.,
using the company’s term for a psychiatric patient to refer
to her supervisor) should be found as “a sharp, public,
disparaging attack [Jon the quality of the company’s
product and its business policies.”*??

In Endicott Interconnect Technologies, Inc., the D.C.
Circuit held that an employee’s statements on a newspa-
per’s website—that one of the owners lacked the ability
to manage the company and was going to “put it into the
dirt”—were “unquestionably detrimentally disloyal” so
as to lose the protection of the Act under Jefferson Stan-
dard.’?* Just like the Board in Endicott, the Board in Ameri-
can Medical “seemingly ignored the very attribute that
justified discharging the technicians in Jefferson Standard
for cause: the ‘detrimental disloyalty’ of [the employee’s]
assault on [her] employer.”1%

It is widely recognized that not all employee activity
that prejudices the employer or could be characterized
as disloyal will lose the protection of the Act.’?® Instead,
the Board has held that protection “depends on whether
the employees’ actions appeared necessary to effectuate
the employees’ lawful aims.”*?7 It is difficult to imagine a
scenario in which disparaging one’s employer in a public
forum could be deemed “necessary” to secure an employ-
ment-related benefit.12® Further, in American Medical and

similar social media cases, even if the employee’s ultimate
purpose—to secure an employment-related benefit—was
lawful, “that purpose...was undisclosed.”*?® Instead, the
employee’s statements reflect a disloyal and insubordi-
nate act of a single employee based solely on her own
opinion.’® Thus, the Board should find that when an
employee turns to social media to air disparaging views
about an employer, “the means used by [the employee]
in conducting the attack [] deprive[] the [attacker] of the
protection of [section 7], when read in the light and con-
text of the purpose of the Act.”*31

2. The Atlantic Steel Factors Should Weigh Against
Protection in Social Media Rants

The NLRB misapplied the first and third factors of the
Atlantic Steel balancing test to the social media cases. The
first prong—place of discussion—traditionally weighs in
favor of protection when the activity occurs outside the
workplace and during nonworking time.13? Consistent
with this, the Board found Facebook postings to gener-
ally weigh in favor of protection because they occurred
outside the workplace and “did not interrupt the work of
any employee.”?3% The nature of social media, however,
demands a reevaluation of the place-of-discussion factor.

It is well established that the place of the discussion
weighs against protection when the outburst occurs in
the presence of employees and might affect workplace
discipline.'3* The Board fails to take into account the effect
offensive or disloyal comments may have on workplace
discipline when they are broadcast over social media and
inevitably seen by coworkers. Like similar cases regard-
ing an employee’s outburst in the presence of coworkers,
an employee’s disparaging remarks on Facebook “could
be [seen] by coworkers and would reasonably tend to af-
fect workplace discipline by undermining the authority
of supervisors.”*® For instance, in American Medical, the
employee made malicious remarks about her supervisor
on Facebook that coworkers saw and commented on.'% In
such a case, where the supervisor is publicly vilified, the
Board cannot simply ignore the negative effect such activ-
ity might have on workplace discipline.’¥” Thus, rather
than merely focusing on the physical location of the ac-
tivity, in considering a social media outburst courts and
the Board must also take into account the potential detri-
mental effect on workplace discipline and the employer’s
interest in maintaining decorum. Historically, this factor
weighs against protection when the outburst is overheard
by other employees, and the whole idea of social media is
to air one’s thoughts to the public.'*® However, the Board
seemingly ignored this factor, basing its conclusion on
the idea that Facebook comments occurred “outside the
workplace.”13°

The Board also misapplied the third prong of Atlantic
Steel—the nature of the employee’s outburst. In analyzing
the employee’s profane Facebook comments about her su-
pervisor in American Medical, the Board concluded that (1)
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they were “not accompanied by verbal or physical threats,
and (2) the Board has found more egregious name-calling
protected.”? First, in 2002 the D.C. Circuit rejected a
similar Board rationale, stating “[t]hat no threat or physi-
cal violence accompanied [the] insubordinate vitriol can-
not, under established law, prevent it from weigh[ing] in
favor of...losing the protection of the Act.”1! The court
ultimately held that the nature of the outburst will weigh
against protection where the employee “denounc[es] a
supervisor in obscene, personally-denigrating, or insub-
ordinate terms.”'*? Second, the justification that the Board
has protected more egregious outbursts in the past is
equally flawed. In analyzing the nature of the outburst, it
has long been held that the inquiry focuses on the degree
of language that is common and tolerated in the work-
place,* rather than on what the Board has generally held
tolerable in the past.

Thus, when an employee airs an offensive grievance
via social media, Atlantic Steel and its progeny necessi-
tate a consideration of the public nature of social media
outbursts, and the nature of the outburst must be con-
sidered in the context of the specific employee’s work
environment.

C. Case Law in Similar Areas Finds an Implied Duty
of Loyalty

The NLRB’s position will probably be tested against
case law in similar areas interpreting what employees can
be fired for when they are not on the job.1** For instance,
some legal commentators analogize recent social media
cases to Marsh v. Delta Airlines, a 1997 pre-Internet case
in which a baggage handler for Delta Airlines was ter-
minated after writing a letter to the editor of the Denver
Post criticizing the company.*® In that case, Mr. Marsh,
an employee of more than 26 years, sued, claiming that
his termination was a violation of a Colorado lifestyle
statute prohibiting termination based on legal activities
taking place off-premises during nonworking hours.!46
Delta argued that it was justified in terminating Marsh
under an exception to the statute permitting termination
where the employee was engaged in an activity “related
to a bona fide occupational requirement.”*” The district
court sided with the employer, finding an “implied duty
of loyalty, with regard to public communications, that em-
ployees owe to their employers.”'*8 Finding that Marsh
violated this implied duty of loyalty by publicly disparag-
ing Delta, the court found that Delta was justified in its
discharge.!® Thus, in dealing with increased social media
presence, it is possible that courts will infer an implied
duty of loyalty that employees owe to their employers
with regard to public communications.

D. The Board’s Position on Social Media Policies:
A Misguided Approach

The increasing use of social media to discuss the
workplace is leading many employers to re-examine and
in some cases develop a social media policy. Despite em-

ployers’ attempts to protect themselves, the NLRB is tar-
geting many of these provisions prohibiting harassment
or offensive communication in its “increasingly aggres-
sive stance” towards social media in the workplace.1°

From the social media policies the NLRB has found
to be overbroad, unlawful provisions generally failed to
include sufficient limiting language from which an em-
ployee could conclude that they did not apply to section 7
protected activity.!>* Under the NLRB’s latest approach an
employer cannot maintain a policy that generally prohib-
its employees from discussing the company, its employ-
ees, or competitors through social media.’®? This position
conflicts with recent Board decisions and well-established
case law regarding similar policies.

1. The NLRB Is Exhibiting Conflicting Stances

The NLRB’s position on social media policies has cre-
ated confusion for both employers and employees, as it
is seemingly at odds with its decision from 2009 in Sears
Holdings.'®® The social media policy examined in Sears
Holdings was substantially similar to the policy in Ameri-
can Medical, with the portion at issue prohibiting “dis-
paragement of [the] company’s or competitors’ products,
services, executive leadership, [and other] employees.”1%
The Board’s long-held emphasis on a “reasonable read-
ing” of the rule—cautioning against “reading particular
phrases in isolation”1%—prevented it from scrutinizing
the word “disparagement” in Sears’ policy.1*® Relying on
the Lutheran Heritage test, the Board found that the policy
as a whole provided sufficient context to preclude a rea-
sonable employee from construing the rule unlawfully.!%

Legal commentators note that minor variations in
Sears’ policy and those examined in the recent Advice
Memorandum do not justify contrary results.!®8 It has
been further stated that in applying longstanding and
complex legal standards to a new factual context, the
NLRB is showing a lower tolerance than before for certain
actions by employers and attempting to expand the scope
of protected concerted activity.1>

2. The NLRB’s Position Is Contrary to Case Law

The NLRB’s recent position stands in “stark con-
trast” to case law evaluating similarly worded employer
policies that have arisen in similar areas.?% In 2001 in
Adtranz, the D.C. Circuit examined an employer’s policy
prohibiting the use of “abusive or threatening language
to anyone on company premises.”161 The Adtranz court
held the rule was lawful because it was clearly intended
to maintain a civil and decent workplace and to avoid
employer liability, vacating the NLRB’s determination
that the policy had the potential to chill the exercise of
protected activity.162 In fact, the court noted, “the Board’s
position that the imposition of a broad prophylactic rule
against abusive and threatening language is unlawful on
its face is simply preposterous.”% The court also attacked
the Board’s “remarkabl[e] indifferen[ce] to the concerns
and sensitivity which prompt many employers to adopt
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[similar rules],” adding, “[a]ny reasonably cautious em-
ployer would consider adopting [such a rule].”*%* For em-
ployers, “the only reliable protection is a zero-tolerance
policy...and to bar, or severely limit an employer’s ability
to insulate itself from such liability is to place it in a ‘catch
22_”1165

Two years later in Community Hospitals, the D.C. Cir-
cuit again upheld an employer policy that prohibited “in-
subordination...or other disrespectful conduct towards a
supervisor or other individual.”*%® The provision is mark-
edly similar to the social media policy found unlawfully
overbroad in Knauz BMW: “No one should be disrespect-
ful or use profanity or any other language which injures
the image or reputation of the Dealership.”'¢” Although
the NLRB found that the term “disrespectful conduct”
could be construed to include section 7 activity—as the
ALJ did in Knauz BMW?8—the appellate court found
the rule “clearly” did not do so when read in context.'%°
The court concluded “any arguable ambiguity in the rule
arises only through...attributing to the employer an in-
tent to interfere with employee rights.”*’® Thus, it is clear
that the NLRB is taking a materially different approach to
that of the D.C. Circuit regarding the analysis of similarly
worded policies, while deviating from the long-held em-
phasis on a “reasonable reading” of the rule.t’!

E. Proposed Solution

Social media increasingly blurs the boundaries be-
tween public and private, and business and personal.
Further, as employees become more comfortable and in-
formal with their public postings and shared information,
employers are becoming more vulnerable. The Board’s
current application of outdated labor laws to the mod-
ern workplace is misguided, inconsistent, and provides
little guidance to employers and employees in avoiding
liability.

First, Congress should amend the NLRA to reflect
longstanding case law by expressly authorizing some
individual activities under section 7 and codifying a
disloyalty exception based on Atlantic Steel and Jefferson
Standard. Second, courts and the Board should adopt a
heightened concertedness standard for social media: (1)
the statement must be directed to one or more coworkers,
and (2) the statement must reveal intent to spur group
action. This unified standard for social media postings
will provide consistency and predictability, giving due
regard to the increased vulnerability of employers when
an employee takes to the Internet to air work-related
grievances.

1. Congress Should Amend the NLRA

Congress should amend section 7 of the Act to define
the scope of concerted activity and expressly reflect: (1)
the protections given to some individual activities under
section 7 and (2) the fact that one may lose the protection
of the Act through one of various disloyalty exceptions.
Congressional clarification in these areas would provide

stability and predictability in the law for courts, the
Board, employers, and employees.

The literal language of the NLRA protects those
employees who act in concert; currently, it says nothing
about protecting those who act alone.'”? However, courts
and the Board consistently acknowledge that some type
of individual conduct is protected by section 7.173 Explicit
protection of individual concertedness would reduce un-
certainty, help eliminate wavering interpretations of sec-
tion 7, and merely codify longstanding case law holding
the same.

It is well-established that an employee may lose the
Act’s protection through disloyal or opprobrious con-
duct.1* Using these longstanding doctrines and case law
in similar areas such as Marsh v. Delta, Congress should
amend the NLRA to codify a disloyalty exception. While
it may be impossible to completely eliminate the subjec-
tivity of the Atlantic Steel and Jefferson Standard balancing
tests, a disloyalty exception codified in the NLRA may
serve as a check on the discretion of courts and the Board.
Further, such legislative articulation of a limitation on
NLRA protection may serve to hold employees more ac-
countable for their actions.

2. Multi-Step Test for Concerted Protected Activities
in Social Media

First, the activity must be protected. Facebook posts,
like traditional section 7 activities, will be protected when
they relate to the terms and conditions of employment.
However, the Supreme Court has noted that “at some
point the relationship [between a concerted activity and
employees’ interest as employees] becomes so attenuated
that an activity cannot fairly be deemed to come within
the mutual aid or protection clause.”*”® Thus, in evaluat-
ing a social media posting, the law should require that the
content of the post have a substantial connection to con-
crete employment interests in order to be protected.

Second, courts and the Board should adopt a two-part
test for concerted activities in the context of social media.
Under this new standard, an individual’s Facebook post
will constitute concerted action when (1) it is directed to
one or more coworkers and (2) the statement reveals in-
tent to spur group action. First, because of the inherently
individual nature of social media, the law should require
that public comments be directed to one or more cowork-
ers to ensure that the activity is genuinely concerted. This
requirement is consistent with the Supreme Court’s em-
phasis that “it is protection for joint employee action that
lies at the heart of the Act.”7® This step can be satisfied by
referencing another coworker in a public posting, but its
aim is to incentivize the use of private messaging features
or private “groups” on Facebook to discuss work issues.
Second, the law should require that the public posting
reveal intent to spur group action. This is consistent with
the Third Circuit’s ruling in Mushroom Transportation—
that a conversation between employees must seek to
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initiate or induce group action to be protected. This will
eliminate arbitrary distinctions where an employee’s indi-
vidual gripe over social media could be found concerted
merely because (1) a fellow coworker chimes in or (2)
other coworkers share a similar concern.

3. Balancing Employer and Employee Interests

This heightened multi-step approach will strike the
optimal balance between the competing interests of em-
ployers and employees. It is in their mutual interest to
achieve certainty and predictability in the law, as well
as the free flow of useful information. Employers want
to maintain a civil and productive workplace, protect
their online reputation, and ensure that other employees
are not harassed on social networking sites. This higher
standard will satisfy these interests by holding employees
more accountable for their actions. More importantly, it
can do so without hampering the effectiveness of com-
munication or interfering with true collective bargaining
rights. Employees will continue to benefit from the quick,
informal, and efficient aspects of social media when used
in the context of what section 7 of the NLRA was meant
to protect—discussing workplace conditions among em-
ployees.!’” The two-part test would incentivize employ-
ees to limit public access to their work-related statements
in order to receive the most protection. Thus, employees
would be encouraged to turn to private messages, fo-
rums, or private employee blogs, rather than broadcast
work complaints to an unlimited number of contacts and
thereby needlessly tarnish the employer’s image. This
guarantee of protection in a more private forum might
spark more honest dialogue, as employees will likely be
more willing to speak freely without fear of discipline.

I1l.  Conclusion

While social media is a valuable communications
tool, its widespread use by employees to discuss the
workplace has raised significant and complex issues in
the context of labor law. The NLRB’s current applica-
tion of the seventy-five-year-old NLRA to the modern
workplace is misguided, inconsistent, and provides little
guidance to employers and employees in avoiding liabil-
ity. The changing environment of employee communica-
tion necessitates a reevaluation of traditional labor law
principles.

In order to reflect well-established case law, Congress
should clarify some of the ambiguity surrounding con-
certedness by amending section 7 of the NLRA to autho-
rize the protection of individual activities. Further, section
7 should be amended to reflect longstanding case law
providing for disloyalty exceptions to NLRA protection.

The nature of social media demands a distinct and
heightened standard for concertedness. First, the content
of the post must have a substantial connection to concrete
employment interests in order to be protected. Second,

a social media post must be (1) directed to one or more
coworkers and (2) reveal intent to spur group action. This

unified two-step test will provide predictability for em-
ployers and employees, eliminate arbitrary distinctions
by ensuring that social media activity is genuinely con-
certed, and strike the optimal balance between the com-
peting interests of employers and employees.

While analyzing the protections of the NLRA in the
realm of social media involves many uncertainties, one
thing is certain: employers must be particularly cautious
and pay close attention to the development of traditional
labor law by courts and the NLRB as they attempt to deal
with the technological realities of how employees com-
municate in the age of virtual communication.
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