Do Employers Have the Right to Demand Social Media
Passwords from Job Applicants and Employees?
If So, Is It Good Practice—and How May the Accessed
Information Be Used?
By Denine K. Carr
I.

Introduction

With more than one billion people worldwide active on Facebook, it should not be a surprise that many
employers are using Facebook as a tool to vet job applicants and check up on current employees. The question is
whether requiring an employee to provide her Facebook
or other social network password account information to a
prospective or current employer is legal. If legal, the question becomes whether it’s good practice, and in what manner an employer may legally use the accessed information.

II.

State Legislation to Prohibit Employer Access

Public sentiment appears to disfavor allowing employers and schools the ability to access social media content that social media users consider private. Since 2012,
many states have been proposing and enacting legislation
that would prohibit employer access to employee social
media sites. Six states enacted legislation in 2012 alone
that makes it illegal for current or prospective employers
and schools to force employees and students to provide
access to their social network accounts. See http://www.
ncsl.org/issues-research/telecom/employer-accessto-social-media-passwords.aspx. California, Michigan,
Delaware and New Jersey laws apply to employers and
academic institutions, while Illinois and Maryland laws
currently apply to employers only. Pending legislation in
2013 would amend the Illinois and Maryland laws to apply to schools as well.
Fourteen states, including New York, introduced legislation in 2012 that would restrict employers from requesting access to social networking usernames and passwords
of applicants, students or employees. As of May 31, 2013,
similar legislation has been introduced or is pending in
at least 36 states, including New York, and legislation has
been passed in seven states so far this year. See http://
www.ncsl.org/issues-research/telecom/employer-accessto-social-media-passwords-2013.aspx. New York’s 2013
proposed legislation would prohibit an employer from
requesting that an employee or applicant disclose any
means for accessing an electronic personal account or
service.

III.

Status of Pending Federal Legislation

In addition to the legislation that more than half of
the states have either proposed or enacted that prohibits
employer and academic institutions from requesting em-

ployee passwords to social media accounts, in April 2012,
the Social Networking Online Protection Act (SNOPA), a
bill addressing this subject, was introduced in Congress.
SNOPA would apply to schools and universities as well
as employers, and would protect e-mail as well as social
media. Similarly, one month later, in May 2012, federal
legislation known as the Password Protection Act of 2012
was introduced in Congress which would have made it
illegal for employers to force current or potential employees to provide employers access to their social network
accounts. This legislation would have prohibited employers from discriminating or retaliating against prospective
or current employees if an employee refused to provide
access to password protected accounts. Both bills died
when Congress adjourned at the year’s end, but SNOPA,
the more comprehensive bill, was reintroduced in February 2013 and is currently awaiting action. The Password
Protection Act of 2013 was referred to committee in May
2013, but it has not been sent to the House or Senate.
If federal legislation is passed and/or New York State
passes legislation prohibiting employers from requiring
prospective or current employees to provide their passwords to social media accounts, whether an employer may
be allowed to access employees’ or prospective employees’ social media content will no longer be an issue.

IV.

Existing Legislation: The Stored
Communications Act

As we await the status of the pending New York State
and federal legislation, what guidance exists regarding an
employer’s rights?
The most common cause of action for social media
and related claims has been via The Stored Communications Act, 18 U.S.C. § 2701, et seq. (SCA) (part of the Wiretap Act) that prohibits the knowing or intentional unauthorized access to “a facility through which an electronic
communication services is provided.” In the cases that address unauthorized access to a password protected e-mail
account or social networking group, federal district courts
in the Southern District of New York and New Jersey have
held that the employers in question violated the SCA.
A.

Employer’s Request for Employees’ Social Medial
Passwords Is Unauthorized

Despite the fact that employees provided their employer with their social media passwords when requested,
a jury found that the employer’s access was unauthorized
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and violated the SCA, and a federal district court in New
Jersey upheld the jury’s verdict. In the case of Pietrylo v.
Hillstone Restaurant Group, 2009 U.S. Dist. LEXIS 88702
(D.N.J. 2009), the issue was whether a jury properly found
that the defendant violated the SCA when it repeatedly
accessed plaintiffs’ MySpace chat room accounts after
requesting their login information. One plaintiff testified
that she felt she had to give her password to defendant
because it was her employer and that she would not have
given her password if the person who requested it from
her had not been a manager. She testified that she would
not have given her information to co-workers and that
she believed she “probably would have gotten in trouble”
if she had not given it to her manager. Id. at *8. The court
found that the jury could have reasonably inferred that
the plaintiff’s authorization was coerced or “provided
under pressure.”
When deciding whether the jury’s findings were
reasonable, the court took into consideration the fact that
the MySpace site clearly stated that it was intended to be
private and was only accessible to invited members. The
Pietrylo court found that the jury could have reasonably
inferred that defendant’s managers acted with knowledge
or intent when they accessed MySpace repeatedly and
that the managers knew they were not authorized to access the contents using the “manner and means” they did
to obtain the passwords. Id. at *9. One of the managers
testified that he knew that a plaintiff was “very uneasy”
with the fact that she had given him and the rest of the
managers her password and that she was worried about
the consequences of having provided this information.
Based upon these facts, the court found there was sufficient evidence for the jury to find that defendant unlawfully accessed plaintiffs’ social media site five separate
times, that the access was without authorization and was
not by mistake or accident. Id. at *11.
B.

Application of Pietrylo

Employers who ask their employees for social media
passwords do so at their own risk. Although it does not
appear that an employment policy related to the use of
social media was an issue the jury addressed in Pietrylo, it
is likely that such a policy would not have made any difference, given that the MySpace policy stated that the site
was intended to be private and only accessible to invited
members.
Facebook’s Statement of Rights and Responsibilities
requires its users to agree that they will not solicit login
information or access an account belonging to someone
else. It also requires its users to agree not to share their
passwords or let anyone else access their accounts or “do
anything else that might jeopardize the security” of their
accounts. http://www.facebook.com/legal/terms. If an
employer’s social media policy states that the employer
has a right to access employees’ social media content
when an employee uses the employer’s computer system
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to access the sites, a jury could find that this policy alone
does not provide an employer with authorized access because the social media site states that it is private and/or
that passwords are not to be shared. A jury could find that
an employee still has a reasonable expectation of privacy
to her social media sites and that the employer’s access
was unauthorized. Employers should be very wary of
accessing their employees’ social media sites even if their
policies give them the right to do so.
C.

Employer’s Access to Employee’s Personal E-Mail
Accounts Unauthorized

Similarly, in Pure Power Boot Camp, Inc. v. Warrior Fitness Boot Camp, LLC, 587 F. Supp. 2d 548, 552 (S.D.N.Y.
2008), the District Court for the Southern District of New
York addressed the issue of whether an employer accessed
defendant’s third party server e-mails without authorization. In that case, plaintiff sought an injunction and
claimed breach of restrictive covenant, alleging among
other things that defendant stole trade secrets and proprietary information while still employed by plaintiff. After
defendant left plaintiff’s employment to set up a competing business, plaintiff accessed defendant’s personal
(non-work) e-mail service providers: Gmail, Hotmail,
and defendant’s new business e-mail account. Plaintiff
was able to access defendant’s e-mail accounts because
the password to defendant’s Hotmail account was saved
to defendant’s work computer. Plaintiff gained access to
defendant’s Gmail account by using the same user name
and password as his Hotmail account and plaintiff made
a “lucky guess” at defendant’s new work mail password,
which was the same password he used for his personal
accounts. Defendant sought to preclude the e-mails from
evidence and compel their return.
Plaintiff had an employee handbook that addressed
its e-mail policy and limited its employees’ expectation of
privacy in company e-mails, granting the company full
access to review all e-mail sent via the company system. Id.
at 559. The court was clear that this was “not a situation
in which an employer [was] attempting to use e-mails obtained from the employer’s own computers or systems,”
noting that the e-mails at issue were “stored and accessed
directly from accounts maintained by outside electronic
communication service providers” (emphasis added). Id.
at 554. The court found that plaintiff accessed three separate electronic communication services, obtaining defendant’s e-mails while they were in storage on those service
providers’ systems, and stated that either of those actions,
if done without authorization, would be a violation of the
SCA. Id. at 556.
Plaintiff argued that it was authorized to access defendant’s e-mails since defendant was on notice by way
of plaintiff’s e-mail policy that plaintiff might view his
e-mails, and even if he had no expectation of privacy, by
leaving his username and password on plaintiff’s computers, he gave implied consent.
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The court found that defendant had a subjective
belief that his personal e-mail accounts, stored on thirdparty computer systems, protected by passwords, would
be private, and further found that this expectation was
reasonable, since plaintiff’s policy did not suggest it could
extend beyond plaintiff’s own systems and beyond the
employment relationship. Id. at 561. With regard to the issue of implied consent, the court found that defendant did
not provide implied consent to search his Hotmail account
simply by leaving his password on the company computer “absent clear knowledge of the extent of what could
be searched and the opportunity to refuse or withdraw his
consent.” Id. at 561. Because it found that defendant’s access to plaintiff’s e-mails accounts was unauthorized, the
court therefore found defendant violated the SCA.
The same reasoning that the Pure Power Boot Camp
court, supra, applied to e-mail accounts is also applicable
to social media accounts. Employers should be very careful before deciding to access employee social media sites
that employees may have accessed on employer computer
systems. The social media sites are stored and accessed
directly from accounts maintained by outside electronic
communication service providers, much like the e-mail
accounts that the Pure Power Boot Camp, Inc. plaintiff
accessed. The user name and password may be stored on
the employer’s computer system and, as a result, would
be easy to access. The question is whether the employee
has an expectation of privacy, and if so, whether the
employee authorized access to the account. A sound social
media policy is helpful, but does not address the larger issue of whether an employer policy that gives the employer the right to access social media sites used by employees
during work hours on the employer’s computer system
constitutes consent. Based upon the decisions in Pietrylo
and Pure Power Boot Camp, arguably, the employer’s access
would be unauthorized.

V.

Another Perspective

And if the possibility of being found to have violated
the SCA is not enough to dissuade employers, consider
the following from Jeanne Meister, who posts a blog
on www.forbes.com. She says that employees who are
the best and the brightest will not agree to give up their
privacy, and the companies demanding password access
to social media sites will lose talented employees. Meister
points out that employers requiring social media passwords is bad public relations, suggesting that job hunters
will spread the word of the requirement, which will result
in fewer applicants. She also points out that a majority of
college students and young professionals already “friend”
their colleagues and superiors on Facebook. Meister says,
“Enlightened recruiters at companies know that building
personal and professional networks is a sign of a highperforming professional, not an infantile practice that puts
the company at risk.” Finally, she points out that requiring
social media passwords is a losing battle, since job seekers/employees will simply come up with another way to

deal with the issue by, for example, by setting up two accounts: one that’s “scrubbed” under their own name and
another that uses a pseudonym. See http://www.forbes.
com/sites/jeannemeister/2012/04/09/facebook-and-thejob-interview-what-employers-should-be-doing/.
Nicole Black, an attorney, author and blogger, has also
weighed in on this subject. She argues that the practice of
requiring employees to provide their social media passwords to their employers is not only a privacy violation
of the employees, but a violation of the privacy rights of
the third parties with whom the employees have communicated via social media sites. Black points out that
many social media users limit public access to their social
media profiles for the very purpose of maintaining more
privacy. She does not believe employers should engage
in the practice of requiring social media passwords, since
that practice undermines the privacy rights of “innocent,
unsuspecting third parties who happen to be friends with,
and correspond with, job applicants.” See http://nylawblog.typepad.com/suigeneris/2012/08/states-pass-lawsthat-ban-requesting-passwords.html.
Gary Saunders, a blogger for CoVerica, a nationwide
insurance agency, recommends against employers asking employees for user names and passwords to their
social media accounts and opines that managers should
not become online “friends” with employees, nor should
employers have a social media “policeman” at the company who monitors comments/complaints that employees
make online. http://www.coverica.com/social-mediaemployee-policy/. Saunders’ advice is based upon various
court and National Labor Relations Board (NLRB) rulings
that have found employee online complaints and comments were protected activity, as discussed in VI.B. below.
In her March 5, 2013 article entitled “SNOPA and the
PPA: Do You Know What it Means for You?,” which was
published in the Barry University Law School law review,
Angela Goodrum argues that social media networks are
fraught with fraudulent information; that is, information
posted may not be accurate because it may have been
posted by someone who created a fake profile and is holding himself out to be another person. Ms. Goodrum refers
to the quarterly report filed by Facebook to the Securities
Exchange Commission which reports that it estimates that
over 14 million user accounts may be fraudulent. http://
papers.ssrn.com/sol3/papers.cfm?abstract_id=2245911.
Accordingly, employers who access their employees’ social media sites may obtain false and inaccurate information, which may be negative and misleading.

VI. What to Do with the Information Once
You’ve Accessed It
A.

Gathering the Information and Using It

If an employer makes the decision to access applicants’ or employees’ social media sites to aid in its hiring
decisions and/or to determine whether its employees are
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posting derogatory and potentially defamatory statements about it online, in what manner is it allowed to use
this information? The difficulty with using social media
in making a hiring/firing decision is that information
which may be otherwise unavailable to an employer is
now accessible, yet employers may not legally use certain
information to make hiring/firing decisions (e.g., information about a disability, sexual orientation, age, etc.).
Further, off-duty conduct such as political activity is protected by New York Labor Law § 201-d and may not be
used to make employment-based decisions. When vetting
job applicants online, employers should: 1) limit inquiries to publicly available information; 2) know the legal
limitations; and 3) consider only information that relates
to legitimate business needs. To ensure that hiring/firing
decisions are not made on the basis of protected information about which it would be illegal to base a decision,
when conducting an investigation, it is advisable to delegate a person who is not a part of the decision-making
process and who will maintain the privacy of (“scrub”)
the information that cannot legally be considered. This
“neutral” will then be able to disseminate only information that may legally be considered by the hiring/firing
decision makers.
B.

Beware of Running Afoul of the NLRA

If an employer is ready to fire an employee for posting online comments complaining about working conditions or a supervisor, the posting will likely be considered concerted activity if other employees participate
in making similar complaints. An employee who posts
information about the terms and conditions of his employment is covered by § 7 of the National Labor Relations Act (NLRA) regardless of whether the employer is
unionized. Concerted activity includes: 1) two or more
employees addressing their employer about improving
their working conditions and pay; 2) an employee speaking to his employer on behalf of himself and one or more
co-workers about improving workplace conditions; and
3) two or more employees discussing pay or other workrelated issues with each other. An employee’s speech is
not protected, however, if it is openly disloyal, including
situations where the employee: 1) breached protected
confidentiality, 2) maliciously or recklessly made false
statement, or 3) disparaged the employer’s products.
C.

Ensuring an Employer’s Social Media Policy Does
Not Violate the NLRA

More often than not, it appears that employment
social media policies reviewed by the NLRB violate § 7
of the NLRA because they: 1) tend to restrict employees
from discussing protected subjects, 2) may be so vague
that employees could interpret the policy to prohibit their
posting about subjects involving their working conditions, 3) may discourage employees from “friending” or
communicating with their co-workers, and/or 4) may

prohibit social media complaining. The NLRB reviews not
only whether a social media policy is used to suppress § 7
rights, but also whether the existence of an overly broad
social media policy in and of itself can interfere with § 7
rights.
On May 30, 2012, Acting General Counsel for the
NLRB issued a report that addressed the application of
the NLRA to social media. The Acting General Counsel’s opinions and advice memoranda are not binding
on the NLRB or any court, but are guidance nonetheless. The report reviews six employer policies that were
construed in part as overbroad and violating the NLRA,
but the Acting General Counsel determined that the
last policy he reviewed was entirely lawful. That policy
serves as a good sample social media policy. The report may be viewed at www.jdsupra.com/legalnews/
nlrb-report-of-the-acting-general-counse-61410.
D.

Retaliation

If an employee does violate an employer’s social
media policy or use of the company network, retaliation
against the employee as a result of making a complaint
against the employer is illegal, and may include covert
monitoring of an employee’s personal Internet use at
work. Zakrzewska v. The New School, 543 F. Supp. 2d 185,
187 (S.D.N.Y. 2008).

VII. Conclusion
Employers who choose to ask employees or applicants
for their social media passwords run the risk of violating
the Stored Communications Act as well as state and/or
federal anti-discrimination laws if they use the accessed
information improperly. While it is a good idea to maintain a social media policy in the workplace, a good policy
does not necessitate accessing employees’ social media
accounts. Moreover, requiring that applicants/employees
provide their social media passwords may result in decreased morale in the workplace, as employees feel a sense
of distrust and loss of privacy, and may turn away good
potential employees. The best advice? Don’t ask your employees or applicants for social media passwords.
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