A Message from the Chair
Thanks to Edward
Snowden, privacy in an era of
“big data” has become a hot
topic. Judge Shira Scheindlin
addressed the issue in accepting the Section’s Fuld Award
in January, and her speech is
reprinted in this issue of the
NYLitigator. It also will be a
topic covered at the Section’s
Spring Meeting in May. I too
have a few preliminary ruminations, which mostly lead to
questions.
The Internet has transformed notions of accessibility
to information. Pictures which used to be passed handto-hand now “go viral” and may be disseminated to
hundreds of thousands of strangers. Thanks to software
programs, sellers can tailor their pitches to your personal
interests based only on what websites you browse or
what items you purchase. I have heard a story, perhaps
apocryphal, of a father who confronted his teenage
daughter after receiving an e-mail from a company that
started, “Now that you are expecting.”
Cell phones are ubiquitous. At the end of 2012, there
were more mobile subscriber connections in the United
States than people. Cell phones are used for far more
than merely telephone calls. They send and receive text
messages; they are cameras; and they are locators.
Voluntary disclosure of personal information has
also become routine. Every credit card purchase, whether
over the Internet or in person, involves the release of
your credit card number and sometimes other information. Each purchase says something about your interests.
People, especially younger people, regularly post
personal information over social media. Even older
people form electronic communities to exchange personal
information and views.
This is a multi-dimensional problem. How strong
must countervailing considerations be to overcome
privacy protections? For example, in what circumstances
does national security trump privacy? Are privacy considerations different when the government is involved
than when it is not? Are privacy concerns mitigated
when a service provider gathers the information that is
later provided to the government? Should restrictions
on surveillance be different for U.S. persons than for
foreign persons overseas? Are privacy considerations
different for information voluntarily disclosed than for
information automatically generated when communication occurs (so-called metadata)? Should content be more
protected than the observable facts of a communication,
NYSBA NYLitigator | Spring 2014 | Vol. 19 | No. 1

such as the numbers used, the timing and length of the
communication, or perhaps the locations of the communicants? Is there any privacy concern when statistical
analysis is used to reveal patterns without disclosing the
underlying personal information, much less the content
of any communication? Should the use of encryption for
the content of a communication make a difference in the
protection it receives?
Since Katz v. United States in 1967, the standard for
whether the government has engaged in an unconstitutional search has for the most part been based on a
person’s reasonable expectation of privacy. But, those expectations are rapidly changing. When you post personal
information on a social media site, does that eliminate
any expectation of privacy because you have volunteered
to show it to third parties? On the other hand, your cell
phone generates a map of where you are and have been
as it maintains connection with the cell phone network.
Do you have an expectation of privacy in that information which the device automatically generates and may be
tracked by the service provider?
In United States v. Jones, decided in 2012, Justice Scalia
for a bare majority of the Supreme Court used a trespass rationale to hold that law enforcement officers who
placed a GPS-tracking device on an automobile without
a warrant had engaged in a search in violation of the
Fourth Amendment. Justice Alito in dissent accused the
Court of deciding the case based on 18th-century tort law,
which “strains the language of the Fourth Amendment;
…has little if any support in current Fourth Amendment
case law; and…is highly artificial.”
My question then is should there be a new paradigm
for digital information, and, if so, what would it be?
Statistical analysis (what Judge Scheindlin called
data analytics) can be used to find patterns in aggregated
metadata without any disclosure of the content of the
communication. That is the nature of the NSA’s bulk
telephony metadata program. Yet, two district courts
came to opposite conclusions about its constitutionality.
Judge Pauley upheld it in American Civil Liberties Union
v. Clapper (S.D.N.Y. Dec. 27, 2013), and Judge Leon found
it unconstitutional in Klayman v. Obama (D.D.C. Dec. 16,
2013).
My conclusion is that this is an area of the law that
could use some fresh insights. On January 17, President
Obama announced a comprehensive review of big data
and privacy to be led by John Podesta and to be completed within three months. Hopefully that review will
inform the debate that has begun and can be expected to
continue for some time.
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