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HeadNotes

New York’s highest court has (finally) handed a sig-
nificant victory to the much-maligned banking commu-
nity and its counsel. In a decision on a question certified
to it by the Second Circuit Court of Appeals, the New
York Court of Appeals has confirmed, to paraphrase Mark
Twain, that reports of the death of the “separate entity”
rule, which historically has applied to New York branches
of foreign banks, have been greatly exaggerated. While a
bank’s branches, including those in different jurisdictions,
are part of the parent bank for most purposes, historically
U.S. branches of foreign banks—which predominantly
are located in New York—have been treated as separate
entities for certain specific purposes. Under New York
law foreign bank branches are “ringfenced”—walled off
from the parent—to protect New York depositors and
creditors if the branch becomes insolvent. However, in the
2009 case Koehler v. Bank of Bermuda, the New York Court
of Appeals held that a judgment creditor could enforce a
judgment against assets of the debtor held by a foreign
bank against the bank’s New York branch—even though
none of the assets in question were held in New York. Al-
though it did not directly address the separate entity rule,
Koehler called into question whether the doctrine had, in
fact, been overruled.

The Court’s October 2014 holding in Motorola Credit
Corp. v. Standard Chartered Bank clarified that it had not.
In the Motorola case the plaintiff, a judgment creditor, ob-
tained a freeze order and served restraining notices pur-
suant to New York CPLR § 5222 on the New York branch
of Standard Chartered Bank (SCB), a non-U.S. bank.
Although SCB had no assets of the judgment debtor at its
New York branch, a search revealed that its United Arab
Emirates branch held about $30 million in assets belong-
ing to the debtor. SCB froze the $30 million, but the UAE
Central Bank took the view that SCB was not permitted to
dishonor its obligation to repay the debtor’s UAE depos-
its based on an order originating from a non-UAE court,
and debited $30 million from SCB’s account with it.

Faced with the potential of double liability under U.S.
and UAE law, SCB requested relief from the freeze order.
The bank argued that the restraining notice served on its
New York branch was ineffective as to the assets held in
the UAE branch under New York’s separate entity rule.
The creditor argued that the separate entity rule had been
overruled in Koehler. This was the question certified to
the New York Court of Appeals. Noting that the separate
entity rule was based in New York common law dating
from early in the last century, the Court identified three
principal policy reasons for maintaining the separate en-
tity rule: first, as a matter of international comity; second,
to protect banks from unfair financial and regulatory re-
percussions abroad and eliminate the potential for double
liability; and third, that directing banks to process freeze

orders with respect to foreign
assets would impose an
“intolerable burden” by re-
quiring them to identify and
monitor assets in potentially
numerous foreign branches.
An important factor was that
computer systems at New
York branches generally do
not allow them to access
account information at head
office or branches outside

the United States. Finally,
and perhaps most significantly, the Court noted that the
separate entity doctrine had been an important stimulus
to foreign banks opening branches in New York in the
first place, and thus was vital to the State’s “status as the
preeminent commercial and financial nerve center of the
Nation and the world.”

Expressing scorn for the separate entity rule as a
relic from an earlier age, however, the dissent in the 5-2
decision pointed to the trend of “banks...being held more
accountable than ever for their actions vis-a-vis their
customers,” and characterized the majority holding as an
unwelcome “deviation” and a “step in the wrong direc-
tion.” So while the doctrine lives to fight another day, it
seems that future cases will be very much fact-driven and
banks cannot afford to view it as a shield.

The attention of businesses of all types and their
counsel has been increasingly focused on the emerging
risks to computer systems and the sensitive and valuable
data they hold. Concerns about data security dominate
the news, with major retailers as well as financial institu-
tions being victimized by hackers and criminal networks.
As such, it is increasingly essential for all attorneys
involved in advising businesses to be up to speed on the
latest developments in this area. The first three articles in
this issue all deal with various ramifications of cybersecu-
rity.

Attorneys are not known for being in the vanguard
of new technology. But while most of us have progressed
beyond quill pens, we remain insufficiently attentive
to the risks of new ways of doing things. Case in point:
Some ninety percent of law firms use email for privileged
and confidential client communications. But the great
majority of us take no measures to protect the confiden-
tiality of those communications, other than attaching the
words “privileged and confidential.” In this issue’s lead
article, “Lawyers and Email: Ethical and Security Con-
siderations,” Scott Aurnou, an attorney and data security
consultant, shows how the failure to use encryption, or
other methods of data protection, not only compromises
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the security of the communications, but can also result

in violating ethics rules that mandate protection of client
information. Mr. Aurnou explains the basics of how email
and data encryption work, and discusses several methods
lawyers can use to better assure the security of email com-
munications.

In “Cybersecurity: A New Approach Is Necessary,”
Jennifer Juste outlines the elements of a strong cyberse-
curity program. She notes that the traditional approach
of directing resources to protecting against the largest
known threats is insufficient in the current environment,
and offers practical guidance on the elements of an effec-
tive program. Ms. Juste, a Compliance Manager at Inter-
active Data Pricing and Reference Data LLC, is a graduate
of Fordham Law School and a member of the Business
Law Section’s Securities Regulation Committee.

The third cybersecurity article conducts an in-depth
exploration of all of the measures that can be undertaken
in response to a cyber attack—collectively referred to as
an “active response continuum,” or ARC. In “What Is
Active Response Continuum and What Does It Cover?”
Wesley Paisley reviews both U.S. and foreign legal prec-
edents and the current state of technology. Mr. Paisley,

a candidate for the JD degree at New York Law School,
explains that ARC can take both aggressive and passive
forms. The former include various means of counterat-
tacking against the hackers’ software and hardware; the
latter include such measures as marking data in order

to detect when it is used illegally (analogous to mark-

ing money stolen from a bank). The means that can be
deployed become especially problematical in the interna-
tional context, as local laws in various jurisdictions may
preclude or limit the use of some of these measures. Mr.
Paisley makes clear that the law is only beginning to come
to grips with the technology. For example, Congress has
considered, but not enacted, the Stop Online Piracy Act,
which would have allowed companies to aggressively
hack into user computers to retrieve stolen data. So while
building a strong system to protect computer systems and
the data they contain remains essential, businesses and
their counsel must also remain cognizant of developing
legal trends in terms of what measures are and are not
permissible.

While cybersecurity is a concern for all businesses,
the banking industry finds itself especially dealing with
other ramifications of technological change not contem-
plated by the law, such as the proliferating use of “virtual
currencies” such as Bitcoin. In “Banking Law Update,”
adapted from a talk given at the Business Law Section’s
Fall Meeting held in September, Sabra Baum provides
a concise update of key 2014 developments in laws and
regulations affecting New York banks with respect to a
host of payment-related issues—from virtual currency
and cybersecurity to remittance transfers and payroll
cards, along with key regulations relating to payday lend-

ing and new rules requiring identification of the ultimate
beneficial owners of client companies, as part of the due
diligence mandated by the Bank Secrecy Act to combat
money laundering and other financial crimes. Ms. Baum
is Senior Counsel of M&T Bank in Buffalo and a member
of the Section’s Banking Law Committee.

The editors are pleased to announce that, beginning
with this issue, attorneys Sharon Parella and Leah Ra-
mos, who are respectively a partner and senior counsel
in the Labor & Employment Group of Thomson Hine
LLP, will be providing readers of the Journal with regular
and timely updates on developments in New York and
federal employment law that impact upon businesses. In
this issue’s edition of “Recent Employment Laws Impact-
ing Private Employers in New York,” Ms. Parella and Ms.
Ramos focus on a range of 2014 enactments by the New
York State Legislature and the New York City Council,
dealing with matters such as including unpaid interns un-
der anti-discrimination protections; mandatory provision
of paid sick time; including electronic cigarettes under
anti-smoking prohibitions; and prohibition of discrimina-
tion based upon pregnancy or a person’s status as being
unemployed. They also note that the State Legislature is
considering anti-bullying or “abusive work environment”
legislation; businesses and their counsel are well advised
to remain abreast of these and other developments.

Another regular feature of the Journal that has proven
invaluable to practitioners is “Inside the Courts,” a com-
prehensive survey by the attorneys of Skadden Arps LLP
of current litigation pertaining to securities and corporate
matters in the federal courts. The current issue contains
the usual clear and concise summaries of a wide range
of current matters, ranging from shareholder derivative
suits, to fiduciary duties, to current developments in
Madoff-related litigation.

Our next article highlights a potential game-changer
for corporate and securities litigation. In May 2014 the
Delaware Supreme Court upheld a corporate by-law
provision that shifts the cost of unsuccessful shareholder
derivative suits to the plaintiff shareholders. But unlike
the “loser pays” rule prevalent in the United Kingdom,
whereby the losing party pays the litigation costs of the
winner, the version upheld in Delaware is one-sided—the
plaintiffs are liable for legal costs if they lose, but do not
recover legal costs if they win. Not surprisingly, more
than 20 corporations have adopted similar bylaws since
the May 2014 decision. In “America’s Tweak to the Loser
Pays Rule: A Board-Insulating Mechanism?” Ms. Nithya
Narayanan, a candidate for the LLM degree at Harvard
Law School, explains the so-called “tweaked loser pays
rule” and explores its ramifications.

No issue of the Journal would be complete without
Evan Stewart’s witty and insightful commentary on
various aspects of legal ethics, and this issue is no excep-
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tion. In “Squaring the Circle: Can Bad Precedent Just

Be Wished Away?” Mr. Stewart, a partner at Cohen &
Gresser LLP, takes umbrage with a recent opinion of the
New York County Lawyers’ Association’s Professional
Ethics Committee, which in his view attempts to accom-
plish exactly that. In an earlier article in the Journal, “Just
When Lawyers Thought It Was Safe to Go Back in the Wa-
ter” (Winter 2011), Mr. Stewart discussed the no-contact
rule—which generally bars a lawyer from communicating
with a party he knows to be represented by other coun-
sel in the matter. In a 1990 case, the New York Court of
Appeals held that the rule was not violated if an attorney
representing an injured worker contacted ex parte other
employees of the worker’s employer, as long as those
employees were not acting as “alter egos” of the corpora-
tion. In the earlier article Mr. Stewart illustrated, and in
this article reviews, the many troublesome ramifications
of this holding. He then critiques the County Lawyers’
Professional Ethics Committee for, in effect, stating that
the worst of these ramifications may be ignored. Along
the way, Mr. Stewart provides his usual array of clever
and amusing references to popular culture, from Lewis
Carroll to The Godfather.

Concluding this issue is an article that should be
of interest to all New York corporate practitioners. In

“Benefit Corporations and Certified B Corporations,” at-
torney Aaron Boyajian, a partner at Goetz Fitzpatrick LLP,
provides a useful overview of New York’s Benefit Corpo-
ration Law, enacted in 2012. The law provides for creation
of a new corporate form, the Benefit Corporation or B
Corp, which can define its corporate purpose as serving
the public interest in one of a number of defined ways,
such as promoting human health or the environment, as
well as earning a profit. The directors of the B Corp will
have an explicit duty to fulfill the public interest purpose,
thereby overcoming the primary obstacle to social respon-
sibility missions within traditional corporate structures—
the concern that directors and officers might breach their
fiduciary duty to shareholders by placing social objectives
ahead of maximizing profits. Mr. Boyajian clarifies that

a B Corp is not necessarily the same thing as a Certified

B Corporation. The latter is not a legal corporate form,
but rather a status conferred by a non-profit organization
dedicated to promoting corporate social responsibility.
And while noting that law firms are “not traditionally
thought of as socially responsible” (I beg your pardon!),
Mr. Boyajian suggest that they, too, may be good candi-
dates for B Corp status.

David L. Glass

If you have written an article you would like
considered for publication, or have an idea for
one, please contact the NY Business Law Journal
Editor-in-Chief:

Articles should be submitted in electronic document
2 _ format (pdfs are NOT acceptable), along with biographical
\ information.

www.nysba.org/BusinessLawJournal

David L. Glass
NY Business Law Journal
Macquarie Holdings (USA) Inc.
125 West 55th Street
New York, NY 10019
david.glass@macquarie.com
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Lawyers and Email:

Ethical and Security Considerations

By Scott Aurnou

The specter of attorney-client privilege has a long
and well-respected history in litigation...but means noth-
ing at all to a hacker. “Delete this email if you are not
the intended recipient” or similar language theoretically
sounds imposing, but essentially does nothing to protect
firm or client data from any nefarious actors who view it
(though they may get a good chuckle before reading the
“forbidden” email).

In May 2014, LexisNexis published a study pertain-
ing to law firm security awareness versus actual practices
with respect to communications and file sharing with
clients.! Almost 90% of those surveyed used email to com-
municate with clients and privileged third parties. The
vast majority of attorneys surveyed also acknowledged
the increasingly important role of various file sharing ser-
vices and the inherent risk of someone other than a client
or privileged third party gaining access to shared docu-
ments. Yet only 22% used encrypted email and 13% used
secure file sharing sites, while 77% of firms relied upon
the effectively worthless “confidentiality statements”
within the body of emails to secure them.?

Relevant Ethical Standards

The effect of changes to the Model Rules: The ABA
Model Rules of Professional Conduct were updated in
2012 specifically to address the effect of technology upon
the legal profession, and a number of those changes
directly pertain to the need for confidential communica-
tions.

The language in Comment 8 to Rule 1.1 (Competence)
was amended to emphasize a duty for attorneys to stay
up-to-date on technical matters pertaining to the prac-
tice of law, generally speaking: “[A] lawyer should keep
abreast of changes in the law and its practice, including the
benefits and risks associated with relevant technology.”>

Paragraph (c) of Rule 1.6 (Confidentiality of Informa-
tion) states:

(c) A lawyer shall make reasonable efforts
to prevent the inadvertent or unauthor-
ized disclosure of, or unauthorized access
to, information relating to the representa-
tion of a client.#

Comment 18 to Rule 1.6 relates to the need for a
lawyer to “act competently” to prevent the disclosure of
“information relating to the representation of a client.” It
offers a safe harbor provision and factors to determine the
reasonableness of an attorney’s conduct in protecting the
information at issue:

Factors to be considered in determining
the reasonableness of the lawyer’s efforts
include, but are not limited to, the sensi-
tivity of the information, the likelihood of
disclosure if additional safeguards are not
employed, the cost of employing addi-
tional safeguards, the difficulty of imple-
menting the safeguards, and the extent to
which the safeguards adversely affect the
lawyer’s ability to represent clients (e.g.,
by making a device or important piece of
software excessively difficult to use).?

In addition, Comment 19 to Rule 1.6 specifically
relates to electronic communications with clients, stat-
ing, “When transmitting a communication that includes
information relating to the representation of a client, the
lawyer must take reasonable precautions to prevent the
information from coming into the hands of unintended
recipients.”® It also offers a safe harbor provision: “This
duty, however, does not require that the lawyer use spe-
cial security measures if the method of communication
affords a reasonable expectation of privacy.””

Therein lies the rub. What is reasonable, given the
state of modern snooping technology? Moreover, from
whom do the communications need to be kept private?
Commercial competitors? Cyber criminals? Government
actors? Other interested parties? Comment 19 specifically
notes a pair of factors to consider when determining the
reasonableness of the expectation of privacy. They are:

(1) the sensitivity of the data itself, and (2) the extent to
which the privacy of the communication is protected by
law or by a confidentiality agreement.® A client may also
give informed consent to a method not otherwise permit-
ted, though that approach may be asking for trouble if a
client changes his or her mind later or disputes whether
he or she was properly apprised of the relevant risks.

In addition to the Model Rules, failure to reasonably
secure communications with clients can run afoul of state
privacy laws’ and potentially provide an effective basis
for a colorable legal malpractice claim.

Pertinent Technology Basics

How does email actually work? By its nature, email
is not a terribly secure way to share information. When
you send out an email, it goes through a more powerful,
centralized computer called a server on its way to a cor-
responding email server associated with the recipient’s
computer or mobile device. It passes through any number
of servers along the way from sender to recipient, like a

NYSBA NY Business Law Journal | Winter 2014 | Vol. 18 | No. 2



flat stone skipping along the top of a pond. And if that
email isn’t encrypted, anyone with access to any one of
those servers can read it.

What is encryption? Encryption is the use of an
algorithm to scramble normal data into an indecipher-
able mishmash of letters, numbers and symbols (referred
to as “ciphertext”). An encryption key (essentially a long
string of characters) is used to scramble the text, pictures,
videos, etc. into the ciphertext. Depending on how the
encryption is set up, either the same key (symmetrical
encryption) or a different key (asymmetrical encryption)
is used to decrypt the data back into its original state
(called “plaintext”). Under most privacy and data breach
notification laws, encrypted data is considered secure and
typically doesn’t have to be reported as a data breach if
it’s lost or stolen (so long as the decryption key isn’t taken
as well).

A Few Methods to Secure Email

(1) Encrypted email. Properly encrypted email mes-
sages should be converted to ciphertext before leaving the
sender’s computer or mobile device and stay encrypted
until they are delivered to the recipient (remaining indeci-
pherable as they pass through each server along the way).
This is referred to as end-to-end encryption.

There are plenty of encrypted email offerings from
larger commercial companies, as well as a number of
new and interesting email encryption services that have
become available in the wake of disclosures made by
Edward Snowden.!?

When choosing one, be mindful of where the service
you use is located (including where the servers handling
the emails on the system actually are). Mr. Snowden used
a well-regarded U.S.-based encrypted email provider
called Lavabit. Not long after Mr. Snowden’s revelations
came to light, federal law enforcement officials forced La-
vabit to secretly turn over the encryption keys safeguard-
ing its users’ private communications. Lavabit’s founder
tried to resist, but was overwhelmed in federal court.!! As
a result, he shut down the service. Another well-regarded
service called Silent Mail followed suit shortly thereafter,
as it felt it could no longer ensure its customers’ privacy.!?
Both have since relocated to Switzerland and are planning
to introduce a new encrypted email service called Dark
Mail.13

Larger companies offering encrypted email services
typically control the encryption keys and will decrypt
data before turning it over in response to a warrant or
subpoena (including one coupled with a gag order). In
addition, email service providers can legally read any
email using their systems under Title II of the Electronic
Communications Privacy Act, referred to as the Stored

Communications Act.* Moreover, emails remaining on a

third party server for over 180 days are considered aban-

doned.!®> Any American law enforcement agency can gain
access to them with a simple subpoena.®

Accordingly, if you choose to use a service based in
the United States or another jurisdiction with similar pri-
vacy protections, be mindful of who controls the encryp-
tion keys.

(2) Secure cloud storage. Another way to securely
communicate or share files with a client or privileged
third party is to place the communication and/or files
in encrypted cloud storage and allow the client or third
party to have password-protected access to them. Rather
than a direct email with possible attachments, the client
or third party would receive a link to the securely stored
data. The cloud service you select should be designed
for security. Before you ask, DropBox and Google Drive
would not be suitable options. There are a number of
services offering well-protected cloud storage and it’s
important to do your due diligence before selecting one. If
it all seems a bit much to figure out, two services I would
recommend looking into are Cubby!” and Porticor.!8

(3) Secure Web portal. A third approach is to place
the communications and/or files in a secure portion of
your firm’s network that selected clients and/or privi-
leged third parties can access. As with the secure cloud
storage option noted above, the email sent to the client
or third party would have a link back to the secure Web
portal’s log-in page. An advantage to this approach is that
the communications and files do not actually leave your
computer network and should be easier to protect.

An additional consideration. A government snoop
or competent hacker doesn’t necessarily have to target a
message while it’s encrypted. A message that is protected
by strong encryption when it’s sent or held in secure
cloud storage can still be intercepted and read once it has
been opened or accessed using a mobile device or com-
puter that has been compromised. The same holds true
for intercepting a message before it’s encrypted initially.
What steps can you take to protect them?!® The software
on any computer or other device that can potentially
access confidential data should be kept as up-to-date
as possible; it should be protected against possible data
loss if lost or stolen; and all firm personnel should have
regular security awareness training with respect to social
engineering?’ and other threats.

At the end of the day, there is no single silver bul-
let to provide “perfect security.” But there are genuinely
helpful steps (including those noted above) that you can
take to comply with pertinent ethical standards and better
protect your electronic communications with clients and
privileged third parties.
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Cybersecurity: A New Approach Is Necessary

By Jennifer Juste

With the plethora of high-profile data breaches and
related regulatory focus, cybersecurity is on everyone’s
radar. Rightly so, companies are scrambling to under-
stand the emerging threats to the security of their IT
systems and the cyber-regulatory efforts in an attempt to
create effective cybersecurity programs. One of the most
problematic issues of cybersecurity is the quickly and
constantly evolving nature of security risks.

To deal with the current environment, creating a
strong cybersecurity program requires that companies
evolve their approach to risk and data security. In order to
do this, organizations must do the following three things:
(1) Understand what cybersecurity is, (2) Determine
which individuals and groups within the organization
need to be involved in creating a cybersecurity program,
and (3) Understand how to conduct a proper risk assess-
ment to determine the vulnerabilities in an organization.
Without an examination of these elements, a cybersecu-
rity program is likely to lack in critical areas.

“[CJlompanies are scrambling to
understand the emerqging threats to the
security of their IT systems and the cyber-
requlatory efforts in an attempt to create
effective cybersecurity programs.”

First, an organization must determine what the term
“cybersecurity” means. Broadly speaking, cybersecurity
focuses on protecting computers, networks, programs
and data from unintended or unauthorized access,
change or destruction.! At one extreme, cybersecurity
refers to national cyber-defense strategy against concerted
cyber attacks by foreign powers or terrorists. At the other
extreme, the term refers to persistent, sophisticated cyber-
hacking events, large and small, that target government
agencies and private corporations for purposes of sabo-
tage or to acquire sensitive intelligence information.

These incidents do not only target Fortune 500 busi-
nesses, but also small to medium-sized businesses.?
Therefore, organizations must have a strong understand-
ing of how cybersecurity is defined and how it applies to
their specific organization. Because of the evolving nature
of cybersecurity, the best way for organizations to ensure
they understand it is to educate their employees about
cybersecurity through classes or by working with consult-
ing firms.

Second, organizations must determine which indi-
viduals and groups need to be involved in creating an
organization’s cybersecurity program. The emerging
threats to the security of an organization’s IT systems
and related cyber-regulatory efforts by governments pose
unique business and legal challenges to companies. Be-
cause cybersecurity issues not only cut across traditional
legal disciplines—but also, different business functions—
too often companies lack an all-inclusive understanding
of cybersecurity and the interrelationship of all critical
teams necessary to create a strong program. Specifically,
technology departments alone cannot address the legal
compliance issues arising from cyber-regulatory efforts,
and likewise, legal and compliance departments cannot
address the emerging threats to the security of a com-
pany’s IT systems.

Therefore, in order to implement an effective cyberse-
curity program, it is essential that organizations commu-
nicate across different business departments in a way that
permits information technology and information systems
employees to communicate the organization’s current
information systems and vulnerabilities to the organiza-
tion’s legal and compliance departments.

The adoption of written cybersecurity policies, which
are one of the foundations of a strong program, cannot oc-
cur without the input of the departments that understand
the threats to the security of an organization’s systems.
Ultimately, the coordination of efforts across business
groups is the only way to protect an organization from
cyber risk while also ensuring compliance with applicable
rules and regulations.

Third, the foundation of cybersecurity preparedness
is a complete risk assessment. Risk assessments need to
be driven by the rules and regulations that apply to a
particular organization and the organization’s liability
exposures.

Historically, the approach has been to focus most
resources on the most crucial system components and
protect against the biggest known threats, which neces-
sitated leaving some less important system components
undefended and some less dangerous risks not protected
against. Such an approach is insufficient in the current
environment.’

The current environment calls for organizations to
conduct risk assessments to identify risks and the creation
of measures to mitigate as many of those risks as pos-
sible. An effective risk assessment should uncover what
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information the organization needs to protect and why.

A strong risk assessment will also quantify the risk of a
cyber attack occurring and the specific vulnerabilities an
organization faces in light of its current infrastructure.
The assessment should conclude with a plan of action to
remedy any issues or vulnerabilities that were discovered
during the assessment.

In short, a new approach is necessary to create strong
cybersecurity programs. Although the task is not impos-
sible, it will require organizations to take a critical look at
how they currently handle cybersecurity and incorporate
new measures that will ensure that organizations: (1)
understand the evolving meaning of cybersecurity, (2)
achieve collaboration and input across departments, and
(3) conduct risk assessments that uncover an organiza-
tion’s valuable assets and cyber risks related to those
assets.
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What Is Active Response Continuum,

and What Does It Cover?

By Wesley Paisley

In the wake of findings from the National Bureau
of Asian Research,! companies need an active defense
to protect their intellectual property from cyber thieves,
cyber terrorists, and other miscreants. Governments and
non-governmental organizations are not the only targets
for cyber espionage.? When the proper authorities are un-
able to intervene in a timely fashion, an active offense is
necessary to defend one’s property.

This article differentiates between certain forms of Ac-
tive Response Continuum (ARC) that are legal and illegal
by looking at U.S. laws, case law, foreign legal analysis,
and current technology. It also illustrates why some forms
of ARC fail to help companies. Furthermore, the reader
will learn policy reasons for why businesses and some
private actors need to employ ARC.

Active Response Continuum encompasses all pas-
sive/aggressive activities that an actor will take to re-
spond to a cyber offensive action,® such as self-help, self-
defense, and cooperation. Cooperation is a combination
of self-help and self-defense. Self-help is when a private
individual decides to recover property and alleviate his
present situation without the help of the government.

Self-defense is an old concept tracing back to the thir-
teenth century, in which an urgent risk to an individual
enabled her to defend herself if she did not have enough
time to appeal to the proper authorities or retreat.* Crit-
ics say it is difficult to transfer this concept to the cyber
world because a computer network cannot retreat.> How-
ever, the concept of retreat is possible: turn off the com-
puter, shut down the network, or even simply isolate part
of the server to prevent access. When a hacker learns he
is getting hacked back, he cuts off his connections. Busi-
nesses cannot always afford to turn off their networks, or
in other cases it might cause more harm to third parties.
In that scenario, self-defense would be necessary.

Examples of ARC Can Be Divided Into Passive and
Aggressive

ARC is broken into two different classifications, pas-
sive and aggressive. Some aggressive examples are: (1)
halting the attacker’s resources by disabling its zombie
victim computers; (2) destroying the bots of a distributed
denial of service (DDoS) attack; (3) reverse engineering
the attacker’s software (i.e., Remote Access Tools (RATs))
against the attacker;® or (4) enabling the assets to self-de-
struct once they leave their original location, similar to the
exploding bank money concept, a.k.a. “time-bomb.””

Passive ways include: (1) utilizing a honeypot, a
program that replicates a vulnerable operating system
in order to lure an intruder and log his information; (2)
marking data in order to detect when it is re-used ille-
gally;® and (3) using community self-help.

As Neal Kaytal notes in his paper, Community Self-
Help, a group of users on a network can work together to
police a server or user group to weed out or alert others
about the attacker or malware.’ This is quite similar to the
non-cyber concept of NYC’s MTA If You See Something,
Say Something™ policy, which was later adopted by the
Department of Homeland Security.!0

“Active Response Continuum encompasses
all passive/aggressive activities that an
actor will take to respond to a cyber
offensive action, such as self-help, self-
defense, and cooperation.”

Both policies encourage ordinary citizens to be on
constant watch. Sometimes private actors prefer just to
police their own network!! rather than work with a
community. Combining both approaches of policing the
network and community self-help potentially solves
problems such as less cooperation among international
agencies.!? Steve Chabinsky, Chief Officer of Crowd
Strike, discussed a possible solution for companies: “[I]f
we put together a group of international companies to
police their networks we could reduce the risk of cyber
harm, because most international companies own the
very networks where the illegal cyber activity occurs.
Just as cyber criminals work without borders, so do
international companies, although there are some restric-
tions placed by civil procedure.'* However, this proposal
is experimental, because it might violate anti-trust laws,!®
privacy policies, and quite possibly international treaties.

713

What Is the Policy of ARC in the International
Landscape?

Generally, international law governs only state ac-
tors.' However, local foreign laws control companies that
operate in the respective country, either by custom or by
the black letter of the law. Some have stated foreign laws,
such as Germany’s criminal code, which makes hack back
illegal,’” but in reality the law does not govern it all. For
example, the law criminalizes illegal capture of data “that
were not intended for him [and] were especially protected
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against unauthorised access,”18 not data that the victim
previously owned. Furthermore, since it is not a crime,
you cannot be prosecuted under it.!” Some countries’
cyber laws are just developing, so they do not address
ARC.20

However, other countries have more developed cyber
laws and try to entwine ARC within other existing frame-
works of the law. In February 2013, the Canadian govern-
ment abandoned the Protecting Children from Internet
Predators Act (Bill C-30). This bill would allow private
telecommunication companies to collect information on
their users and send it to the police without a warrant.
Private actors surmount privacy laws and keep informa-
tion on customers who they suspect could be cyber crimi-
nals.?! However, some countries take a step further in the
other direction and penalize the intrusion and changing
of data packets on a computer.2?

In the European Union (EU), one court decision
pushed the concept of the “right to be forgotten.”?* Al-
though this does not directly affect cyber criminal laws, it
does tip the scales on the debate of privacy versus crimi-
nal acts. Usually when privacy has more support, ARC
tends to have weaker support.2* However, in countries
where privacy laws are not heavily enforced, such as
China,? the government actively encourages its agents
to hack into other companies, and turns a blind eye when
they hack into company networks from other countries to
retrieve intellectual property.?

Recently, the EU Committee on Civil Liberties, Justice
and Home Affairs issued possible amendments to its
policy on cybercrime. The commission wanted to impose
tougher mandatory practices that would ensure at least
two to five years in jail for those who hacked into other
computers without authorization or on representatives of
companies that benefitted from such attacks. However,
the amended language states, “[t]his Directive does not
intend to impose criminal liability where the objective
criteria of the crimes listed in this Directive are met but
the offences are committed without criminal intent, such
as for...[protection of information systems].”?” Therefore,
hack back would be allowed because hack back lacks the
criminal intent to harm. The member states have not fully
adopted this legislation as of yet, but it shows that the EU
is thinking about protecting companies that are hacking
back for protection and not for criminal intent.?® However,
it should be noted that this type of language has been
absent from the 2014 EU meeting.?’

Most academic communities usually analyze interna-
tional defensive cyber measures under treaties of armed
conflict.®Y This approach misconstrues the private sector,
as private sectors do not act for the state but rather for
their own profit. However, not every country follows that
ideal, as China, for example, feels there is no difference
between the private and government sector.3! With more
cooperation between the private sector and government

to battle intellectual property theft,* it is harder to argue
against China’s position.

Foreign Legal Concepts Can Be Applied to ARC

EU’s tort theory of secondary liability for trademark
infringement allows for more cooperation from the vic-
tims and service providers that are being used for cyber
criminal activity. In the L'Oreal v. eBay case,*® the Europe-
an Court of Justice (ECJ]) held that eBay was accordingly
liable for allowing online shop owners to sell infringing
material when they received proper notice. The EU can
impose a similar type of duty that requests computer us-
ers or even hosting providers to remove malware, stolen
goods, or vulnerable networks from their system once
they receive notice. Recently, the EU considered adding
such a duty in a recent Parliament meeting.> The infring-
ing party would be more likely to remove the malware or
stolen property rather than face litigation.

What Is the U.S. Policy on Hack Back?

Congress has mixed views on how ARC should be
applied. Presently, there is no one comprehensive bill
that fully answers ARC.*® The Stop Online Piracy Act
(SOPA),% allowed companies to aggressively hack into
users’ computers and remove stolen items, but the Act
failed to pass.’”” Under H.R. 624, the Cyber Security and
Intelligence Act, the House wanted to provide more
information sharing between government actors and
private actors to stop cyber threats. However, this bill was
amended to prevent hack back.3® The Computer Fraud
and Abuse Act (CFAA) has always been the definitive
guide against hacking back into your neighbor’s com-
puter: however, case law and different opinions state
otherwise.?* Moreover, unless the damage is above $5,000,
a civil claim will not lie under the CFAA.4

The judicial branch has no particular answer to
ARC, although many cases allow for individual areas of
ARC under a specific fact-based analysis.*! Generally,
the courts allow self-help as long as it isn’t violent and
is done in good faith, and as long as contractual privity
exists.#?

In 2013, President Obama issued Executive Order
13636* when Congress failed to pass a comprehensive
cybersecurity bill.*# However, Steve Chabinsky criticized
13636 by stating, “it’s not that good cyber hygiene is not
good...it’s ultimately ineffective...or effective only at the
margins.”# Chabinsky criticized the presidential order
for not providing relief to stem cyber terrorism. It is
merely a rhetorical statement. However, the aftermath of
13636 has been marginally more productive, because the
order assigned the National Institute of Standards and
Technology (NIST) the task of finding ways for private
actors to build up cybersecurity. ® This has created the
potential for ARC. However, the Department of Justice
has stated that companies that have been hacked should
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not hack back into other computers to retrieve their files,*”

although the Department of Justice is silent on honeypots
and other passive ARC.

ARC Can Be Used as a Defense Under NY Penal
Law

The New York Penal Law allows for ARC when au-
thorization is not an issue.*® Under § 156.50[2], a reason-
able defense to §§ 156.20, 156.25, 156.26 or 156.27 is that a
party believes that it has the authority to delete computer
data or programs.®’ The private actor can delete its files
on its own server or another party’s property using RATs
in combination with honeypot.>® However, when the
private actor decides to intrude upon another person’s
computer or server it violates §156.10.>! Although the user
might lack the intent to cause a felony, he is knowingly
causing a felony,”> which is enough for the statute.

However, § 156.10 is a law of trespass, and trespass
traditionally requires deprivation of enjoyment of the
property.>® If the private actor merely destroys the contra-
band, takes a picture of the attacker, or even just logs on
to the zombie’s computer IP address and methods, there
is no trespass. However, if at any time the private actor
denies the victim use of its services, this raises an issue
under §156.10.5* Courts will usually grant dismissal of
charges when there is no damage.>®

However, if one takes apart the computer tampering
section, one can see that different degrees support ARC as
a defense. Computer tampering in the fourth degree al-
lows the defendant to state in defense that he reasonably
believed that he had the right to alter or destroy that data,
because the statute relies upon the concept of authoriza-
tion.>®

Section 156.25, computer tampering in the third
degree, requires one to violate 156.20, and (1) commit or
attempt a felony; (2) be previously convicted of a crime
under §165.15 or §156; (3) intentionally alter computer
material; (4) or take a financial amount from a victim.>”
If the private actor only destroys her property through
RATSs, there is no violation under (1), (2), and (4). Taking
the financial amount from the private actor’s own per-
sonal property would be a stretch of the law, because it
would be the equivalent of arresting someone for destroy-
ing his own birthday balloon as it floated over a neigh-
bor’s yard. However, (3) doesn’t define whose computer
material has to be destroyed.”® It can be inferred that this
requires destruction of the true owner’s property, but that
would be a stretch. In In re Shubov,> the court required a
commercial advantage to the party committing the cyber
intrusion to satisfy the element of mens rea.?’ There is
no commercial advantage for the party using ARC. One
might argue that destroying trade secrets on the thief’s
computer would provide commercial advantage as it
would prevent others from knowing the private actor’s
business secrets. However, a look at the civil field may
clarify this problem. In the civil context, the plaintiff has

the burden of proving her financial loss.®! In this case
ARC would be allowed. Furthermore, since §156.20 is
not violated, the prosecutor cannot bring a fourth degree
charge.

Computer tampering in the first and second degree
is more problematic, because the mens rea requirement is
satisfied by mere recklessness.®? An individual must be
conscious of the risk to satisfy mens rea. If Party A merely
hacks back into a computer to retrieve her data when
she solely operates in the music industry, there is no risk
that she might go through a medical server to damage a
medical record. However, if there is a risk of damaging
medical records, Party A has to be careful not to dam-
age any data outside of her own. Furthermore, Party A
must implement a time-bomb to destroy her own data to
escape liability. However, the court could impose a misde-
meanor penalty under § 156.05 since it is such a broad
statute. The only way to avoid liability is by asking your
neighbor if you can simply come onto his network and
retrieve your property.®®

However, this begs the question to the critics: how do
you solve a problem when the attacker uses the host computers
of one hospital to attack users of an ISP at another hospital?
Which user is more important in a cyber attack? And does
this violate §156.25? Waiting for the government to act
is one solution, but what if real lives are in danger? The
problem blossoms into a larger disaster when the attacker
is using a foreign hospital’s network to attack.

Why §1080 of the CFAA Should Allow for ARC

Section 1080 should allow for ARC because it will
enable actors to retrieve billions of dollars lost in revenue
from intellectual property theft.** We already require
companies to make sure that their physical/cyber space
is secure,® so why not impose a duty to have their cyber
space secure in an offensive manner?% If not an outright
duty, there should exist reasonable regulation to allow
individuals to use ARC, just as we already regulate the
security profession.”” Furthermore, as many commenters
have said, the law under CFAA is quite ambiguous to-
wards ARC.%8

A private company that partners with the govern-
ment to locate a dangerous hacker could receive im-
munity to hack back and retrieve files.®” In Filarsky .
Delia,”® a lawyer partnering with the government to do an
investigation was granted immunity in analogous cir-
cumstances, although the Delia case did not involve cyber
information. Furthermore, companies are more successful
when they have the ability to thwart DDoS attacks under
the government’s approval.”!

Self-help Laws Can Be Applied

Self-help is allowed under the civil legal system
through repossession of secured goods under Article
9 of the UCC, which supersedes the tort of trespass.”?
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Under the UCC, the creditor has to adhere to a breach of
the peace standard, which the debtor can overcome by a
simple verbal utterance. However, criminals will rarely
cry out because they fear criminal prosecution. This can
be applied to the cyber element by allowing private ac-
tors to place time-bombs on their applications or at least
watermarks to prevent unauthorized usage, especially if
there is a contractual relation between the parties. Fur-
thermore, the Restatement (Second) of Torts § 103 allows
an individual in hot pursuit to retrieve his goods without
civil penalty.”> However, the criminal side is still in flux
over self-help as a remedy for theft.”*

U.S. Police Obligations

Over the years the U.S. court system has eroded the
liability of police officers to prevent frivolous lawsuits.
However, some police officers have taken this as a hall
pass to do whatever they like and whenever they like.
For example, in DeShaney v. Winnebago County,” the
Supreme Court found that state actors do not have a duty
“to protect the life, liberty, and property of [their] citizens
against invasion by private actors.””® The Court found
that the failure to protect citizens did not operate as a
denial of life, liberty, or property under due process.”
The Court construed the duty that officers have to the
public in general to mean that they do not have a duty to
individual citizens. Furthermore, many courts have used
this decision to excuse police officers who were not able
to assist citizens in times of trouble.”® Moreover, most
of the principles in these cases can easily apply to the
cyber world.”? Accordingly, self-defense is still needed for
people to properly defend themselves in times of immedi-
ate cyber danger.®

Officers are overwhelmed with the number of cyber
crimes that are present today. As one Assistant District At-
torney has noted,?! nearly every case that comes into the
Manhattan D.A.’s office has a cyber element to it. Further-
more, jurisdictional problems make it quite difficult for
officers to cross foreign boundaries and find and pros-
ecute cyber criminals located abroad.®? Even the royals
are subject to cyber attacks.®*> Sometimes it is difficult for
officers to get help from technically proficient profession-
als because of salary or internal policy issues.3

Is ARC Really That Bad?

The Executive Branch is against ARC. However,
without it, the Executive Branch would not be able to
execute many arrests or engage in successful deterrence.
As much as passive ARC is a deterrent, hackers generally
think of it as a challenge and will keep trying to attack a
system no matter how many times they lose. Aggressive
ARC is a better deterrent because it gives the hacker an
incentive to not hack.

85

Community self-help solves the problem when
government does not have all the resources to find and

deter a cyber attacker.8¢ Cyber self-help is analogous to
the non-cyber situation where police officers are unable

to police every New York City transit train.%” The private
sector believes in the virtue of community monitoring, yet
an even better remedy would consist in going after and
forcibly deterring the cyber attacker.3® At the very least,
however, a constant sense of monitoring by communities
can lead to the group creating its own moral code.

For example, Neal Katyal compares how some non-
cyber stores illegally restrict access to their establishment
based on race to how some cyber communities might
legally restrict users who they believe are suspicious. A
bigger group would be able to eliminate the invidious
discrimination that plagues smaller groups by virtue of
their size and the larger group’s common goal to protect
each individual within the bounds of the law.®

ARC Can Lead to an Arms Race or Even an
International Incident

Unfortunately, ARC could place the private actor in
a cyber arms race, because the most sophisticated cyber
attacks are government-sponsored.”’ One party keeps
upping the devastation on the cyber realm to the point
where too much damage occurs.”! By attacking the crimi-
nal, the private actor might be vicariously attacking its
own government, leading to an arms race.”

Under the Law of Armed Conflict (LOAC), the idea
of an attack is defined as a physical force, so a cyber attack
is not classified as an attack.”® However, if a cyber attack
leads to physical harm, there could be a cause for action
under LOAC. Furthermore, under the Tallinn Manual ** a
cyber attack that is not injurious can be countered as long
as it is illegal under the state’s sovereign law. Once the
attacker becomes a “terrorist or hostile group,” it is open
to physical strikes.” However, the Tallinn Manual is a non-
binding study on international law and does not hold the
same weight as a signed treaty. However, many foreign
laws allow for government agencies to defend themselves
in a cyber attack.%®

The Georgian government successfully used the hon-
eypot method to hack into an intruder’s computer and
infiltrate his web cam to take pictures of him.?” Further-
more, had the person been a government agent, depend-
ing on what further actions Georgia took, it could have
led to a full cyber war. Even if a party is not a government
body, a contractor for the government is considered an
agent of the government so as to warrant a defensive
measure.”

Furthermore, even if it does not escalate into a gov-
ernmental arms race, ARC can still lead to an arms race
between the company and the attacker. Cyber attackers
that are not government sponsored do not give up eas-
ily.%? Attackers that receive counterstrikes might escalate
their attacks, leading to a cycle of internet violence.
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ARC Can Open the Vigilante to Civil Liability

Hack back can open the individual to civil liability if
done wrong. As this article has looked into a non-cyber
ARC when it is successful, let us now look at what hap-
pens when ARC goes bad and opens the individual up to
civil liability. One example, in a Louisiana case,'® oc-
curred when a store clerk gave chase to a shoplifter, and
the shoplifter fled and knocked a customer on his back.
The customer sued the store, and the court of appeals as-
serted that the thief was 40% and the store 60% liable for
negligence. The court reasoned that the store had a duty
to mitigate harm to its customers while apprehending the
criminal.

This is quite analogous to the cyber world if a hacker
leaves a path of destruction in order to prevent herself
from being apprehended. However, the dissent in the
Louisiana case was better reasoned, finding that the store
did nothing wrong and the criminal was the “but for”
cause!%! of the customer’s injury. Analogously, service
providers that use ARC should not be held liable for su-
pervening criminal activity.

ARC Can Open the Vigilante to Conviction Under
Other Cyber Criminal Laws

One commenter has posted a chilling scenario of
aggressive ARC leading to child pornography, as high-
lighted below:102

(1) Hacker takes over Computer A.

(2) Hacker uses Computer A to hack into Computer B.

(3) User of Computer B notices hack attempt from
Computer A.

(4) User B installs covert software to snap a pic from
the webcam of Computer A to catch evil hacker.

(5) User A happens to be a teenage girl who's chang-
ing clothes at the time.

(6) User B gets 50 years in PMITA prison for child
porn.

However, this commenter referred only to the most
aggressive form of ARC, which would violate the CFAA
and child pornography statutes by creating a significant
harm of trespass. This does not apply to honeypots, or
communal self-help.

No One Likes You When You Violate His Privacy

Honeypots create a different danger such as inad-
vertently violating privacy laws when honeypots gather
information about the attacker. Although one can limit
the type of information that the honeypot collects,!% if
the attacker uses a group of victim computers to attack
a system, the honeypot will most likely log the personal

information of these computers. This can be easily over-
come by making an agreement with any user that enters
the network, giving him or her notice that his or her infor-
mation has been logged. The service provider can create
response messages that state the user’s information has
been logged. We sometimes allow this in the non-cyber
world when a person who comes onto property is given
notice he or she is being recorded by a security camera.

New York State!™ and other jurisdictions!® have
a strong policy against underhanded surveillance by
private and state actors. Others might state that this is the
equivalent of a burglar caught on a security camera, ex-
cept that the criminal is using an unwitting person to do
her dirty deeds. Imagine your grandmother unwittingly
breaking into a bank, while the criminal is controlling
her. Poor granny thinks she is simply doing her job, like
exchanging pennies for dollars, but she is also commit-
ting money laundering. Would granny feel violated if
personal information was gathered by the bank and then
used against her in a shame campaign or, worse, criminal
investigation? However, most companies are prudent in
that they don’t publicize the pictures or information of us-
ers they find while using ARC. Furthermore, companies
can aggregate the data they collect and make sure it is
not personal when shared with the government!'% or any
other entity. Furthermore, by utilizing the terms of service
(TOS), service providers can dictate what is considered a
breach of privacy. In one case,'"” Microsoft used its TOS
to subvert privacy laws to catch a criminal by looking
through the attacker’s emails to track his illegal activ-
ity. Furthermore, the privacy debate can be eroded by
understanding there is no expectation of privacy on the
internet.!® However, if consumers and private actors
work together, they can maintain a level of privacy for the
consumer while protecting the very networks from intru-
sion, rather than having to resort to the TOS.

Privacy Watchdog Groups Would Be in an Uproar

However, there is some expectation of privacy on the
internet partly due to the Wiretap Act of the U.S.,'® EU
directives,'!? and data encryption. When companies look
to the government as a resource for sharing information
on cyber attacks, privacy watchdog groups are wary that
the companies must be sharing personal information on
customers.!! However, these privacy groups are protect-
ing the very information that companies want to retrieve
or remove from the possession of criminals. Private actors
need to work more with privacy watchdog groups.!'?

Too Much ARC Can Slow the Economy of the
Internet

If you overprotect your castle, it will be harder to
allow people in. For example, one bank created fake bank
user names!'® to lure intruders. The bank will block the
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intruder’s internet protocol (IP) address and remove

the fraudulent accounts when the intruder attempts to
withdraw funds. The problem lies when the attacker uses
a victim’s IP address, which prevents the innocent victim
from logging into her account because her IP address is
blocked. Furthermore, unless the bank can successfully
weed out the spurious IP addresses!!* the victim will be
re-victimized. On the other hand, this type of problem-
solving can resolve a major computer crisis,''° but at the
cost of their customers’ comfort.

“ARC is a great resource for companies
and reqular everyday people like you and
me to deter cyber attacks or assist law
enforcement.”

Another problem occurs when aggressive ARC leads
to a slow or defunct network. When a business disrupts
bots of DDOoS, it takes a toll on the network. First, for
every bot the attacker deploys, the more server services
must be used to accommodate all that information. Sec-
ond, the target company uses those same services on the
network to do business. Third, the business uses these
same services to combat those bots. Finally, with all these
resources using the same network, eventually the server
will crash due to a bottleneck of information. The attacker
loses its bots, the company commerce website is offline,
and the attacker ultimately wins since it has denied your
service to your site. There is no win for the company here.
Maybe the attacker is deterred, but it would have been
better if the company had simply logged the attacker’s
information and sent it to the proper authorities.

Conclusion

ARC is a great resource for companies and regular
everyday people like you and me to deter cyber attacks or
assist law enforcement. Furthermore, ARC is very much
legal in the U.S. because of statutes, case law, and policy
reasons. However, some forms are outright illegal. Due
to the debate on privacy, the internet is becoming increas-
ingly difficult to regulate to stop cyber criminals, let alone
deter them. However, this is not an argument against
privacy. To the contrary, the lack of privacy leads to more
problems and requires the even greater use of ARC.

Furthermore, international conflict of laws rules place
certain actions in a gray area. In some countries ARC is
clearly defined as illegal. Furthermore, where ARC is not
clearly defined as a legal concept, it is seen as contrary to
privacy law, although some jurisdictions see the need for
it and will allow it for policy reasons.
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Banking Law Update

By Sabra M. Baum

The financial services industry in New York and be-
yond saw a number of regulatory changes during 2014.
Now that the year has drawn to a close, it is a good time
to provide an update on some of those changes. I have
chosen the following topics for this update: (i) virtual cur-
rencies, (ii) cybersecurity, (iii) payday lending, (iv) BSA
“beneficial owner” rules, (v) remittance transfers, and (vi)
payroll cards.

1. NY Issues Proposed Regulations for Virtual
Currencies

On July 17, 2014, the New York Department of Finan-
cial Services (“NYDFS”) published proposed “BitLicense”
regulations.! The NYDFS's proposal is the first com-
prehensive regulatory regime proposed in the U.S. and
will likely have a large impact on the industry, and the
development of regulations in other jurisdictions. Com-
ments on the proposed regulations were due on Septem-
ber 6, 2014; however, the NYSDF recently extended that
deadline to October 21, 2014. In recent years, there has
been increasing concern with virtual currencies in light
of the failure of several virtual currency exchanges (such
as the once-largest Bitcoin exchange, Mt. Gox?), concerns
over the use of Bitcoin for potential money laundering
and fraud (such as with respect to the Silk Road market-
place),? the lack of a single comprehensive regulatory
regime for virtual currency businesses, and the increasing
popularity of Bitcoin and virtual currencies.*

Under the NYDFS’ proposed regulations, businesses
that operate virtual currencies (e.g., Bitcoin) must be li-
censed in order to engage in business with customers
in New York (whether retail or institutional), or if they
otherwise operate in New York. There are numerous con-
sumer protections in the proposed regulations, such as
requirements for upfront and per-transaction disclosures
of terms and risks, complaint procedures and advertising
restrictions. Virtual currency businesses will be required
to meet certain capital requirements, and submit quar-
terly financials and annual audited GAAP financials to
the NYDFS. There are also numerous requirements to
help mitigate cybersecurity risk, including annual report-
ing to the NYDFS, annual penetration testing/audits
and board-approved security policies and procedures.
The proposed regulations include comprehensive anti-
money-laundering (“AML”) requirements that are largely
consistent with federal AML requirements, including
obligations on virtual currency businesses to put in place
an AML program, keep transaction records for 10 years,
report to the NYDFS any transactions of $10,000 or more
per person/per day, SAR reporting, a customer identifica-
tion program, OFAC checks and internal /external audits.
The NYDFS will examine virtual currency businesses at
least every two years.

It is clear from the proposed regulations that the cost
of compliance for regulated businesses will be high. The
regulations would appear to be aimed at creating a high
barrier to entry and more legitimacy with respect to vir-
tual currency businesses. Ben Lawsky, of the NYDEFS, has
said, “We have sought to strike an appropriate balance
that helps protect consumers and root out illegal activ-
ity—without stifling beneficial innovation.”>

The Financial Crimes Enforcement Network
(“FinCen”) also has recently confirmed its regulatory
oversight of the virtual currency industry. On October 27,
2014, FinCen issued two rulings regarding virtual cur-
rency payment systems and trading platforms. Under the
first ruling, FinCen ruled that a company planning to es-
tablish a virtual currency payment system would be a
“money transmitter” subject to FinCen rules regarding
money services businesses (“MSBs”).® In the second rul-
ing, FinCen ruled that a company that set up a virtual
currency trading and booking platform would be a “mon-
ey transmitter” and subject to regulation by FinCen as a
MSB.”

Other regulators in the U.S. also are increasingly
focusing on virtual currencies. The Consumer Financial
Protection Bureau (“CFPB”) issued a consumer advisory
on August 11, 2014 warning consumers about the risks
of virtual currencies, such as Bitcoin, and began taking
complaints about virtual currencies.® The Conference of
State Bank Supervisors (“CSBS”) issued the “Model State
Consumer and Investor Guidance on Virtual Currency”
on April 23, 2014 to assist state regulatory agencies in
providing consumers with information about virtual
currency and factors consumers should consider when
transacting with or investing in virtual currency. Nevada
and Maryland have already issued guidance based on
that model. The Securities and Exchange Commission
(“SEC”) issued an investor alert on May 7, 2014 regarding
the risks of investments in Bitcoin and virtual currency,”
and the Internal Revenue Service (“IRS”) issued guidance
in March 2014 to the effect that general property tax prin-
ciples will apply to virtual currency transactions.'!

2. Increasing Regulatory Focus on Cyber
Security

Cyber security is now one of the most critical risks
affecting financial institutions. In September 2014, Home
Depot announced a credit and debit card breach affect-
ing some 56 million cardholders and 53 million email
addresses of customers!'>—an even larger breach than the
high profile 2013 hack on Target’s payment system which
affected 40 million cardholders.!®> However, the banking
industry was put on high alert when J.P. Morgan discov-
ered a breach of its servers in July 2014 and subsequently
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announced that 76 million accounts and seven million
small business accounts had been compromised.!* This
hack comes in the wake of increasing attention by hack-
ers of bank systems, including a number of large denial-
of-service attacks against major banks in the last several
years.!>

In response to these hacks, financial institutions have
been bolstering their cybersecurity resources and expen-
diture in an effort to stay a step ahead of the hackers.!® In
addition, regulators have increased their focus on cyber-
security in the financial services industry. In New York,
the NYDFS released a report in May 2014 entitled “Report
on Cyber Security in the Banking Sector,”!” in which it
announced its plans to expand its IT examination proce-
dures to focus more fully on cybersecurity. The NYDFS
said its exam procedures will now include additional
questions in the areas of IT management and governance,
incident response and event management, access con-
trols, network security, vendor management and disaster
recovery—aimed at taking a more holistic view of an in-
stitution’s cyber readiness, but still tailored to the institu-
tion’s unique risk profile. The report is based on a survey
conducted by the NYDEFS in 2013 of 154 banks and credit
unions in New York. Survey participants were questioned
about industry trends, their own security framework,
cybersecurity breaches and future plans. The NYDFS’s
report largely concludes that smaller institutions are less
prepared than larger banks to handle cyber threats.

The Federal Financial Institutions Examination Coun-
cil (“FFIEC”) also is attempting to raise awareness of cy-
bersecurity in the financial services industry. In June 2014,
the FFIEC launched a new web page dedicated solely to
current and future FFIEC-related cybersecurity materi-
als.'® The FFIEC held a webinar in May 2014 for approxi-
mately 5000 CEOs and senior managers of financial in-
stitutions to highlight the pervasiveness of cyber threats,
discuss the role of executive leadership in managing those
risks, and to share actions being taken by the FFIEC. Ear-
lier in the year, the FFIEC had issued a statement to finan-
cial institutions regarding risks associated with cyber at-
tacks on ATMs and payment card authorization systems,
including steps financial institutions should be taking to
mitigate those risks.!

A number of other financial institution regulators also
have increased their attention on cybersecurity in 2014.
On May 16, 2014, Thomas Curry, the Comptroller of the
Currency, expressed his view before The New England
Council that the Office of the Comptroller of the Currency
(“OCC”) is concerned with cybersecurity and, in par-
ticular, with the increasing reliance by banks on vendors,
especially foreign vendors, to support critical activities.’
The SEC had previously announced that its 2014 Exami-
nation Priorities would include a focus on cybersecurity
preparedness, and issued a Risk Alert in April 2014 to an-
nounce that the SEC’s Office of Compliance Inspections
and Examinations (“OCIE”) will examine more than 50

registered broker-dealers and investment advisors, focus-
ing on cybersecurity governance, risks, protections and
experiences.?! The OCIE has issued a sample question-
naire for that initiative. In September 2014, the Federal
Trade Commission (“FTC”) submitted a comment letter
to the CFPB in response to the CFPB’s request for infor-
mation on mobile financial systems.?? The FTC identified
privacy and security of consumers’ personal and finan-
cial data as a critical consumer protection concern with
mobile financial systems, and noted that it is addressing
these issues through enforcement, policy initiatives and
education.” The government’s concern with cybersecu-
rity has even culminated in President Obama issuing an
Executive Order on October 27, 2014 focused on the secu-
rity of consumer financial transactions.?* The Executive
Order deals with three issues—government payments,
identity theft remediation and online federal transactions.
With respect to government payments, for example, the
Executive Order requires agencies to enhance security
measures, such as CHIP and PIN technology for payment
processing terminals and cards.

In a turn of events, while regulators focus on finan-
cial institutions’” systems, the Government Accountability
Office (“GAO”) took a closer look at the CFPB’s security
systems. Following concern raised by several members
of Congress, the GAO published a report on September
22,2014 regarding the CFPB'’s collection of sensitive con-
sumer data and information. The GAO concluded that the
CFPB generally satisfied its legal privacy requirements;
however, it recommended a number of additional steps
for the CFPB to implement in order to enhance security
and privacy controls.??

3. Regulators’ Continued Focus on Payday
Lending

Regulators across the U.S., including in New York,
continue to put pressure on financial institutions to help
“choke off” payday lenders’ access to the banking sys-
tems—dubbed “Operation Choke Point” by the Depart-
ment of Justice (“DOJ”) and several other regulators. The
DOJ has now sent subpoenas to more than 50 banks. In
January 2014, Four Oaks Bank agreed to a $1.2 million
settlement with the DOJ regarding allegations that it al-
lowed a third party payment processor to use the Fed in
connection with unlawfully debiting consumer bank ac-
counts.?® U.S. prosecutors have now opened criminal and
civil probes into at least 15 banks and payment processors
as part of Operation Choke Point. On June 23, 2014, Attor-
ney General Eric Holder announced that the DOJ would
continue to aggressively investigate financial institutions
that knowingly facilitate transactions for payday lenders
engaging in fraudulent transactions.?” Mr. Holder made
clear, however, that the DOJ had no interest in pursuing
lawful conduct. The CFPB also is currently researching
and considering whether rulemaking is warranted in the
area of payday lending.?®
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In New York, the NYDFS sent cease and desist letters
in August 2013 to 35 companies offering illegal payday
loans to New York consumers, as well as a letter to the
National Automated Clearing House Association
("NACHA”) and 117 financial institutions requesting that

they assist the NYDEFS to “choke off” ACH system access
by the payday lending industry.?’ Since then, NACHA
issued a Request for Comment in November 2013 on
proposed rules to improve ACH network quality in light
of the focus on payday lending issues.’*® However, in a
subsequent letter sent to NACHA in January 2014, the
NYDFS said that while the NACHA proposal was a posi-
tive step, the NYDFS believed the proposal did not ad-
equately address some of the abuses of the ACH network
by payday lenders who made illegal loans in New York.%!
NACHA continued to take comments through 2014 and,
on August 22, 2014, approved a number of new rules to
help reduce illegal payday lenders’ use of the NACHA
system.*? In particular, effective September 18, 2015, two
new NACHA rules will (i) reduce the “return threshold”
for unauthorized debits from 1% to 0.5% and (ii) establish
a return rate threshold for account data quality returns at
3% and an overall debit return rate threshold of 15%. In
addition, the new rules will impose quality fees and fines
on originating banks in order to incent them to improve
the quality of originated ACH transactions.

The NYDFS also is looking into other payment net-
works used by payday lenders. The NYDFS announced,
in a press release on April 30, 2014, that in response to
mounting regulatory pressure to curb payday lenders’
abuse of the ACH network, some lenders are now using
debit card transactions to deduct funds from New York
consumers’ bank accounts.®® The NYDFS said, in its press
release, that it had sent cease and desist letters to another
20 companies engaging in illegal payday loans (12 of
which are using debit card tactics) and that the NYDFS
had reached a settlement agreement with Visa and Mas-
tercard to take a series of steps to help stop the processing
of debit card payments towards illegal payday loans over
the Visa and Mastercard networks. Under the settlement
agreement, Visa and Mastercard will be required to work
with financial institutions to ensure they are not process-
ing illegal debit card transactions on behalf of payday
lenders and to notify banks about New York’s laws pro-
hibiting payday lenders.

There appears, however, to be mounting criticism
of the regulators’ running of Operation Choke Point. In
May 2014, the U.S. House of Representatives Commit-
tee on Oversight and Government Reform (chaired by
Republican Darrell Issa) issued a report that concluded
that the DOJ lacks legal justification for Operation Choke
Point and that the DOJ is targeting payday lenders in a
deliberate attempt to deny them access to banking ser-
vices.** On June 26, 2014, Missouri Republican Blaine
Luetkemeyer introduced a bill to end Operation Choke
Point.3® The Community Financial Services Association
of America also filed a lawsuit on June 5, 2014 in the U.S.

District Court for District of Columbia against several
regulators (the FDIC, OCC and the Fed) alleging that
regulatory guidance issued by them relating to Operation
Choke Point is “arbitrary and capricious” and intended
to drive payday lenders out of business.* In July 2014,
the Committee on Financial Services of the U.S. House

of Representatives held a hearing regarding Operation
Choke Point, calling witnesses from both sides of the
fence to discuss their views on the operation.?” Most re-
cently, on October 6, 2014, six senators from the Commit-
tee on Banking, Housing and Urban Affairs sent a letter
to Attorney General Eric Holder to express concern over
the creation of lists of “high risk merchants” in regulatory
guidance, and to request that the DOJ and other agencies
limit the scope of Operation Choke Point and cease using
subpoenas and political action to unfairly target business
merchants engaged in legal commerce.3® Another coali-
tion of members of the House of Representatives also sent
letters to the DOJ and FDIC in October 2014 criticizing the
DOJ and FDIC’s “abuse” of authority to advance political
and/or moral agendas, and requesting that they initiate
investigations into Operation Choke Point.

Possibly in reaction to this mounting criticism of Op-
eration Choke Point, the FDIC, on July 28, 2014, issued
a letter to confirm that it would be removing the list of
high-risk merchants from certain of its supervisory guid-
ance of third party payment processors, and explained
that its inclusion of lists of examples of high-risk mer-
chants in FDIC guidance had created a misperception that
those merchants were prohibited or discouraged.*

4. New FinCen Proposed Rules to Identify
Beneficial Owners

On July 30, 2014, FinCen issued its much anticipated
Notice of Proposed Rulemaking (“NPR”)*! to amend
existing Bank Secrecy Act (“BSA”) regulations to help
prevent the use of anonymous companies to engage in or
launder the proceeds of illegal activity in the U.S. finan-
cial sector. Comments on the NPR were due by October
3, 2014, and numerous comments were received.*? The
proposed rule clarifies and strengthens customer due
diligence (“CDD”) obligations of covered financial institu-
tions that are subject to customer identification programs
(“CIP”), such as banks.*® In particular, the proposed rule
focuses on what FinCen describes as the four core ele-
ments of CDD. The first element of CDD will be to identi-
fy and verify customers—FinCen notes that this is already
addressed in existing CIP regulations.

The second element of CDD, however, will require
covered financial institutions to identify and verify the
identity of beneficial owners of legal entity customers.
This is a new requirement of the BSA regulations. Cur-
rently, BSA regulations only require financial institutions
to take reasonable steps to identify beneficial owners
in two limited situations—first, with respect to private
banking accounts in the U.S. for non-U.S. persons* and,
second, with respect to correspondent accounts for cer-
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tain foreign financial institutions.*> Under the proposed
rule, covered financial institutions will have to identify
any individual who, directly or indirectly, owns 25% or
more of the equity interests of the legal entity customer
(the “ownership prong”) as well as at least one individual
who “controls” the legal entity (the “control prong”). An
individual identified under the “control prong” might
also be one of the same persons who meets the “owner-
ship prong.” A legal entity customer will include corpo-
rations, LLCs, partnerships or similar business entities
(but will not include trusts not formed through a filing).
Certain legal entity customers will be exempt from the
beneficial owner requirements, such as publicly held
companies traded on a U.S. stock exchange, domestic
government agencies, and financial institutions regulated
by a federal regulator (e.g., a bank, broker-dealer etc.).
FinCen also may consider some other exemptions, such as
certain SEC or other registered entities. In addition, there
is an exemption for issuers of prepaid cards and financial
institutions that hold funds in omnibus or intermediated
accounts—in particular, if the covered financial institution
has no CIP obligations with respect to the intermediary’s
underlying client, then the intermediary can be treated

as the legal entity customer. Under the proposed rule, the
covered financial institution will be required to obtain, at
the time a new account is opened, a standard certification
form from the legal entity customer setting out its benefi-
cial owners. The covered financial institution then will be
required to verify the identity of those beneficial owners
using their existing risk-based CIP practices, although the
institutions generally can rely on representations of their
customers when answering questions about the owners of
the entity.

The proposed rule also will amend FinCen’s AML re-
quirements to expressly state the third and fourth element
of CDD set out in the proposed rules. The third element
of CDD in the proposed rules is that covered financial
institutions must understand the nature and purpose of
customer relationships. FinCen notes that such informa-
tion should already be getting obtained, so this require-
ment should not change an institution’s existing practices.
The fourth element of CDD is that covered financial
institutions conduct ongoing monitoring of customer re-
lationships—again, FinCen notes that institutions should
already be conducting ongoing customer reviews under
existing AML guidance.

5. Changes to Remittance Transfer Regulations

On August 22, 2014, the CFPB issued a final rule®® to
revise the remittance transfer regulations that became ef-
fective in October 2013.#” In particular, the rule extends
by five years (to July 21, 2020) the expiration date for the
“temporary exception” under the regulations that allows
a remittance transfer provider to disclose reasonable es-
timates of the exchange rate, transfer amount, covered
third party fees, and the total amount to be received by
the recipient. The rule also made a number of clarifica-

tions to the remittance transfer regulations—for example,
that U.S. military installations abroad are considered to be
located in a State for purposes of the regulations, and that
whether an account is a consumer account can be deter-
mined by looking at the primary purpose of the account,
etc.

In addition, on September 12, 2014, the CFPB also
finalized a rule to expand its coverage of large non-de-
pository financial service companies (i.e., nonbanks) for
international money transfers.*® Section 1024 of the Dodd-
Frank Act provided the CFPB with authority to supervise
certain nonbanks, such as large participants in a market
for consumer financial services. Under the new rule, the
CFPB can supervise companies that provide at least one
million international money transfers a year for compli-
ance with the remittance transfer regulations (found in
Subpart B of Regulation E), as well as for compliance with
other consumer financial laws, such as privacy and unfair,
deceptive and abusive acts and practices (UDAAP) laws.
The CFPB said that the new rule will affect approximately
25 nonbanks that provide approximately 90% of the
transfers in the nonbank market for international money
transfers. For example, companies such as Western Union
and MoneyGram International will be affected. The CFPB
said that it plans to coordinate examinations of such com-
panies with state regulatory authorities that generally
have the authority to license and examine these nonbanks
under money transmitter and similar laws.

6. NY Bill to Regulate Payroll Cards

On June 10, 2014, a bill was introduced by New York
State Assembly Majority Leader Joseph Morelle and State
Senator Patrick Gallivan to regulate payroll cards in New
York.* The bill follows a report issued by New York At-
torney General Eric Schneiderman on June 13, 2014 that
highlighted the impact of payroll cards on low-wage
workers and proposed a Payroll Card Act to prevent the
reduction of workers’ wages through payroll card fees.™
Mr. Schneiderman’s report notes that “virtually all payroll
card programs charge fees for card related activities, and
these fees can add up, reducing the meager take-home
pay received by the lowest paid workers in the state.”

If enacted, the bill will add new provisions to New
York’s labor laws. For example, employers must obtain
the employee’s written consent in order to pay wages or
salary by direct deposit to a payroll card (and that consent
can be withdrawn at any time by the employee), and em-
ployers must offer employees the option of receiving pay-
ment by check or deposit to a bank account. Employers
also must provide certain notices to the employee before
obtaining consent—those notices include fees that may be
assessed by the payroll card issuer or third parties. Impor-
tantly, an employer is restricted from paying employees
with payroll cards unless certain requirements are met—
such as at least one network of ATMs within reasonable
proximity to the cardholder’s place of employment or

26 NYSBA NY Business Law Journal | Winter 2014 | Vol. 18 | No. 2



residence that allows unlimited cash withdrawals and
balance inquiries at no cost. Payroll card accounts must
be FDIC or NCUA insured and must comply with Regu-
lation E and not be linked to a credit product. Finally,
payroll card programs also cannot charge fees for account
initiation, participation, closing, etc.
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Recent Employment Laws Impacting Private Employers

in New York

By Sharon Parella and Leah Ramos

Introduction

During 2014, the New York City Council and New
York State Legislature enacted several laws that are
particularly impactful on private employers and their
workplaces. In addition, significant legislation regulating
“abusive conduct” in the workplace (commonly referred
to as “workplace bullying”) is currently under consider-
ation by the New York State Senate and Assembly, and is
being closely watched by employers, employees, lawyers
and advocates.

A summary of these laws is set forth below.

New York City Council Enactments
Prohibition of Discrimination Against Unpaid Interns

Effective June 14, 2014, an amendment to the New
York City Human Rights Law both extended current
prohibitions against workplace discrimination to unpaid
interns and clarified that the current prohibitions are
indisputably applicable to paid interns despite the gener-
ally short-term nature of their employment.

The New York City Human Rights Law (NYCHRL)!
provides, among other things, that it is unlawful for an
employer with four or more employees to discriminate
against its employees on the basis of race, creed, color,
age, national origin, gender (including gender identity
and sexual harassment), disability (including pregnancy),
marital status, partnership status, sexual orientation,
alienage or citizenship status, arrest or conviction record,
status as a victim of domestic violence, stalking and sex
offenses or unemployment status in hiring, compensation
or the terms, conditions or privileges of employment. The
new law mandates that interns, both paid and unpaid,
are covered by the foregoing protected categories, and
defines an “intern” as follows:

The term “intern” shall mean an indi-
vidual who performs work for an em-
ployer on a temporary basis whose work:
(a) provides training or supplements
training given in an educational environ-
ment such that the employment of the
individual performing the work may be
enhanced; (b) provides experience for
the benefit of the individual performing
the work; and (c) is performed under the
close supervision of existing staff. The
term shall include such individuals with-
out regard to whether the employer pays
them a salary or wage.?

In addition, a New York City Council press release indi-
cates that the new law “would require employers to make
reasonable accommodations for interns in certain circum-
stances.”3

This amendment to the NYCHRL was largely in
response to the 2013 decision in Wang v. Phoenix Satellite
Television US, Inc.,* in which the court held that an unpaid
intern could not sue her employer for sexual harass-
ment under the NYCHRL because she was unpaid and,
therefore, not intended to be a covered person within
the meaning of the statute. Ms. Wang, then a 22-year-old
master’s degree student, had alleged that she had been
subjected to a hostile work environment, quid pro quo
sexual harassment and retaliation by her supervisor. The
court granted the employer’s motion to dismiss these
claims, concluding that:

The plain meaning of the NYCHRL, the
case law, interpretations of analogous
wording in Title VII [of the Civil Rights
Act of 1964] and the [New York State Hu-
man Rights Law], as well as the legisla-
tive history of the NYCHRL all confirm
that the NYCHRL's protection of employ-
ees does not extend to unpaid interns.®

Ms. Wang also had asserted that Phoenix Satellite Televi-
sion (“Phoenix”) failed to hire her for full-time employ-
ment based on the discriminatory animus of her supervi-
sor; these claims (brought under both the NYCHRL and
the New York State Human Rights Law) survived Phoe-
nix’s motion to dismiss the second amended complaint.

Regulation of Electronic Cigarettes

Effective April 29, 2014, an amendment to New York
City’s Smoke-Free Air Act prohibits the use of electronic
cigarettes in all locations where smoking is prohibited,
including in places of employment.® Employers are
required to modify their no smoking policies to include
electronic cigarettes.

Provision of Paid Sick Time to Employees

Effective April 1, 2014, under New York City’s Earned
Sick Time Act (“Paid Sick Leave Law”), employers with
five or more employees who are hired to work more
than 80 hours each calendar year must provide employ-
ees with up to 40 hours of paid sick leave each calendar
year.” Employers with fewer than five employees must
provide an equal amount of sick leave on an unpaid basis.
Employers with one (or more) domestic worker who
has been employed for at least one year and works more
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than 80 hours each calendar year must provide two days
of paid sick leave (in addition to the three days of paid
rest provided under the New York State Labor Law®).
Employees accrue sick leave at the rate of one hour for
every 30 hours worked, up to a maximum of 40 hours of
sick leave per calendar year (accrual differs for domestic
workers, as well as for employees who are covered by
collective bargaining agreements). Employees begin to
accrue sick leave on April 1, 2014 or on their first day of
employment, whichever is later (the date accrual begins
differs for certain employees covered by collective bar-
gaining agreements).

In addition, employers must provide employees with
written notice of their rights to sick leave, and maintain
records reflecting compliance with the law. A “Notice of
Employee Rights” may be obtained on the NYC Depart-
ment of Consumer Affairs website and is available in 26
languages.’

An employee may use sick leave when he or she:

(i) has a mental or physical illness, injury, or
health condition; needs to get a medical diag-
nosis, care, or treatment of his or her mental
or physical illness, injury or condition; or
needs to get preventive medical care.

(if) must care for a family member who needs
medical diagnosis, care, or treatment of a
mental or physical illness, injury or health
condition, or who needs preventive medical
care.

(iii) works for an employer whose business is
closed due to a public health emergency, or
needs to care for a child whose school or child
care provider is closed due to a public health
emergency.

Under the law, “family members” are defined as a:

(i) child (biological, adopted or foster child; legal
ward; child of an employee standing in loco
parentis)

(ii) grandchild

(iii) spouse

(iv) domestic partner
(v) parent

(vi) grandparent

(vii) child or parent of an employee’s spouse or
domestic partner

(viii)siblings (including half, adopted or step sib-
ling).
If the need for sick leave is foreseeable, an employer

may require up to seven days’ advance notice of the
employee’s intention to use sick leave. If the need is un-

foreseeable, the employer may require notice as soon as
practicable.

Up to 40 hours of unused sick leave can be car-
ried over to the next calendar year. An employer is only
required, however, to allow an employee to use up to 40
hours of sick leave per calendar year.

Finally, employers may not retaliate against employ-
ees who (i) request and use sick leave, (ii) file complaints
with the Department of Consumer Affairs for alleged
violations of the law, (iii) communicate with any person,
including coworkers, about any violation of the law,

(iv) participate in an administrative or judicial action
regarding an alleged violation of the law, or (v) inform
another person of that person’s potential rights. Retalia-
tion includes any threat, discipline, discharge, demotion,
suspension or reduction in hours, or any other adverse
employment action for exercising or attempting to exer-
cise any right under the law.

Prohibition of Discrimination Based on Pregnancy,
Childbirth or a Related Medical Condition

Effective January 30, 2014, the New York City Preg-
nant Workers Fairness Act makes it illegal for an em-
ployer with four or more employees to refuse to provide
reasonable accommodations to pregnant women and
those who suffer medical conditions related to preg-
nancy and childbirth.!? Reasonable accommodations may
include bathroom breaks, breaks to facilitate increased
water intake, periodic rest if the employee is required to
stand for long periods of time, assistance with manual
labor, changes to the employee’s work environment and
unpaid medical leave.!! In addition, employers must
provide written notice to their employees regarding the
right to be free from this type of discrimination. In this
regard, a poster which satisfies this written notice require-
ment, entitled “Pregnancy & Employment Rights,” may
be obtained on the NYC Commission on Human Rights
website and is available in seven languages.?

Prohibition of Discrimination Based on an Individual’s
Status as Unemployed

Although this amendment to the New York City
Human Rights Law was effective June 11, 2013, it is
important to remember that employers with four or more
employees are prohibited from considering an applicant’s
status as being unemployed when making employment
decisions with regard to hiring, compensation or the
terms, conditions or privileges of employment, unless
there is a substantially job-related reason for doing so.!3
Employers are also prohibited from posting job advertise-
ments that require applicants to be currently employed or
that state that the employer will not consider applicants
based on their unemployment status. Under the law, “un-
employed” is defined as “not having a job, being avail-
able for work, and seeking employment.”!4 In addition to
providing that an employer may consider an applicant’s
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unemployment based on a substantially job-related
reason, express exemptions contained in the law permit
employers to (i) inquire into the circumstances surround-
ing an applicant’s separation from prior employment, (ii)
decide that only applicants who are its current employ-
ees will be considered for employment or given priority
for employment or with respect to compensation, terms,
conditions or privileges of employment, or (iii) publish an
advertisement for a job vacancy that requires or takes into
consideration certain job-related qualifications (such as a
current and valid professional or occupational license, a
minimum level of education or training, or a minimum
level of occupational or field experience).

New York State Legislature

Protection of Unpaid Interns from Workplace
Discrimination and Sexual Harassment

On July 22, 2014, Governor Andrew Cuomo signed
into law an amendment to the New York State Human
Rights Law which extends protections against workplace
discrimination and harassment to unpaid interns.!® The
amendment was effective immediately upon signing.

The new law defines an “intern” as follows:

[A] person who performs work for an
employer for the purpose of training
under the following circumstances:

a. the employer is not committed

to hire the person performing the
work at the conclusion of the training
period;

b. the employer and the person
performing the work agree that the
person performing the work is not
entitled to wages for the work per-
formed; and

c. the work performed: (1) provides
or supplements training that may
enhance the employability of the
intern; (2) provides experience for the
benefit of the person performing the
work; (3) does not displace regular
employees; and (4) is performed un-
der the close supervision of existing
staff.16

Pending Legislation Prohibiting Abusive Conduct in
the Workplace

“Workplace bullying” is indisputably a hot topic in
New York and throughout the United States. Nonetheless,
although illegal in many countries, there is currently no
law prohibiting workplace bullying alone in the United
States. Federal and state courts prohibit workplace bul-
lying only in cases where the bullying conduct relates
to acts of discrimination and/or harassment based on

protected categories under federal, state or local discrimi-
nation laws and/or retaliation based on the target of the
bullying making a report of discrimination or harass-
ment. In addition, in cases where discrimination or sexual
harassment did not occur, New York courts may protect
against workplace bullying under tort laws (such as laws
prohibiting the intentional infliction of emotional distress)
or pursuant to an employer’s policies on professional
conduct (finding a breach of contract if a policy prohibits
workplace bullying and the employer does not take steps
to correct a bullying situation).

New York was the ninth state to introduce legislation
to prohibit “abusive conduct” in the workplace. The cur-
rently pending Senate and Assembly bills are based on a
template that was created by Professor David Yamada of
Suffolk University School of Law. Specifically, in 2001 Pro-
fessor Yamada proposed legislation, entitled the “Healthy
Workplace Bill” (“HW Bill”), with the intent that it would
be enacted in each state throughout the United States. The
text of this original bill was based on Professor Yamada’s
extensive research on workplace bullying and conclusion
that there is a need for “status blind” harassment laws
(i.e., protection from harassment in the workplace regard-
less of whether the harassment is based on one of the
protected categories under federal, state or local discrimi-
nation laws). The text of the bill was later revised in 2009.

In 2010, a HW Bill was passed in the New York Sen-
ate.!” This bill was subsequently “held” and extinguished
in the New York Assembly. A new 2011 Assembly HW
Bill was filed on February 2, 2011 by Assemblymember
Steve Englebright.!® The companion Senate HW Bill" was
introduced by Senator Diane J. Savino and was referred to
the Labor Committee on March 28, 2011. On February 13,
2013, Assemblymember Englebright reintroduced the HW
Bill for the 2013-2014 Legislative Session.?’ On February
25,2013, Senator Savino reintroduced the Senate version
of the HW Bill,?! and it was referred to the Senate Labor
Committee. The Senate Labor Committee passed the
HW Bill on June 3, 2013, and it is now before the Senate
Finance Committee.

The proposed New York HW Bill establishes a civil
cause of action for employees who are subjected to an
“abusive work environment,” and provides, among other
things, that:

(1) It is unlawful to subject an employee to an “abu-
sive work environment.” Affected employees may
bring legal actions in court against their employers
and/or the bullies who target them.

(2) “Abusive conduct” is conduct (acts and/or
omissions) that “a reasonable person would find
abusive.” The severity, nature and frequency of
the behavior at issue are relevant when determin-
ing whether such conduct is “abusive.” “Abusive
conduct” includes (i) repeated verbal abuse (such
as derogatory remarks, insults and epithets);
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(ii) verbal or physical conduct that a reasonable
person would find threatening, intimidating or hu-
miliating; and/or (iii) the sabotage or undermining
of an employee’s work performance. Conduct that
exploits an employee’s known psychological or
physical illness or disability is considered an ag-
gravating factor.

(3) A single act will not constitute “abusive conduct,”
unless such single act is especially severe or egre-
gious.

(4) An “abusive work environment” is a workplace
where an employer or one or more of its employ-
ees, acting with intent to cause pain or distress to
an employee, subjects that employee to “abusive
conduct” that causes physical and/or psychologi-
cal harm to the employee.

(5) One possible remedy is that employers must re-
move the bullies from their workplaces.

(6) Additional remedies include reinstatement, reim-
bursement for lost wages, front pay and medical
expenses, compensation for pain and suffering,
compensation for emotional distress, punitive
damages and attorneys’ fees.

(7) Affirmative defenses are available to both employ-
ers and purported bullies, and retaliation against
an employee who complains about “abusive con-
duct” is prohibited.

(8) Any action in court must be commenced by the
targeted employee within one year of the last inci-
dent of “abusive conduct” which is the basis of the
allegation of an “abusive work environment.”

It is noteworthy that neither the New York State Leg-
islature nor the New York City Council has enacted a law
requiring sexual harassment training by employers. By
contrast, California law currently mandates that employ-
ers with 50 or more employees must provide at least two
hours of sexual harassment training and education to all
supervisory employees in California within the first six
months of the employee’s assumption of a supervisory
role and every two years thereafter.?> Moreover, in Sep-
tember 2014, California enacted a new law, effective Janu-
ary 1, 2015, which requires employers with 50 or more
employees to include “prevention of abusive conduct” as
part of the sexual harassment training that is provided to
supervisory employees.?
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Inside the Courts

Prepared by Attorneys at Skadden, Arps, Slate, Meagher & Flom LLP

CLASS CERTIFICATION

E.D.N.Y. Denies Class Certification in Investment
Marketing Materials Dispute

Goodman v. Genworth Fin. Wealth Mgmt. Inc., No.
09-CV-5603(JFB)(GRB), 300 F.R.D. 90 (E.D.N.Y. Apr. 15,
2014).

Judge Joseph F. Bianco of the U.S. District Court for
the Eastern District of New York denied class certifica-
tion of claims that a financial services company violated
Section 10(b) of the Securities Exchange Act by allegedly
misrepresenting the company’s investment approach in
its marketing materials. The plaintiffs alleged that Gen-
worth misrepresented that its investment approach would
be guided by a particular investment manager’s recom-
mendations concerning mutual fund and asset allocation
selections. The court determined that the plaintiffs failed to
allege a common theory of reliance as required under Fed-
eral Rules of Civil Procedure 23(b)(3). The plaintiffs did not
identify an efficient market for the securities at issue, so
they were not entitled to a presumption of reliance under
the fraud-on-the-market theory. The plaintiffs also were
not entitled to a presumption of reliance under Affiliated
Ute Citizens of Utah v. United States, 406 U.S. 128 (1972),
which applies to material omissions, because the plain-
tiffs” claims actually were based on Genworth’s affirma-
tive representations concerning an investment manager’s
role in mutual fund selection and asset allocation, not
any alleged omissions. In addition, the court rejected
the plaintiffs” purported expert on class-wide reliance
because plaintiffs could not prove class-wide reliance by
showing that the representations and omissions at issue
were uniform and material.

DEMAND FUTILITY

Ninth Circuit Reverses District Court’s Dismissal, Holds
Plaintiffs Adequately Alleged Demand Futility in
Shareholder Derivative Action

Rosenbloom v. Pyott, No. 12-55516 (9th Cir. Sept. 2,
2014).

The U.S. Court of Appeals for the Ninth Circuit
reversed the dismissal of a derivative action brought by
shareholders of Allergan, Inc., concluding that the plain-
tiffs had adequately alleged demand futility.

Allergan makes Botox, a cosmetic and therapeutic
drug. Botox has been prescribed for both on-label and
off-label uses. While a doctor may prescribe an approved
drug for an off-label use, federal law imposes limits on
whether and how a drug manufacturer can promote off-

label uses. In 2010, Allergan faced allegations it had acted
illegally in marketing and labeling Botox. The company
settled several qui tam suits and pleaded guilty in a crimi-
nal case. Allergan ultimately paid over $600 million in
fines.

Shortly thereafter, plaintiff shareholders filed a deriva-
tive action alleging that Allergan’s directors were liable
to the company for violations of various state and fed-
eral laws, and for breaches of their fiduciary duties. The
plaintiffs, however, did not make a demand on Allergan’s
board requesting that Allergan bring the claims in its own
name. The plaintiffs argued that demand was excused for
two reasons. First, the board decided to pursue a business
plan premised on unlawful conduct. Second, the board
remained consciously inactive despite actual or construc-
tive knowledge of wrongdoing at the company. The
district court dismissed the action, concluding that the
plaintiffs failed to allege particularized facts that demand
was excused.

On review, the Ninth Circuit first explained the dif-
ferent standards under which demand may be excused.
For the plaintiffs’ claim that the board pursued a busi-
ness plan premised on unlawful conduct, the two-part,
disjunctive Aronson test applies. See Aronson v. Lewis, 473
A.2d 805, 814 (Del. 1984). Under that standard, demand
is excused if, under the particularized facts alleged,
either a reasonable doubt is created that the directors are
disinterested and independent, or there is a reasonable
doubt that the challenged transaction was otherwise the
product of a valid exercise of business judgment. Under
that standard, the court noted, a director has a “disabling
interest for pre-suit demand purposes when the potential
for liability...may rise to a substantial likelihood.”

For the plaintiffs’ claim that the board remained con-
sciously inactive when it knew (or should have known)
about the illegal conduct, the court acknowledged that
the demand standard is “less settled.” Some courts have
employed the Aronson test for the claim. Other courts
classify the claim as a theory of oversight liability, as set
forth in In re Caremark Int’l., 698 A.2d 959, 971 (Del. Ch.
1996). Demand futility for Caremark claims is tested under
the Rales standard, which requires a plaintiff to allege
facts that create a reason to doubt that the board “could
have properly exercised its independent and disinterested
business judgment in responding to a demand.” Rales
v. Blasband, 634 A.2d 927, 934 (Del. 1993). Despite the
uncertainty regarding the appropriate demand standard,
the court explained that demand is excused under either
approach if a plaintiff alleges particularized facts that cre-
ate a reasonable doubt as to whether a majority of a board
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faces a substantial likelihood of personal liability for
breaching the duty of loyalty. The court also noted that,
“[w]hen appropriate, courts may evaluate demand futility
by looking to the whole board of directors rather than by
going one by one through its ranks.”

The panel first analyzed the plaintiffs” claim that the
board remained consciously inactive despite actual or
constructive knowledge of wrongdoing at the company.
The court recognized, as Allergan argued, that it was
entirely possible for off-label sales to increase on their
own, without any illegal promotion by a drug manufac-
turer. Here, however, the plaintiffs provided “a battery of
particularized factual allegations that strongly support
an inference” that the board knew of illegal activity and
yet did nothing. First, the plaintiffs alleged that the board
closely and regularly monitored off-label Botox sales. Sec-
ond, the board received data directly linking Allergan’s
sales programs to fluctuations in off-label sales. Third,
the board received repeated FDA warnings about illegal
promotion of Botox. Fourth, Botox was one of Allergan’s
most important drugs. Fifth, the conduct “was unques-
tionably of significant magnitude and duration.”

The court concluded that, taking these allegations
together, the district court abused its discretion in deter-
mining that they did not create a reasonable inference of
conscious inaction. The panel highlighted three specific
errors by the district court. First, the district court con-
sidered the allegations in isolation rather than in combi-
nation, “even though in cases like this one an inference
of Board involvement or knowledge may depend on a
combination of factual allegations.” Second, the district
court drew inferences in the board’s favor, rather than in
the plaintiffs” favor. Third, “the district court essentially
insisted on a smoking gun of Board knowledge, even
though precedent holds that plaintiffs can show demand
futility by alleging particular facts that support an infer-
ence of conscious inaction.”

Having already determined that demand was ex-
cused, the panel still proceeded to briefly analyze demand
futility under the plaintiffs’ claim that the board pursued
a business plan premised on unlawful conduct. Taking
the same factual allegations, the court concluded that it
was a reasonable inference that the “red flags of illegal
conduct” were not “signs that the marketing team had
gone off the rails.” Rather, as the plaintiffs alleged, it was
reasonable to infer that “they were welcome indicators
that a massive, Board-approved push for off-label sales of
Botox was going according to plan.” The court reasoned
that an inference that the board decided to break the law
can be drawn even without a “Board-approved document
stating, ‘we’re all going to go promote Botox off-label now and
do so in a way that violate[s] the FDA’s regulations.”” Rather,
it is sufficient if the allegations create a reasonable doubt
that the board adopted a plan premised on illegal, off-
label marketing of Botox, and therefore faces a substantial
likelihood of liability for breaching the duty of loyalty.

District of Nevada Dismisses MGM Mirage Shareholder
Derivative Action, Citing Issue Preclusion

In re MGM Mirage Derivative Litig., No. 2:09-cv-01815-
KJD-RJJ, 2014 WL 2960449 (D. Nev. June 30, 2014).

Judge Kent ]. Dawson of the U.S. District Court for
the District of Nevada granted defendant MGM Resorts
International’s (MGM) motion to dismiss a shareholder
derivative action.

The plaintiff alleged that MGM officers and directors
made false representations regarding MGM’'s “construc-
tion of CityCenter, a massive, multi-billion dollar high
rise on the Las Vegas strip.” The plaintiff failed to make a
demand on MGM’s board, but alleged that demand was
not required because it would have been futile.

Meanwhile, two other MGM shareholders filed a
derivative suit in Nevada state court in 2011, alleging
the same misleading conduct on the part of MGM direc-
tors and officers, and alleging the same issues of demand
futility. The Nevada state court granted MGM’s motion
to dismiss that action, and the Nevada Supreme Court
affirmed the judgment in December 2013.

Given the state court ruling, MGM argued here that
the plaintiff was precluded from relitigating the same
issue. Judge Dawson first explained that, in applying
Nevada issue preclusion law, four elements must be satis-
fied: (1) the issue decided in the prior litigation must be
identical to the issue presented here; (2) the initial rul-
ing must have been on the merits and final; (3) the party
against whom the judgment is asserted must have been a
party in privity with a party in the prior litigation; and (4)
the issue was actually and necessarily litigated. The plain-
tiffs here based their arguments on elements (1) and (3).

As to whether the issues here and in the prior state
court action were identical, the plaintiff argued that the
facts supporting the demand futility issue were different
because the plaintiff here had access to internal MGM
documents and the benefit of a court order in a related
securities action. The court disagreed, reasoning that
“[d]emand futility is the ‘common issue’ in both proceed-
ings.” Thus, “additional facts supporting demand futility
are irrelevant.”

As to whether the party here was the same as, or in
privity with, the parties in the prior action, the plaintiff
argued that the actions were brought by different share-
holders. The court acknowledged a “dearth of Nevada
state law” on this point. However, the court noted that
a derivative action allows a shareholder to “’step into
the corporation’s shoes,”” and found persuasive a recent
District of Nevada opinion that concluded ““plaintiffs in
a shareholder derivative action represent the corpora-
tion, and therefore the question of whether demand on
the board of directors would have been futile is an issue
that is the same no matter which shareholder serves as
plaintiff.”” The court allowed for the possibility that the
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plaintiff may have merely been in privity with the state
court shareholder plaintiffs, but “it is clear that Plaintiff
is one or the other.” Therefore, element (3) was satisfied.
Accordingly, because all four elements of Nevada’s issue
preclusion law were met, the court dismissed the com-
plaint.

District Court Dismisses Derivative Claims Over Parent
Company’s Actions Regarding Struggling Subsidiary

Gordon v. Bindra, No. 2:14-cv-01058-ODW(ASXx), 2014
U.S. Dist. LEXIS 77620 (C.D. Cal. June 5, 2014).

Judge Otis D. Wright II of the U.S. District Court for
the Central District of California dismissed, for failure to
allege demand futility, a shareholder derivative action al-
leging that board members of Edison International (EIX),
in violation of their fiduciary duties, caused subsidiary
Energy Mission Energy (EME) to pay $924 million in divi-
dends and $183 million under a tax-sharing agreement
while EME was insolvent. According to the complaint,
these actions forced EME into bankruptcy.

The plaintiff attempted to demonstrate that the direc-
tors were not disinterested by alleging that they faced a
serious threat of liability based on the allegations. The
court concluded that the plaintiff failed to make that
showing.

First, the court noted that, under California law,
“there is no indication” of a duty owed by directors of a
parent corporation to a subsidiary. Moreover, California
courts have held that there is “’no broad, paramount fi-
duciary duty of due care or loyalty that directors of an in-
solvent corporation owe the corporation’s creditors solely
because of a state of insolvency.”” Given that, the parent
company directors would also not owe a fiduciary duty
to the subsidiary’s creditors because “the parent’s direc-
tors...are even further removed.” Therefore, the plaintiff
cannot establish demand futility based on a likelihood of
director liability.

Second, EIX’s articles of incorporation include an
exculpation clause that relieves directors of liability to the
extent allowed under California law. Thus, the plaintiff
would have to allege that the directors acted intentionally,
knowingly, or in bad faith.

Third, even if the court were to find that the EIX
board owed EME some fiduciary duty on the basis that
EME was insolvent, the plaintiff still failed to adequately
plead that EME was, in fact, insolvent. The complaint
contained numerous statements regarding EME’s “’fi-
nancial crisis”” or “looming debt problems,”” but those
descriptive phrases, the court ruled, could not substitute
for well-pleaded allegations regarding EME’s insolvency.

Fourth, the plaintiff failed to allege on a “’director-
by-director’” basis why each did not meet the test of
independence or disinterest. Rather, “’she lumps all Indi-
vidual Defendants together or simply references the ‘EIX

Board.”” Such “generalized allegations preclude the Court
from making findings” regarding each director.

Finally, the plaintiff failed to allege that the transac-
tions in question were not a valid exercise of business
judgment. The plaintiff based her argument on the claim
that the directors acted in bad faith by forcing EME to vio-
late a provision of the U.S. Bankruptcy Code. However,
the allegedly fraudulent transfer occurred before EME
was insolvent, even under the plaintiff’s allegations. Fur-
ther, as noted above, the plaintiff failed to plead sufficient
facts that EME was, in fact, insolvent.

ERISA

Seventh Circuit Reverses District Court Decision
Granting Defendant Summary Judgment in ERISA
Action for Breach of Fiduciary Duty

Fish v. Greatbanc Trust Co., 749 F.3d. 671 (7th Cir.
2014).

The U.S. Court of Appeals for the Seventh Circuit
reversed the district court’s grant of summary judgment
in favor of the defendants in an action brought under
the Employee Retirement Income Security Act of 1974
(ERISA). The plaintiffs, participants in The Antioch Com-
pany’s employee stock ownership plan, alleged that the
plan trustee breached its fiduciary duties in connection
with a leveraged buyout of Antioch stock that ultimately
left the company bankrupt. The defendants contended
that the plaintiffs’ claims were time-barred under
ERISA’s three-year statute of limitations because the
plaintiffs gained actual knowledge of the alleged ERISA
violations from proxy statements describing the trans-
action and the company’s subsequent financial decline
more than three years before they filed suit.

In reversing the district court’s decision, the Seventh
Circuit held that a plaintiff does not have “actual knowl-
edge” of a breach of fiduciary duty, for purposes of trig-
gering ERISA’s three-year statute of limitations, until the
plaintiff has knowledge of “all material facts.” However,
the court explained that this standard does not require
that plaintiffs have knowledge of every detail of a trans-
action or knowledge of illegality. The court further ruled
that where a plaintiff alleges a “process-based” fiduciary
duty claim, knowledge of the transaction terms alone is
not enough to trigger the three-year statute of limitations.
Rather, the court explained, the plaintiff must have actual
knowledge of the procedures the fiduciary used or failed
to use.

Applying this standard, the Seventh Circuit con-
cluded that neither the proxy materials nor plaintiffs’
knowledge of Antioch’s financial problems gave them
actual knowledge of the inadequate processes the fidu-
ciaries used to evaluate the buyout transaction more than
three years before filing suit. Thus, the court ruled the
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plaintiffs” claims were not time-barred under ERISA’s
three-year statute of limitations.

EXCHANGE ACT

Ninth Circuit Holds Company’s Alleged False and
Misleading Statements Were Nonactionable Puffery
and That Plaintiffs Failed to Adequately Plead Scienter

Police Ret. Sys. of St. Louis v. Intuitive Surgical, Inc.,
No. 12-16430, 2014 WL 3451566 (9th Cir. July 16, 2014).

The U.S. Court of Appeals for the Ninth Circuit af-
firmed the dismissal of a federal securities action brought
under Section 10(b) of the Exchange Act and SEC Rule
10b-5. In affirming the district court, the panel held that
the company’s purportedly false and misleading state-
ments were actually nonactionable puffery. In addition,
the plaintiffs failed to adequately allege that executives
made false statements with knowing or reckless disregard
for the truth.

The plaintiffs alleged that Intuitive executives, in the
company’s 2007 annual report and in four analyst calls in
2008, painted an overly optimistic picture of the compa-
ny’s prospects for continued growth despite internal data
showing Intuitive was headed for a slowdown.

The Ninth Circuit disagreed, holding that the plain-
tiffs failed to adequately plead falsity or scienter. As to
falsity, the panel concluded that the alleged misstate-
ments—which the court characterized as “classic growth
and revenue projections”—either were forward-looking
statements covered by the safe harbor provision of the
PSLRA or mere corporate puffery. For the statements
concerning future economic performance or “assump-
tions underlying those projections,” Intuitive provided
disclaimers accompanying each purported misstatement.
Those disclaimers contained cautionary language that
was “virtually identical to the cautionary language ap-
proved in Cutera,” referring to In re Cutera Sec. Litig., 610
FE.3d 1103 (9th Cir. 2010), the preeminent Ninth Circuit
case on statements protected by the PSLRA’s safe harbor
provision.

As to scienter, the plaintiffs attempted to establish
scienter through three different avenues: (1) the core
operations theory, (2) witness accounts and (3) evidence
of insider trading. Under the core operations theory,
the plaintiffs failed to allege specific facts showing the
individual defendants” involvement in day-to-day opera-
tions, or that the individual defendants accessed reports
that purportedly showed a grim financial outlook for the
company. The witness account consisted of the impres-
sions of a single low-level employee, amounting to “an
unsubstantiated statement without substance or context.”
Finally, as to insider trading, “the complaint contains no
allegations regarding the defendants’ prior trading his-
tory, which are necessary to determine whether the sales

during the Class Period were ‘out of line with” historical
practices.”

Third Circuit Affirms Dismissal of 10b-5 Claims Against
Pfizer Over Alzheimer’s Drug

City of Edinburgh Council v. Pfizer, Inc., 754 F.3d 159
(3d Cir. 2014).

The U.S. Court of Appeals for the Third Circuit af-
firmed the dismissal of claims brought against Pfizer, as
successor-in-interest to Wyeth, under Section 10(b) of the
Securities Exchange Act and SEC Rule 10b-5.

The plaintiff investors alleged that Wyeth made false
and misleading statements regarding interim Phase 2 clin-
ical trial data for its Alzheimer’s drug, including that the
company’s decision to initiate a Phase 3 trial was based,
in part, on the “’encouraging’” Phase 2 interim data. In
addition, the plaintiffs alleged that Wyeth’s statements
and actions triggered a duty to disclose full and complete
material information about the Phase 2 interim results.

1

In denying the plaintiffs” appeal and affirming the
district court’s dismissal, the Third Circuit first explained
that the plaintiffs’ “own pleading demonstrates the
accuracy of defendants’ statement.” Indeed, the plaintiffs’
allegations of falsity were “based on a selective reading”
of Wyeth’s purportedly misleading press release. A
complete reading of the press release revealed no false or
misleading statements. Second, the allegedly misleading
statements “explicitly cautioned investors that ‘[n]o
conclusion’ could be drawn about the Phase 2 interim
results until the completion of Phase 2.” Third, the
affirmative statements the company made regarding the
Phase 2 interim results referred to them in ways such as
“encouraging.” Such expressions, the court held, were
mere inactionable puffery.

The panel next addressed the allegations supplied by
two confidential witnesses, described as “former Wyeth
executives” who were involved in the development of
the Alzheimer’s drug. According to the confidential wit-
nesses, there was internal disagreement regarding how
to interpret the Phase 2 interim results, and whether they
supported the decision to proceed to Phase 3. The Third
Circuit held that these allegations were also insufficient to
state a claim. “Interpretations of clinical data are consid-
ered opinions. Opinions are only actionable under the
securities laws if they are not honestly believed and lack
a reasonable basis. [Plaintiffs] have failed to adequately
allege defendants did not honestly believe their interpre-
tation of the interim results or that it lacked a reasonable
basis.”

Finally, the court held that the company was un-
der no duty to disclose the full Phase 2 interim results.
According to the court, because Wyeth did not “place
the strength or nature of the Phase 2 interim results ‘in
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play,’...it was under no duty to provide additional details
about those results.”

Northern District of California Dismisses with
Prejudice Claims Against Hewlett-Packard Arising Out
of Allegations Regarding Former CEO’s Relationship
with Ex-Adult Film Actress

Retail Wholesale & Dep‘t Store Union Local 338 Ret.
Fund v. Hewlett-Packard Co., No. 12-cv-04115-JST,
2014 WL 2905387 (N.D. Cal. June 25, 2014).

Judge Jon S. Tigar of the U.S. District Court for the
Northern District of California dismissed with prejudice
claims brought by Hewlett-Packard shareholders alleging
that the company and its former chairman, president and
CEO, Mark Hurd, made false and misleading statements
and omissions regarding Hurd’s compliance with HP’s
Standards of Business Conduct (SBC) policy. The plain-
tiffs alleged that HP and Hurd made statements regard-
ing the importance of the SBC policy and, in so doing,
implied that Hurd “was in fact in compliance with them.”

Instead, according to the Second Amended Com-
plaint (SAC), Hurd hired ex-adult film actress Jodie
Fisher, with whom he had a personal relationship, as
an independent consultant to host executive events and
introduce Hurd to important HP customers. A later
investigation by HP’s board revealed that Fisher received
compensation or expense reimbursement where there
was not a legitimate business purpose, and that Hurd
submitted inaccurate expense reports that were intended
to or had the effect of concealing his relationship with
Fisher. Thus, the plaintiffs alleged, statements implying
Hurd’s compliance with the SBC policy were materially
misleading, and Hurd’s failure to disclose his conduct
was a material omission.

The district court disagreed, concluding that “[bJoth
claims fail because they do not adequately plead mate-
riality or falsity.” While the SAC adequately alleged that
Hurd violated the SBC, plaintiffs failed to plead that any
of HP or Hurd's representations amounted to a warranty
of ethical compliance with the SBC. The court explained
“a code of ethics is inherently aspirational; it simply can-
not be that every time a violation of that code occurs, a
company is liable under federal law for having chosen to
adopt the code at all, particularly when the adoption of
such a code is effectively mandatory.” Judge Tigar distin-
guished cases in which courts found actionable various
companies’ misrepresentations about their compliance
with corporate policy because those cases “related either
to compliance with the law (as opposed to a purely com-
pany policy) or to a company’s core product or service.”

Finally, the court found that Hurd’s concealment of
his noncompliance with the SBC was not a materially
false omission. As an initial matter, the plaintiffs’ theory
effectively would create an actionable omission any time

an executive is “involved in misconduct that might lead
to his or her resignation or termination.” More to the
point, however, for an omission to be actionable, there
must be a duty to disclose the underlying non-compliance
or misconduct. Here, because the representations about
corporate ethics did not constitute a warranty of compli-
ance, Hurd had no duty to disclose his misconduct to
make those representations not misleading.

District Court Dismisses Section 10(b) and 20(a) Claims
Against Tempur-Pedic for Failure to Adequately Plead
a Material Misrepresentation or Omission

Norfolk Cnty. Ret. Sys. v. Tempur-Pedic Int’l, Inc., No.
5:12-CV-195-KKC, 2014 U.S. Dist. LEXIS 70859 (E.D. Ky.
May 23, 2014).

Judge Karen K. Caldwell of the U.S. District Court
for the Eastern District of Kentucky dismissed an inves-
tor class action for securities fraud alleging that Tempur-
Pedic, a company that manufactures premium mat-
tresses, and two of its officers misled investors about the
financial impact of a competitor’s new product line in
violation of Sections 10(b) and 20(a) of the Securities Ex-
change Act and SEC Rule 10b-5. The court ruled that the
plaintiffs had not adequately pled a material misrepre-
sentation or omission and that many of the statements at
issue also fell within the PSLRA’s “safe harbor” provision.

The plaintiffs claimed that while Tempur-Pedic’s
CEO and CFO were aware that the introduction and
expansion of the competing line had encroached on its
market share, they overstated Tempur-Pedic’s perfor-
mance after its debut and made overly optimistic state-
ments about the company’s future growth opportunities.
The complaint also alleged that the officers exercised
thousands of stock options for a gain of over $5.7 million
before releasing a series of press releases lowering projec-
tions and expectations, after which Tempur-Pedic’s share
price dropped dramatically.

The court determined that most of the statements at
issue were immaterial because they were so vague and
generally optimistic that they communicated nothing at
all and that the officers’ representations about past perfor-
mance were not misleading because they were accurate
statements of historical fact. The court also concluded
that the officers were not liable for any material omis-
sions because disclosures about the competing product
were not necessary to correct any otherwise misleading
prior statements. Finally, the court explained that if any
of the officers” forward-looking statements did constitute
material misrepresentations or involve material omis-
sions, they were accompanied by meaningful cautionary
language and thus protected under the “safe harbor”
provision of the PSLRA. Accordingly, the court dismissed
the plaintiffs’ complaint and denied as futile the plaintiffs’
request for leave to amend.
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EXPERT WITNESSES

S.D.N.Y. Excludes Plaintiffs’ Expert Testimony in Pfizer
Stock Price Litigation

In re Pfizer Inc. Sec. Litig., No. 04 Civ. 9866, 2014 WL
2136053 (LTS) (HBP) (S.D.N.Y. May 21, 2014).

Judge Laura Taylor Swain of the U.S. District Court
for the Southern District of New York excluded the expert
testimony of Daniel R. Fischel proffered in support of the
plaintiffs” claims concerning the effect of a pharmaceutical
company’s alleged misrepresentations on its stock price.
Fischel’s report utilized an event study to purportedly
demonstrate that the company’s stock price was inflated
by the allegedly false public statements. The court pre-
viously had granted summary judgment to the defen-
dant with respect to two of the alleged misstatements
and statements by a nonparty, and in response, Fischel
reduced his overall stock price inflation findings by 9.7
percent. However, Fischel provided little analysis or ex-
planation as to how he reached the new amount of stock
price inflation, and failed to disaggregate his computa-
tions to identify inflation caused by the dismissed mis-
statements. The court determined that “Fischel’s failure
to account in any way for the impact of the excluded []
statements render[ed] his opinions unhelpful to the jury,”
and excluded his testimony.

FIDUCIARY DUTIES
Books and Records

Delaware Supreme Court Finds Garner v. Wolfinbarger
Exception to Privilege Applies in Stockholder/
Corporation Plenary Proceedings and Section 220
Actions

Wal-Mart Stores, Inc. v. Ind. Elec. Workers Pension
Trust Fund IBEW, 95 A.3d 1264 (Del. 2014).

Defendant Wal-Mart Stores, Inc. appealed from a Court
of Chancery judgment that identified specific steps Wal-
Mart had to take in searching for documents and catego-
ries of documents that had to be produced in response to
a books and records demand pursuant to 8 Del. C. § 220.
Plaintiff IBEW made a books and records demand seeking
information regarding alleged bribery of Mexican officials
and Wal-Mart’s internal investigation of such bribery. Af-
ter a trial to determine whether Wal-Mart had produced
all responsive documents in response to the demand, the
Court of Chancery entered an order requiring produc-
tion of a wide variety of additional documents, including,
among others, officer-level documents, documents span-
ning a seven-year period and documents from recovery
tapes. The Court of Chancery also ordered the production
of documents that ordinarily would be protected by the
attorney-client and work product privileges, applying
the privilege exceptions elaborated by the U.S. Court of
Appeals for the Fifth Circuit in Garner v. Wolfinbarger, 430
F.2d 1093 (5th Cir. 1970).

The Delaware Supreme Court affirmed the Court of
Chancery’s judgment with respect to the scope of docu-
ment production, the range of dates of documents and
the requirement that documents be collected from backup
tapes, finding the Court of Chancery properly exercised
its discretion. As for the production of privileged docu-
ments, the Delaware Supreme Court determined that the
doctrine elaborated in Garner v. Wolfinbarger should be ap-
plied in plenary stockholder/corporation proceedings, as
well as in a Section 220 action. In Garner, the Fifth Circuit
recognized a fiduciary exception to the attorney-client
privilege, permitting stockholders of a corporation to “in-
vade the corporation’s attorney-client privilege in order
to prove fiduciary breaches by those in control of the cor-
poration upon showing good cause.” The Supreme Court
held that, in a Section 220 proceeding, the inquiry into
whether documents are “necessary and essential” to the
stockholder’s proper purpose in making a demand should
precede any privilege inquiry, “because the necessary and
essential inquiry is dispositive of the threshold question —
the scope of document production to which the plaintiff is
entitled under Section 220.” After holding that the Garner
standard applies in plenary stockholder proceedings and
in Section 220 actions, the Supreme Court found that the
Court of Chancery properly applied the Garner exception
in ordering the production of documents protected by the
attorney-client and work-product privileges.

Bylaws

Delaware Supreme Court Upholds the Facial Validity
of Fee-Shifting Bylaw in Nonstock Corporation

ATP Tour, Inc. v. Deutscher Tennis Bund (German
Tennis Fed’n), 91 A.3d 554 (Del. 2014).

Justice Carolyn Berger of the Delaware Supreme
Court issued an opinion holding that fee-shifting provi-
sions in a Delaware nonstock corporation’s bylaws are
not per se invalid. The bylaw at issue shifted all litigation
expenses to an unsuccessful plaintiff in intracorporate
litigation who did “not obtain a judgment on the merits
that substantially achieves, in substance and amount, the
full remedy sought.”

The Supreme Court answered four certified questions
from the U.S. District Court for the District of Delaware:
(1) Fee-shifting bylaws may be lawfully adopted under
Delaware law; (2) If otherwise valid and enforceable,
the bylaw could shift fees if a plaintiff obtained no relief
in the litigation (given the difficulty in applying a “sub-
stantially achieves” standard); (3) The bylaws would
be unenforceable if adopted for an improper purpose
(notably, the court remarked that the “intent to de-
ter litigation would not necessarily render the bylaw
unenforceable”); and (4) The bylaw generally would be
enforceable against members who joined the corporation
before the provision’s enactment.

38 NYSBA NY Business Law Journal | Winter 2014 | Vol. 18 | No. 2



The court also noted it was not deciding whether the
specific bylaw at issue was adopted for a proper purpose
or enforceable under the circumstances.

The Corporation Law Section of the Delaware Bar
is actively considering legislation that might limit ATP’s
holding in some fashion.

Rights Plans

Delaware Court of Chancery Upholds Discriminatory
Rights Plan

Third Point LLC v. Ruprecht, Nos. 9469-VCP et al., 2014
WL 1922029 (Del. Ch. May 2, 2014).

Vice Chancellor Donald E. Parsons, Jr. of the Delaware
Court of Chancery issued an opinion denying a prelimi-
nary injunction and allowing Sotheby’s annual meeting
to proceed and refused to enjoin the use of its rights plan.
In response to an apparent threat posed by increasing
activity in Sotheby’s stock by hedge funds, including
plaintiff Third Point, Sotheby’s adopted a rights plan
that would be triggered at a lower percentage of owner-
ship for those stockholders who filed a Schedule 13D (10
percent trigger threshold) than those filing a Schedule
13G (20 percent trigger threshold). Third Point, an activist
hedge fund, claimed that the Sotheby’s board violated its
fiduciary duties by adopting the rights plan and refusing
to provide Third Point with a waiver from the 10 percent
trigger, allegedly to give the board an impermissible ad-
vantage in an ongoing proxy contest.

The court refused to issue a preliminary injunction,
noting “[t]he substantive issue on the plaintiffs’ motion is
not whether the defendants have breached their fiduciary
duties or whether the corporation’s rights plan is invalid.
Rather, the question is whether plaintiffs have made a
sufficient showing to warrant my granting a preliminary
injunction.” The court found that the plaintiffs had not
stated a reasonable likelihood of success on the merits
and that Unocal was the appropriate standard of review,
and it was “possible, but unlikely, that [the] Blasius
[standard of review] may be implicated within the Unocal
framework in this case.”

First, applying Unocal, the court found that Third
Point presented an objectively reasonable and legally
cognizable threat to the corporation by its “creeping
control.” The court also held that the plaintiffs did not
demonstrate a reasonable probability of success on their
Blasius claim that the board adopted the rights plan for
the primary purpose of interfering with the franchise of
any stockholder, including Third Point, several months
later. Second, the court found that the plaintiffs had not
shown a reasonable likelihood that they would be able
to demonstrate that the rights plan was either coercive or
preclusive. Third, the court found that the board would
likely be able to show that the rights plan was a reason-
able and proportionate response to the threat of creeping
control.

With respect to the board’s refusal to grant Third
Point a waiver from the 10 percent trigger in March 2014
to allow it to acquire up to 20 percent of the corporation’s
stock, the court noted, “[t]his presents a much closer
question than the Board’s original decision to adopt the
Rights Plan in October 2013.” The court held it was not
clear that the board “did or should have had the exact
same concerns in March 2014 that it did in October 2013
when it adopted the Rights Plan. As a result, I am skepti-
cal that there is a reasonable probability that the Board
could establish that when it rejected the request for a
waiver, it had an objectively reasonable belief that Third
Point continued to pose a ‘creeping control’ risk to the
Company, either individually or as part of a ‘wolf pack.”
Nevertheless, the court held that the Sotheby’s board
“made a sufficient showing as to at least one objectively
reasonable and legally cognizable threat: negative con-
trol.”

On the other elements of injunctive relief, the court
found that “[a]lthough it is a close question, I find that
Third Point’s reduced odds of winning the proxy contest
due to the Rights Plan likely would have qualified as a
threat of irreparable harm, if Third Point had established
a likelihood of success on the merits.” Also, the balance of
the equities weighed “slightly in favor” of plaintiffs, but
since there was not a showing of likelihood of success on
the merits, an injunction was not warranted.

FOREIGN CORPORATIONS

Second Circuit Affirms Dismissal of Claims That
Financial Services Firm Violated the Commodities
Exchange Act Because the Plaintiff Did Not Allege a
Domestic Transaction

Loginovskaya v. Batratchenko, No. 13-1624-cv (2d Cir.
Sept. 4, 2014).

The U.S. Court of Appeals for the Second Circuit
affirmed the dismissal of claims that a financial services
company allegedly violated the Commodities Exchange
Act because the plaintiff did not allege a domestic trans-
action. The court held that the transactional test of Mor-
rison v. National Australia Bank Ltd., 561 U.S. 247 (2010),
applied to the Commodities Exchange Act’s private right
of action because the act did not contain a clear statement
that it had extraterritorial effect. In addition, because the
act limits private rights of action to suits over four specific
types of transactions, those transactions must occur in the
United States. Although the company that the plaintiff
invested in was incorporated in New York, the plaintiff
resided in Russia and negotiated and signed her invest-
ment contracts in Russia, and so the transactions were
deemed to have occurred outside the United States. In
sum, the court held that the Commodities Exchange Act
“creates a private right of action for persons anywhere in
the world who transact business in the United States,” but
it does not provide a right of action for those “who choose
to do business elsewhere.”
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Second Circuit Affirms Dismissal, Holding Plaintiffs
Failed to Allege Facts to Overcome Morrison's
Presumption Against Extraterritoriality

Parkcentral Global Hub Ltd. v. Porsche Automobile
Holdings SE, No. 11-447-cv (2d Cir. Aug. 15, 2014).

The U.S. Court of Appeals for the Second Circuit
affirmed the dismissal of claims that Porsche violated
Section 10(b) of the Securities Exchange Act by allegedly
claiming that it did not intend to acquire a controlling
interest in Volkswagen and concealing its accumulation
of Volkswagen'’s stock. The plaintiffs (international hedge
funds with U.S.-based investment managers) purchased
in the United States securities-based swap agreements
tied to Volkswagen'’s stock trading only on foreign
exchanges. These synthetic swap agreements were an
“unusual security” according to the court, and those
transactions were argued by the plaintiffs to be economi-
cally equivalent to short sales of Volkswagen’s stock
sufficient to invoke Section 10(b). Relying on Morrison
v. National Australia Bank, Ltd., 561 U.S. 247 (2010), and
Absolute Activist Value Master Fund Ltd. v. Ficeto, 677 F.3d
60 (2d Cir. 2012), the court held that, while a domestic
securities transaction is necessary to invoke Section
10(b), it is not always sufficient to state a claim. The
court reasoned that the plaintiffs” domestic purchase of
the swap agreements at issue in this case was predomi-
nately foreign under Absolute because Porsche’s alleged
false statements were made primarily in Germany with
respect to a German company traded only on a foreign
exchange. The court thus held that the plaintiffs failed to
allege facts to overcome Morrison’s presumption against
extraterritoriality. According to the court, “the imposi-
tion of liability under § 10(b) on these foreign defendants
with no alleged involvement in plaintiffs” transactions,
on the basis of defendants’ largely foreign conduct, for
loss incurred by the plaintiffs in securities-based swap
agreements based on the price movements of foreign
securities would constitute an impermissibly extrater-
ritorial extension of the statute.” It remanded the case to
allow the district court to entertain motions to amend the
complaints, if any, in light of the opinion.

INTERPRETING JANUS

Fourth Circuit Holds That Janus Does Not Apply in
Criminal Actions

Prousalis v. Moore, 751 F.3d 272 (4th Cir. 2014).

On May 7, 2014, the U.S. Court of Appeals for the
Fourth Circuit addressed the applicability of the U.S. Su-
preme Court’s decision in Janus Capital Group, Inc. v. First
Derivative Traders, 131 S. Ct. 2296 (2011), to the criminal
context, holding that Janus applies only to private suits; it
does not extend to the criminal context. Thomas Prousalis,
a securities lawyer, was convicted after pleading guilty
under Rule 10b-5 to knowingly including false and mis-
leading information in IPO registration materials that he

prepared and which his client signed and filed. Prousalis
appealed his conviction and lost. Thereafter, the Supreme
Court issued its decision in Janus, holding that “the maker
of a statement” for purposes of Rule 10b-5 is “the per-

son or entity with ultimate authority over the statement,
including its content and whether and how to communi-
cate it.” Prousalis filed a habeas petition, arguing that the
conduct for which he was convicted—merely preparing
the registration materials that were signed and filed by
others—mno longer was illegal after the Supreme Court’s
decision in Janus. The Fourth Circuit rejected Prousalis’
argument and affirmed the district court’s dismissal of his
petition. The Fourth Circuit held that Janus was rooted in
the implied private right of action of Rule 10b-5 and that
the decision is therefore “inapplicable outside the context
of the 10b-5 implied private right of action.” The Fourth
Circuit noted that “the Janus Court gave no indication
that it intended to curtail the government’s criminal
enforcement, nor did the opinion suggest that it even
contemplated the issue.” The Fourth Circuit thus declined
to broaden Janus” holding beyond the domain of implied
private rights.

LOSS CAUSATION

Ninth Circuit Holds Announcement of Investigation
Insufficient to Plead Loss Causation

Loos v. Immersion Corp., No. 12-15100, 2014 WL
4073061 (C.C.H.) (9th Cir. Aug. 7, 2014).

The U.S. Court of Appeals for the Ninth Circuit af-
firmed the dismissal of claims brought under Section
10(b) of the Exchange Act and SEC Rule 10b-5, holding
that “the announcement of an investigation, standing
alone, is insufficient to establish loss causation.”

The plaintiff, purporting to represent a class of Immer-
sion shareholders, alleged that Immersion “’cooked the
books’” in response to mounting pressure from investors
to become profitable. Specifically, the plaintiff claimed
that Immersion violated GAAP principles by recognizing
revenue earlier than permitted under the guidelines. The
plaintiff alleged that this fraud was revealed to the market
through a series of ““partial disclosures’” consisting of (i)
disappointing earnings results for four out of five quar-
ters and (ii) the subsequent announcement of an internal
investigation into prior revenue transactions.

122

The district court dismissed the complaint, conclud-
ing that the plaintiff failed to adequately allege scienter or
loss causation. The Ninth Circuit affirmed on loss causa-
tion grounds, without reaching the issue of scienter.

As to the quarterly results, the court held that disap-
pointing earnings reports “are merely indicative of poor
financial health; they do not tend to suggest that the com-
pany had engaged in fraudulent accounting practices. At
bottom, these disclosures simply reveal that Immersion
failed to meet its revenue goals.”
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On the issue of the investigation, the panel first noted
that the Ninth Circuit has “never squarely addressed
whether the disclosure of an internal investigation can
satisfy the loss causation element of a § 10(b) and Rule
10b-5 claim.” The court then proceeded to analyze a
recent U.S. Court of Appeals for the Eleventh Circuit deci-
sion, Meyer v. Greene, 710 E3d 1189 (11th Cir. 2013). In that
case, the Eleventh Circuit held that “the commencement
of an SEC investigation, without more, is insufficient
to constitute a corrective disclosure for purposes of §
10(b). The announcement of an investigation reveals just
that—an investigation—and nothing more.” Meyer, 710
E.3d at 1201. The Ninth Circuit agreed with the Eleventh
Circuit’s reasoning. The panel explained that the “an-
nouncement of an investigation does not ‘reveal” fraudu-
lent practices to the market. Indeed, at the moment an
investigation is announced, the market cannot possibly
know what the investigation will ultimately reveal....
Consequently, any decline in a corporation’s share price
following the announcement of an investigation can only
be attributed to market speculation about whether fraud
has occurred. This type of speculation cannot form the
basis of a viable loss causation theory.”

First Circuit Upholds Decision in Favor of Investment
Bank in AOL Shareholder Dispute

Bricklayers & Trowel Trades Int’l Pension Fund v. Credit
Suisse Sec. (USA) LLC, 752 F.3d 82 (1st Cir. 2014).

The U.S. Court of Appeals for the First Circuit af-
firmed summary judgment to an investment bank in an
action brought by a class of AOL shareholders claiming
that the investment bank violated Section 10(b) of the
Securities Exchange Act by allegedly misrepresenting
information about AOL in its analysts’ research reports.
To attempt to satisfy their burden regarding loss causa-
tion, the plaintiffs introduced event studies and expert
testimony allegedly showing that the investment bank’s
purported alleged misstatements or omissions concern-
ing AOL’s financial strength, the severity of AOL’s layoffs
and AOL’s unconventional accounting caused AOL’s stock
price to artificially inflate. The court held that the plain-
tiffs” expert’s event study was methodologically flawed,
and consequently determined that there was no triable
issue on loss causation. The event study contained several
problems, including the selection of event dates based on
unreliable data and the failure to properly consider previ-
ously disclosed information and other confounding fac-
tors. As a result, the court concluded that the district court
did not abuse its discretion in excluding the plaintiff’s
expert testimony on loss causation. Because the plaintiffs
failed to introduce admissible evidence on loss causation,
summary judgment in favor of the investment bank was
appropriate.

MISREPRESENTATIONS

Second Circuit Affirms Dismissal of ARS-Related Claims
Against Investment Bank

La. Pac. Corp. v. Merrill Lynch & Co., No. 13-1980-cv,
2014 WL 2870146 (2d Cir. June 25, 2014).

The U.S. Court of Appeals for the Second Circuit
affirmed in a summary order the dismissal of claims
that an investment bank violated Section 10(b) of the
Securities Exchange Act by allegedly manipulating and
misrepresenting the market for auction rate securities
(ARS). The plaintiffs alleged that the investment bank’s
bidding affected the clearing rate of the auctions and that
the investment bank’s ARS activities inflated the market
prices of ARS. The Second Circuit held that the liquid-
ity risks inherent in ARS auctions and the investment
bank’s bidding were adequately disclosed in both an SEC
cease-and-desist order and the investment bank’s online
disclosure of its ARS practices and procedures. In addi-
tion, the investment bank’s disclosure that it routinely
placed support bids was not misleading, even though it
allegedly placed support bids in every single auction and
knew that each auction would fail if it did not place these
bids. Lastly, the Second Circuit compared the plaintiffs’
allegations to two previously dismissed complaints
against the same investment bank alleging similar claims
and concluded that, like the insufficient allegations in
those cases, the plaintiffs” allegations were too general-
ized and conclusory to support a claim.

PSLRA
Safe Harbor Provision

Fifth Circuit Denies Safe Harbor Protection to Mixed
Present/Future Statements

Spitzberg v. Houston Am. Energy Corp., 758 F.3d 676
(5th Cir. 2014).

The U.S. Court of Appeals for the Fifth Circuit joined
the First, Third and Seventh Circuits in holding that a
“‘mixed present/future statement is not entitled to the
safe harbor with respect to the part of the statement that
refers to the present.”” In Spitzberg, investors brought a
securities fraud class action against an oil and gas explo-
ration company and certain of its employees and direc-
tors, alleging that the defendants made material misrep-
resentations regarding the amount of oil in an oil-and-gas
concession. The plaintiffs alleged that, based on the
definition of “reserves” commonly used in the industry
and in SEC regulations, the defendants’ use of the word
“reserves” in communications with investors suggested
that certain production or geological testing had been
completed when, in fact, no such production or testing
had been done. The district court granted the defendants’
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motion to dismiss the complaint. On appeal, the plaintiffs
argued, among other things, that one of their challenged
statements regarding “reserves” was not entitled to safe
harbor protection. Examining the statement in context,
the Fifth Circuit concluded that although the defendants’
use of the term “reserves” communicated a forward-
looking thought in one part of the statement, their use

of the term elsewhere in the statement was undoubtedly
backward-looking. Noting the absence of any authority
to the contrary, the Fifth Circuit followed the decisions of
its sister circuits in holding that a statement that contains
both forward-and backward-looking aspects is not en-
titled to safe harbor protection with respect to that part of
the statement that concerns the present.

RULE 10B-5 OMISSION LIABILITY

First Circuit Affirms Dismissal of Claims in Drug
Development Dispute

In re Genzyme Corp. Sec. Litig., 754 F.3d 31 (1st Cir.
2014).

The U.S. Court of Appeals for the First Circuit af-
firmed the dismissal of claims that a pharmaceutical
company allegedly violated Section 10(b) of the Securities
Exchange Act by concealing manufacturing difficulties
that purportedly delayed the company’s efforts to obtain
FDA approval for a drug. The court held that the plain-
tiffs” complaint was an “ill organized and convoluted
collection of 364 paragraphs” and failed to plead a strong
inference of scienter as required by the Private Securi-
ties Litigation Reform Act. The company’s decision not
to disclose the FDA's preliminary findings after a fac-
tory inspection was not fraudulent because the findings
were merely observational in nature and did not bear an
explicit relation to whether the drug would receive FDA
approval. The company’s delay in disclosing certain diffi-
culties with contamination in one of its factories also was
not fraudulent because the company did not immediately
know the cause of the problems and thereafter disclosed
its investigation in due course. In addition, statements
made to investors about the prospects of receiving FDA
approval were inactionable forward-looking projections,
and the company appropriately disclosed information
about the negative developments in manufacturing the
drug as it became available.

D.C. Circuit Holds That Accurate, “Snapshot”
Disclosures Made During Volatile Market Cycles Are
Not Actionable Under Federal Securities Law

Wu v. Stomber, 750 F.3d 944 (D.C. Cir. 2014).

The U.S. Court of Appeals for the D.C. Circuit dis-
missed the plaintiffs” Section 10(b) and Rule 10b-5 claims
challenging snapshot disclosures made by an investment
fund. The court held that no fraud had occurred because
the disclosures, which were issued during a period of
unusual market volatility, accurately reflected the portfo-

lio’s performance as of the date they purported to repre-
sent. Carlyle Capital Corporation was an investment fund
heavily exposed to residential mortgage-backed securities
(RMBS). Beginning in 2007, as the real estate and financial
sectors took a sharp downturn, Carlyle’s RMBS assets ex-
perienced substantial losses and increased volatility. When
Carlyle conducted a private offering with accredited inves-
tors in June 2007, it disclosed a “snapshot” of “the latest,
updated figure[s]” reflecting its RMBS losses and warned
investors that the real estate securities market was “’highly
volatile”” and ““difficult to predict.”” Carlyle’s losses grew
following the financing, and investors brought class action
suits alleging material misstatements and omissions in

the June 2007 offering memorandum. The district court
dismissed the complaints. On appeal, the plaintiffs alleged
that Carlyle’s financials as of June 13, 2007 were inaccurate,
relying on an email from a Carlyle director regarding the
portfolio’s much lower market valuation as of June 11. The
D.C. Circuit rejected the plaintiffs” argument, noting that
the initial offering memorandum purported to reflect Car-
lyle’s balance sheet as of June 13, 2007, and had warned in-
vestors against relying on the stability of RMBS valuations
due to volatile market conditions. Further, Carlyle post-
poned the pricing of its shares and issued a supplemental
memorandum nine days later, which further updated the
market regarding its portfolio’s poor performance through
June 26, 2007. Because Carlyle’s disclosures in the offer-
ing memorandum and supplemental memorandum were
accurate and “did not suggest [in either document] that the
snapshot...was anything other than just that—a snapshot,”
the D.C. Circuit held that dismissal of the plaintiffs” securi-
ties fraud claims was proper.

11

SCIENTER

Second Circuit Upholds Dismissal of 10(b) Claims
Against Telecommunications Company

Shemian v. Research In Motion Ltd., No. 13-1602-cv,
2014 WL 2766173 (2d Cir. June 19, 2014).

The U.S. Court of Appeals for the Second Circuit af-
firmed the dismissal of claims that a telecommunication
and wireless equipment company violated Section 10(b)
of the Securities Exchange Act by allegedly issuing false
and misleading statements about its projected financial
results, sales of its existing product line, and the intro-
duction of both a new operating system and new tablet.
The Second Circuit held that the plaintiffs” claims did not
adequately allege scienter. The plaintiffs failed to plead
any cognizable motive to commit securities fraud because
the plaintiffs did not allege specific facts supporting an in-
ference that defendants “knew, when speaking, that their
statements regarding product quality and release dead-
lines were false.” Although the company’s projections
may have been unduly optimistic based on its history of
product setbacks, such allegations were insufficient to
show recklessness. The Second Circuit further held that
the plaintiffs failed to adequately allege materiality. The
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court determined that the statements made by the com-
pany were at most puffery and any alleged omissions
were not material in light of the total mix of information
available. The court also dismissed arguments that the
company failed to disclose information about its products
as a “’known trends or uncertainties’” within the manage-
ment discussion and analysis section of its SEC filings.
The plaintiffs failed to allege any trend that was either not
disclosed or not already known to the market. In addi-
tion, the court affirmed the trial court’s denial of leave to
amend.

Scienter May Be Imputed to Corporation from
Employee Who Does Not “Make"” a Statement Within
the Meaning of Janus

Lee v. Active Power, Inc., No. A-13-CA-797-SS, 2014 WL
3010679 (W.D. Tex. July 2, 2014).

Judge Sam Sparks of the U.S. District Court for the
Western District of Texas denied a motion to dismiss a
securities fraud complaint, holding that the plaintiffs
adequately alleged corporate scienter by pleading knowl-
edge of an employee that could be imputed to the corpo-
ration. The plaintiffs sued Active Power, Inc., its CEO and
CFO for alleged violations of Section 10(b) of the Securities
Exchange Act and Rule 10b-5. The plaintiffs alleged that,
based on false information provided by another employee,
Active Power made false public statements regarding
its China operations. The defendants moved to dismiss,
arguing that the employee’s scienter (which was undis-
puted) could not be imputed to the corporation because,
under the U.S. Supreme Court’s definition of “make” as
articulated in Janus Capital Group, Inc. v. First Derivative
Traders, 131 S. Ct. 2296 (2011), the employee never actually
made the statements on which the suit was based. The
defendants argued that Janus overruled the Fifth Circuit’s
decision in Southland Securities Corp. v. INSpire Insurance
Solutions, Inc., 365 F.3d 353 (5th Cir. 2004), which held that
corporate scienter may be imputed from an employee who
“makes” a false statement or one who “furnish[es]” infor-
mation used in a false statement. The court rejected the
defendants’ argument, holding that while Janus excludes
from the definition of the “maker” of a false statement
someone who merely furnishes information, Janus did not
overrule the Fifth Circuit’s controlling precedent in South-
land. The court reasoned that Janus “defined who ‘makes’
a statement; the ‘furnished information” language from
Southland defined from whom scienter may be imputed
for the purposes of corporate liability.”

SEC ENFORCEMENT ACTIONS

Second Circuit Reverses Jury Verdict in Favor of SEC in
Section 17 Claims Against Financial Broker

S.E.C. v. Ginder, 752 F.3d 569 (2d Cir. 2014).

The U.S. Court of Appeals for the Second Circuit
reversed a jury verdict in favor of the SEC in a civil en-

forcement action claiming that a financial broker violated
Section 17 of the Securities Act by allegedly engaging in
marking timing despite directives from certain mutual
funds and the broker’s employer to cease those activities.
The jury found that the broker did not intentionally or
recklessly violate Section 17, but that he had acted negli-
gently. The district court ruled that the jury’s verdict was
supported by evidence that the broker did not read and
heed emails from his supervisors directing him not to
engage in market timing. The Second Circuit held that the
broker was entitled to judgment as a matter of law based
on the insufficiency of the evidence. The court determined
that the SEC failed to present any evidence of the appro-
priate standard of care from which a jury could determine
whether the broker acted negligently toward the mutual
funds. In addition, the record evidence established that
the mutual funds’ prohibition on market timing was
unclear and contradictory and that the broker’s employer
condoned the broker’s market timing activities.

The dissent disagreed with the majority’s analysis on
this point, noting that the plaintiff “does not allege that
she suffered any loss due to the Barclays Defendants’
purported deceptive conduct, nor does she allege that
any loss is traceable to a misrepresentation related to the
LIBOR-rate manipulation or to the LIBOR-rate manipu-
lation itself.” The dissent pointed out that the plaintiff’s
payments were never affected by the defendants” alleged
conduct. Therefore, according to the dissent, the plain-
tiff’s “alleged injury is far too attenuated to establish
Article III standing.”

SECURITIES FRAUD PLEADING STANDARDS/
STANDING

District Court Denies Motions to Dismiss Securities
Action Against Former Dewey & LeBoeuf Managers

Aviva Life & Annuity Co. v. Davis, No. 4:12-cv-00603-
JEG, 2014 WL 2069640 (S.D. lowa May 19, 2014).

Judge James E. Gritzner of the U.S. District Court for
the Southern District of Iowa refused to dismiss claims
brought against three former Dewey & LeBoeuf LLP
managers for alleged violations of Sections 10(b) and 20(a)
of the Securities Exchange Act, SEC Rule 10b-5, and state
securities laws. The plaintiffs claimed that the defen-
dants used materials containing misrepresentations and
omissions to convince institutional investors to purchase
Dewey-issued notes. In denying the motion to dismiss, the
court rejected the argument that the plaintiffs, who had
sold their notes and some of their related rights, lacked
standing to bring the securities claims. The court reasoned
that even though the plaintiffs had expressly assigned
their rights to bring claims against the defendants, the
U.S. Supreme Court’s holding in Blue Chip Stamps v. Manor
Drug Stores, 421 U.S. 723 (1975) rendered such assignment
inoperable as a matter of law. Accordingly, the assignee’s
release of all claims against Dewey during bankruptcy
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proceedings did not bar the plaintiffs’ claims because their
assignment never had been valid.

The court further held that the plaintiffs sufficiently
pled a claim under Section 10(b), even though the com-
plaint did not identify which defendant made which
statement, where a state court indictment and SEC
complaint set forth specific statements made by each
individual defendant tying him to a conspiracy to com-
mit a fraudulent act. Moreover, the court clarified that the
group pleading doctrine, an exception to the heightened
pleading requirement, survived both the passage of the
PSLRA and the U.S. Supreme Court’s decision in Janus
Capital Group, Inc. v. First Derivative Traders, 131 S. Ct. 2296
(2011). The plaintiffs also sufficiently pled their Section
20(a) claim, even though Dewey, the primary violator,
was not a named defendant. The court determined that a
primary violator is not a required party to a Section 20(a)
action. Rather, the primary violator’s liability is merely a
required element of the claim.

SETTLEMENTS

Second Circuit Reverses District Court’s Order Refusing
to Approve MBS-Related Settlement Between SEC and
Bank

S.E.C. v. Citigroup Global Mkts., Inc., 752 F.3d 285 (2d
Cir. 2014).

The U.S. Court of Appeals for the Second Circuit
reversed an order of a district court judge refusing to
approve a settlement agreement between the SEC and a
large bank arising from the bank’s alleged short positions
against mortgage-backed securities that it participated
in selling. The district court ruled that it lacked sufficient
information about the alleged conduct to determine if the
consent agreement was not only fair and reasonable, but
also adequate and in the public interest. The Second Cir-
cuit clarified that the proper standard for review of a pro-
posed consent agreement is only whether the agreement
is fair and reasonable. Applying that standard, the Second
Circuit held that the district court abused its discretion
in refusing to approve the agreement because the court
needed only to establish some factual basis “supported
by factual averments by the SEC, neither admitted nor
denied by the wrongdoer,” not ““cold, hard, solid facts
established either by admissions or by trials.”” The record
below supported such a finding. In addition, the district
court’s invocation of the public interest was error. The
SEC is squarely responsible for determining if a proposed
agreement serves the public interest, and a district court
may only consider whether the agreement would dis-
serve the public in some way, such as by barring potential
litigants from receiving separate relief. Likewise, the SEC
has the exclusive right to determine which claims to as-
sert against a particular defendant, and the district court
erred in questioning the SEC’s decision not to assert fraud
claims.

SLUSA

First Circuit Vacates District Court’s Dismissal of State
Law Claims Against Investment Fund

Hidalgo-Vélez v. San Juan Asset Mgmt., Inc., 758 F.3d
98 (1st Cir. 2014).

The U.S. Court of Appeals for the First Circuit vacat-
ed a district court’s dismissal of state law claims pursu-
ant to the Securities Litigation Uniform Standards Act
(SLUSA) and reversed the denial of the plaintiffs’ motion
to remand the case to state court. The plaintiffs alleged
that an investment fund did not comply with the invest-
ment policies it promised in the prospectus, and that its
investment strategy was contrary to Puerto Rico law.
The district court ruled that SLUSA barred the plaintiffs’
state law class action claims against the investment fund
and its adviser because, although the securities held by
the plaintiffs were not “covered securities,” the fund’s
anticipated investments included several covered securi-
ties. Relying on the U.S. Supreme Court’s recent opinion
in Chadbourne & Parke LLP v. Troice, 134 S. Ct. 1058 (2014),
which limited SLUSA’s reach, the First Circuit held that
SLUSA did not preclude the plaintiffs’ claims. Although
the fund’s prospectus “suggested” that the fund might
hold covered securities, the main investment alloca-
tion—at least 75 percent of the fund’s assets—contained
offerings of uncovered securities, the alleged misrepre-
sentations concerned uncovered securities (shares in the
fund), and the plaintiffs primarily sought ownership of
uncovered securities. Thus, unlike other cases where the
investors’ intent was to own covered securities, the alleged
misrepresentations and any connection to covered securi-
ties in the fund’s portfolio were too attenuated to support
SLUSA preclusion.

Second Circuit Denies Petition Seeking Rehearing of
Dismissal of SLUSA Claims Against Madoff Securities

In re Herald, Primeo, and Thema, 753 F.3d 110 (2d Cir.
2014).

The U.S. Court of Appeals for the Second Circuit de-
nied a petition seeking rehearing of an opinion affirming
the dismissal of state law claims pursuant to the Securities
Litigation Uniform Standards Act (SLUSA). The district
court previously had determined that SLUSA barred the
plaintiffs” state law class action claims against Madoff Se-
curities because they were predicated on fraudulent trans-
actions in nationally traded securities. After reviewing the
U.S. Supreme Court’s recent opinion in Chadbourne & Park
LLP v. Troice, 134 S. Ct. 1058 (2014), the Second Circuit
determined that SLUSA applied and denied rehearing,
even though the Chadbourne opinion arguably limited the
scope of SLUSA. The court held that in the case at hand,
Madoff Securities had fraudulently induced the plaintiffs’
investment in nationally traded securities, “albeit through
feeder funds (not alleged in the instant complaints as any-
thing other than intermediaries),” and thus SLUSA barred
those claims in the class action format.
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America’s Tweak to the Loser Pays Rule:
A Board-Insulating Mechanism?

By Nithya Narayanan

At first blush, the year 2014 might seem no different
for corporate America than any other; like a preordained
folklore, it witnessed a host of new and exciting develop-
ments in corporate and securities litigation. One issue,
which initially got lost in the shuffle but is now the cy-
nosure of debate amongst regulators and academicians,
is the adoption of the “loser pays” or “fee-shifting” rule
(Loser Pays Rule) by public companies in the United
States. The Loser Pays Rule is no novelty; it originated
and has been in existence in the United Kingdom since
time immemorial. As per this rule, the loser of the litiga-
tion pays for the winner’s legal costs, which is an excep-
tion to the quintessential American rule, where each party
bears its own litigation costs.! It is not the rule, but its
application by U.S. public companies that is disconcert-
ing. The obligation of incurring the costs and risks aris-
ing out of corporate litigations is being shifted onto the
shareholders. Hence, unlike the United Kingdom, the ap-
proach in the United States has been one-sided. Since the
Delaware Supreme Court’s May 2014 ruling in ATP Tour,
Inc. v. Deutscher Tennis Bund (ATP Tour Case),? there has
been a surge of more than twenty companies which have
adopted bylaws for incorporating a rather tweaked ver-
sion of the Loser Pays Rule (to distinguish this from the
original Loser Pays Rule, it is hereinafter referred as the
“Tweaked Loser Pays Rule”).? The Tweaked Loser Pays
Rule has been unilaterally adopted by the board of direc-
tors of companies requiring shareholder plaintiffs to man-
datorily bear the defendant’s costs and expenses of litiga-
tion, should such plaintiffs be unsuccessful in shareholder
litigations against the company. However, they stand to
gain nothing should they be successful; the corporation
and its officers do not bear a similar liability. This makes
the rule prejudiced against the shareholders, having a re-
sultant effect of impeding shareholder suits.

The Tweaked Loser Pays Rule came under the scan-
ner, especially when different courts started taking
diverging positions on the validity of its unilateral adop-
tion. While the Oregon County Circuit Court, in Roberts .
TriQuint Semiconductor, Inc., found its adoption contrary
to public policy,* the Delaware Supreme Court in the ATP
Tour Case held the Tweaked Loser Pays Rule adopted by
the board of ATP Inc. to be enforceable against all share-
holder plaintiffs, even though it was adopted without
their approval. Though ATP Inc. was a non-stock com-
pany, there is nothing that prevents courts from extend-
ing this decision to stock corporations. The fee-shifting
provision in the ATP Tour Case was preposterously one-
sided because it requires the plaintiff to pay fees, costs

and expenses incurred by all of the defendants, should
the plaintiff fail to “obtain a judgment on the merits that
substantially achieves, in substance and amount, the full
remedy sought.”® Thus, even if the plaintiff wins on the
merits of the case, but subsequently loses on technicali-
ties, he would be saddled with reimbursement costs. This
could inhibit not only small stockholders, but also those
with a significant financial interest in the company to
pursue litigation. The Delaware Supreme Court sancti-
fied ATP Inc.’s bylaw by holding that it was intended to
deter unwanted litigation, and the burden was on the
shareholders to prove that the bylaw was adopted for an
“improper purpose.”®

“The Loser Pays Rule is no novelty, it
originated and has been in existence

in the United Kingdom since time
immemorial. As per this rule, the loser
of the litigation pays for the winner’s
legal costs, which is an exception to the
quintessential American rule, where each
party bears its own litigation costs.”

This decision created a huge uproar and induced
animated debates on policy considerations surrounding a
board’s powers to unilaterally increase the monetary li-
abilities of its shareholders. On May 22, 2014, Delaware’s
Corporate Law Council proposed an amendment to Title
8 of the Delaware General Corporation Law blocking
public companies from shifting defense costs to inves-
tors.” The proposal stated that it “intended to limit the
applicability of [the Delaware Supreme Court decision in
ATP Tours, Inc. v. Deutscher Tennis Bund] to non-stock cor-
porations, and to make clear that such liability may not
be imposed on holders of stock in stock corporations.”®
However, the Delaware state legislature has tabled this
proposal until January 2015, upon requests received from
the U.S. Chamber Institute for Legal Reform, which op-
posed this amendment on the basis that it would only
protect frivolous lawsuits intended to “line the pockets of
the plaintiffs’ trial bar at the expense of national and Dela-
ware companies and their shareholders.””

The following sections of the article discuss the le-
gality and viability of the Tweaked Loser Pays Rule and
whether the rule has been formulated by companies as a
board-insulating mechanism.
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.  Should Directors Be Permitted to Unilaterally
Adopt Fee-Shifting Provisions?

Per se, the Loser Pays Rule is an efficient model for
keeping out unmeritorious suits, which are resource-
draining nightmares for publicly traded companies. Such
a rule has a three-fold benefit: (i) shareholders would
exercise greater caution while bringing suits without law-
ful basis, thereby reducing frivolous litigation; (ii) this, in
turn, would not only save judicial resources, but also the
funds of the corporate treasury (from expenses incurred
in connection with defending those claims); and more im-
portantly (iii) this could be an incentive for shareholders
to gain from a win. Shareholders initiate company related
suits with the intention of obtaining the relief they seek
thereunder. But they do not get reimbursed for the exor-
bitant expenditures they incur for undertaking such legal
proceedings. An application of the Loser Pays Rule would
enable them to recoup these expenses in case they win
such suit. However, the Tweaked Loser Pay Rule deprives
shareholders of this gain. This is in addition to permitting
the board of directors to unilaterally adopt this rule, with-
out consulting the shareholders—the parties whose rights
are directly affected.

The basic principles of contract law govern the rela-
tionship between the company and its shareholders; the
charter documents and bylaws of a company are essen-
tially contracts between them. In absence of a contractual
or statutory provision to the contrary, amendment of the
terms of such contracts, modifying the extent or nature of
either party’s obligations, should necessarily require the
express consent of such party.!® What is disturbing about
the ATP Tour Case is that the Delaware Supreme Court
conceded that bylaws are “contracts among a corpora-
tion’s shareholders,” and held that the Tweaked Loser
Pays Rule would fall within the contractual exception to
the American Rule.!! The court chose to ignore the fact
that a contract’s most essential characteristic is consensus
ad idem'? between the parties, which is evidently absent
in the unilaterally board-embraced bylaws. Moreover, the
plaintiffs in this case contended that they became aware
of such bylaw only after the commencement of the litiga-
tion. The court thus conveniently relied on those facts and
aspects of contract law that supported its position of up-
holding the validity of the bylaw.

A shareholder’s right to initiate a derivative action,
on behalf of the corporation, enables him to seek enforce-
ment and redressal of a breach of fiduciary duties by the
corporate insiders. This forms part of the basic structure
of the constitution of a corporation. An amendment to the
bylaw of the corporation, which has the effect of altering
or affecting the exercise of such right, should not be sin-
gly decided by the board of the company. Incorporating
a fee-shifting rule in the corporation’s bylaws has a direct
bearing on the shareholder’s fundamental right to sue,
and thus embracing it should necessarily require share-
holder approval.

Il. A Potential for the Race to the Bottom?

Managing the business and affairs of a corporation is
the core function of the board of directors of a company.
Even though shareholders might be restricted or limited
in their rights, to the extent of the shares they own in the
corporation, they still have a say by way of voting on
important matters of the company, including the election
of the directors. The directors owe fiduciary duties to the
corporation and to its ultimate beneficiaries, the share-
holders. This is the underpinning of such relationship.
The directors act as trustees of the corporation, while
exercising their judgment, and manage the corporation’s
assets for the sole benefit of the shareholders. A violation
of such duties results in liabilities. Derivative suits and
class actions are the fora for shareholders to voice their
concerns, seek enforcement of, redress for, a breach of
such fiduciary duties. This limited, but indirect, right of
shareholders to control corporate affairs, and the common
law theory of the fiduciary duties of the directors and of-
ficers, enable the smooth functioning of a company.

Delaware courts are infamous for adopting a man-
agement-friendly approach in their decisions, and the
Tweaked Loser Pays Rule is no exception. It is alarming
that the Delaware Supreme Court in the ATP Tour Case
did not analyze the potential impact of its decision on
board comportment. Eliminating or reducing shareholder
litigation could lead to moral hazard problems and also
increase the incidence of inappropriate action by the
board members. With the board being fully cognizant of
the fact that shareholders are limited in their means to
challenge the company’s actions, owing to the onerous
fee-shifting provisions, they would clearly lack the incen-
tive to conduct themselves in compliance with their fidu-
ciary duties.

Consecrating a bylaw which appeases the manager
frustrates the shareholders, who would then presump-
tively prefer investing in corporations outside Delaware.
This could severely impact Delaware, which thrives on
shareholder litigation. That said, the Delaware Supreme
Court confronted a rare clash of interests in this case,
between preferring the interests of the directors and
managers of the corporation and preventing the outflow
of Delaware’s clientele. At the end, the court chose to
render a management friendly decision; by shifting the
liability onto the shareholders to bear the defendant’s
costs, it has throttled the shareholders’ right to initiate
litigation. The upshots of this decision are already being
felt in Delaware. In Kastis v. Carter,! the stockholders of
Hemispherx Biopharma, Inc. (Hemispherx) brought a de-
rivative action in the Delaware chancery court challeng-
ing payments made to certain Hemispherx employees.*
During the pendency of the case, Hemispherx notified the
plaintiffs that it had retroactively adopted a bylaw which
would allow the company to recoup litigation costs from
unsuccessful shareholders and was invoking the same in
the pending proceedings. The plaintiffs challenged the
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validity of the bylaw, but expressed their reluctance to
move forward in the case until the chancery court first
declared the bylaw invalid. However, the parties to the
suit thereafter mutually agreed and notified the court that
Hemispherx would not apply the bylaw to the present
litigation, as a result of which the issue of whether Hemi-
spherx’s bylaw is valid or enforceable is no longer an is-
sue in the litigation.!® Though it remains to be seen if the
Delaware courts would follow the ruling in the ATP Tour
Case, it is evident that the decision has sent shockwaves
of apprehension into the shareholder community.

“...America’s move toward the Tweaked
Loser Pays Rule could have some
disastrous consequences on corporate and
securities litigation.”

lll. The Tweaked Rule and Capital Raising
Transactions

In capital raising transactions, such as an initial pub-
lic offering (IPO), the issuer raises capital from the public
on the basis of the disclosures made in the prospectus
and other regulatory filings. So long as such fee-shifting
provisions are publicly and sufficiently disclosed in the
offering documents before investors subscribe to the com-
pany’s shares, they cease to be a cause of disquiet from a
corporate-contract law point of view. Recently, on October
29, 2014, Senator Richard Blumenthal (D-CT) wrote to the
Securities and Exchange Commission (SEC) Chairman,
Ms. Mary Jo White, requesting SEC investigation of Ali-
baba Group Holding, Ltd. (Alibaba), for its failure to dis-
close the existence of provisions “limiting private citizen
suits” at the time of the offering.!® Alibaba had included
a fee-shifting provision in its articles of incorporation
requiring the shareholders to recompense Alibaba in any
suit against the company, unless the same is “100 percent
successful.”l” However, this clause received no mention
in the prospectus of the company, which was the basis
on which Alibaba raised $25 billion from investors and
began trading on the New York Stock Exchange. Alibaba
is a non-U.S. company incorporated in the Cayman Is-
lands. Its fee-shifting provision applies to any claim made
against the corporation by its shareholders. The situation
gets a bit convoluted when U.S. incorporated companies
adopt these fee-shifting provisions in their bylaws or
charters. Depending on the dialect of the Loser Pays Rule
used by the company, the repercussions differ. For exam-
ple, when the Delaware incorporated grocery chain Smart
& Final Stores, Inc. went public, it included a form of the
Loser Pays Rule,'® the contours of which are not entirely

clear.!” The reading of the relevant article of its charter
suggests that the language is wide enough to cover not
only state claims, but also those arising out of the federal
securities laws.2

IV. What Lies Ahead?

Columbia Law School professor John Coffee and
Widener Law professor Larry Hamermesh testified before
Securities and Exchange Commission’s Investor Advisory
Committee on why the SEC should get involved in the
debate over fee-shifting bylaws.?! Though acknowledging
that it was a matter of concern for the state legislature and
judiciary, Professor Coffee advocated that the SEC should
step in at the earliest moment and take immediate mea-
sures toward discouraging adoption of fee-shifting provi-
sions by public companies.?2 However, others have noted
that this could “forestall experimentation and choice”
and that individual states should be allowed to determine
whether or not, and in what form, the Loser Pays Rule
should be adopted for companies incorporated within
their jurisdiction. Having said that, the State of Oklahoma
has been criticized for having “upset” the American rule
by going ahead and enacting legislation (which came into
effect on November 1, 2014), under which the non-pre-
vailing party in shareholder derivative litigation would
pay the legal fees and costs of the prevailing party.?* This
author commends Oklahoma for having statutorily ad-
opted the correct and complete version of the Loser Pays
Rule, according to which if the shareholder loses the suit,
he pays, but upon winning, he can recover all his fees and
costs associated with such litigation.?> However, it has
been recognized that derivative suits not infrequently get
dismissed on procedural grounds, despite being factually
meritorious.?® Thus, the potential remains for exorbitant
monetary liabilities of shareholders despite the two-way
application of the fee-shifting provision.

In light of the aforementioned deliberations, Amer-
ica’s move towards the Tweaked Loser Pays Rule could
have some disastrous consequences for corporate and
securities litigation. It is a board-insulating mechanism
which frustrates the established economic theory behind
bifurcating the role of the owner-shareholders and that
of the director-officers of a corporation. Whether the SEC
will respond to the requests made by Senator Blumenthal
and legal academicians is something we should know by
early 2015. Until then, the Tweaked Loser Pays Rule may
continue to be adopted by U.S. corporations. With regard
to Delaware, the manager-centric view propounded by
the ATP Tour Case could cause the management of out-of-
state companies to relocate to Delaware to take advantage
of its position on the fee-shifting bylaw. And so the race to
the bottom continues.
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Squaring the Circle: Can Bad Legal Precedent Just Be

Wished Away?

By C. Evan Stewart

Squaring the circle is a conundrum that has vexed
mathematicians dating back to Ancient Babylon; in 1862,
a solution was proven to be impossible by Ferdinand von
Lindemann (because pi is a transcendental rather than an
algebraic irrational number), and subsequent attempts
have not moved the dial.! Unconstrained by notions of
mathematical certitude, some lawyers are not so easily
stopped, thinking that when they pronounce a cow to be
a pig they can in fact make it so. Add the New York Coun-
ty Lawyers” Association’s Professional Ethics Committee
(the “NYCLA Committee”) to that group.

But before we get to the NYCLA Committee, let’s
properly set the stage.

“[lIn 1862, a solution was proven to be
impossible by Ferdinand von Lindemann
(because pi is a transcendental rather
than an algebraic irrational number), and
subsequent attempts have not moved
the dial. Unconstrained by notions of
mathematical certitude, some lawyers are
not so easily stopped, thinking that when
they pronounce a cow to be a pig they
can in fact make it so.”

Rivera: The Outlier of Outliers (The Prequel)

Faithful readers of this august journal may remember
that several years ago I introduced them to a truly wacky
decision: Rivera v. Lutheran Medical Center.? For those who
do not have photographic memories, as well as for our
new readers, a recap of Rivera and the judicial bad apples
that laid the groundwork for its wackiness is in order.

It all started in 1990, when the New York Court of Ap-
peals decided Niesig v. Team 1% In that case, the Court held
that a lawyer representing an injured worker suing his
company could interview, ex parte, employees of the com-
pany. New York’s “no-contact” rule* was held to apply
only to those current employees “whose acts or omissions
in the matter under inquiry are binding on the corpora-
tion (in effect, the corporation’s “alter egos’) or important
to the corporation for purpose of its liability, or employees
implementing the advice of counsel.” Believing that the
“alter ego” test it created would “become relatively clear
in application,” the Court concluded that its ruling would
further the “informal discovery of information” and

“serve both the litigants and the entire judicial system by
uncovering relevant facts, thus promoting the expeditious
resolution of disputes.”

In adopting its definition for what constitutes a party
for purposes of the “no-contact” rule, the Court consid-
ered and rejected not only a standard based upon that
which had been determined by the U.S. Supreme Court
in United States v. Upjohn (where each corporate employee
was deemed to be a client for purposes of the attorney-
client privilege),® but also a “control group” test (i.e., only
those who “control” a company may not be contacted)
because of “practical and theoretical problems.” With
respect to the Upjohn decision, the New York Court of
Appeals determined that the attorney-client privilege was
“an entirely different subject” from the “no-contact” rule,
and that “a corporate employer who may be a ‘client” for
purposes of the attorney-client privilege is not necessarily
a ‘party’ for purposes of the ['no-contact’ rule].”

No sooner had the Niesig decision been handed down
than it was clear that there were a number of problems/
issues with the “relatively clear” decision. The first
concerned the risk of disqualification or professional
sanctions. How is an attorney who wants to interview a
current employee going to know in advance whether he
or she is a corporate “alter ego”? As one California court
looking at this quandary expressed: an attorney in such
circumstances would be forced to make a “unilateral deci-
sion...based upon expectations or predictions.”®

An obvious illustration of this quandary is posed by
the hearsay exceptions set forth in Rule 801(d)(2)(D) of
the Federal Rules of Evidence. A statement is not hearsay
if it is “offered against a party and is...a statement by his
agent or servant concerning a matter within the scope of
his agency or employment, made during the existence of
the relationship.” Before conducting an ex parte interview,
however, an attorney will be at risk as to whether the em-
ployee’s knowledge of relevant facts comes from outside
the scope of his or her employment.

The Niesig Court brushed this issue to one side be-
cause the hearsay rule in New York is different from Rule
801(d)(2)(D); in New York, very few employees are in a
position to bind their companies by their statements.” But
what about jurisdictions that do not have an evidentiary
rule similar to New York’s but which nonetheless choose
(or have chosen) to follow Niesig?® Or what about a New
York court sitting in diversity, seeking to apply Niesig’s
substantive rule, while being bound to apply the Federal
Rules of Evidence—once having allowed the interviews,
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the New York federal court would also have to allow into
evidence any statements made by the employee within
the scope of her employment, pursuant to Rule 801(d)(2)
(D).

Another concern relates to whether the “alter ego”
test is in fact “relatively clear in application” (as the New
York Court of Appeals prophesized) or whether it leads
to another procedural/litigation layer, with lawyers
uncertain on how best to proceed. One look at the federal
courts in New Jersey would suggest a not-so-sanguine
answer.! And the disparate treatment in just that one fed-
eral district is only the tip of the iceberg as to the satellite
litigation that has been spawned in this area.!!

Niesig also represents the diminishment of the at-
torney-client privilege. Notwithstanding the New York
Court of Appeals’ declaration that the privilege has noth-
ing whatever to do with the “no-contact” rule, just saying
so does not make it so. In fact, one of the basic policies un-
derlying that rule is the need to protect communications
and information covered by the privilege and the attorney
work product doctrine.!? And as the U.S. Supreme Court
made clear in Upjohn, “the privilege exists to protect not
only the giving of professional advice to those who can
act on it but also the giving of information to the lawyer
to enable him to give sound and informed advice.”!3
Consistency with Upjohn would therefore require that an
employee who is a “client” for privilege purposes (i.e.,
one who gives information and receives advice) should
also be a “party” for purposes of the “no-contact” rule.!*

The Court of Appeals subsequently compounded its
error by expanding the “yes” to the “no contact” rule,®
but it was others who really grabbed the Niesig precedent
and ran with it (into bad places). First came Gidatex v.
Campaniello Imports, Ltd.'® In that case, a plaintiff’s lawyer
in a trademark enforcement case sent undercover investi-
gators into the defendant’s furniture showroom in order
to prove that the defendant had engaged in “bait and
switch” tactics. Wearing hidden wires, the investigators
taped their discussions with the defendant’s employees;
the plaintiff’s lawyer then sought to introduce the tapes
at trial to impute liability to the defendant. An outraged
defendant moved to preclude the tapes on the ground
that a lawyer cannot send a non-lawyer to do that which
a lawyer is ethically barred from doing (e.g., be deceptive,
violate the “no-contact” rule, etc.).1”

The Gidatex court, in the Southern District of New
York, relying upon Niesig’s non-"bright-line rule” and
“informal discovery” policy goal, as well as a New
Jersey federal court decision that had applied Niesig in
a similar situation,'® ruled that the tapes were admis-
sible. Although the judge found that plaintiff’s counsel
had “technically” violated applicable ethics rules (i.e., he
engaged in deception; he violated the “no-contact” rule;
etc.), she also found that the lawyer had not “substan-
tively” violated those rules “because his actions simply

do not represent the type of conduct prohibited by the
rules.”'” Huh?!

The NYCLA Committee (Part )

On May 23, 2007, the NYCLA Committee decided to
join in on the fun, issuing Formal Opinion 737. Inspired
by the Gidatex decision, the NYCLA Committee embraced
the plaintiff’s lawyer’s conduct and explicitly endorsed
an ethical safe harbor for lawyers who employ “dissem-
blance” in the evidence-gathering process; in other words,
this ethics group opined that there should be formal ex-
ceptions to the broad admonition against lawyers engag-
ing in “dishonesty, fraud, deceit, or misrepresentations”—
so long as Niesig’s policy goal of “informal discovery of
information” is promoted.

As if this was not bad enough, as we will soon see,
the NYCLA Committee’s creative juices were only just
getting started.

Rivera: The Outlier of Outliers (Part Deux)

In Rivera, a prominent, international law firm was
retained by a hospital to defend against an employment
discrimination claim. Shortly thereafter, the firm did what
every experienced lawyer I know (including me) would
do: it contacted the hospital’s current and former employ-
ees with first-hand knowledge of the facts, assured them
that the firm could ethically represent them (i.e., there
were no conflicts of interest), and offered to represent
them at the hospital’s expense; four current and former
employees accepted the offer. Thereafter, the plaintiff
moved to disqualify the law firm from representing those
four individuals, citing various purported ethics viola-
tions.

The trial judge did not agree that the law firm had
violated any conflict of interest rule (there was in fact
no evidence whatever that the multiple representations
constituted a potential or actual conflict of interest). But
the judge did find that the firm had violated the “non-
solicitation” rule. That rule bars lawyers from “soliciting”
clients directly (e.g., in person), unless the prospective
client “is a close friend, relative, former client or current
client.”?0

The judge’s legal authority for this unusual finding?
Niesig:

[The employees] were clearly solicited by
[the law firm] on behalf of [the hospital]
to gain a tactical advantage in this litiga-
tion by insulating them from informal
contact with plaintiff’s counsel. This is
particularly egregious since [the law
firm], by violating the Code in soliciting
these witnesses as clients, effectively did
an end run around the laudable policy
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consideration of Niesig in promoting the
importance of informal discovery prac-
tices in litigation, in particular, private
interviews of fact witnesses. This impro-
priety clearly affects the public view of
the judicial system and the integrity of
the court.?!

As I have previously opined,? the Rivera decision is
simply dead wrong. Unfortunately, the Appellate Divi-
sion, Second Department did not agree with me, affirm-
ing the trial judge in a terse opinion: “the record supports
the Supreme Court’s determination” that the law firm
violated the non-solicitation rule.?® Equally unfortunate
is that a federal magistrate judge in New York has cited
Rivera with approval;?* of not much use to New York law-
yers is the fact that a federal judge in Oklahoma agrees
with me and expressly rejected Rivera.?®

Faced with this state of play (which is still the state
of play today),?® I publicly explored in this distinguished
journal a number of possible ways to deal with this crazy
precedent: (i) pretend it does not exist; (ii) have non-
lawyers engage in the non-solicitation efforts; and/or (iii)
enact a corporate policy that would permit the non-solici-
tation/representation arrangement. None of these I found
to be terribly useful or likely to be successful.?” One other
alternative—which would clearly work—was put for-
ward by the Committee on Professional Responsibility for
the Association of the Bar of the City of New York: change
the “non-solicitation” rule so it would not trip up lawyers
in Rivera type situations; unfortunately, that proposal
went nowhere.?

The NYCLA Committee (Part Deux)

On June 9, 2014, the NYCLA Committee weighed in
to save the day with Formal Opinion 747. Employing the
same keen analysis it utilized when it endorsed lawyer
“dissemblance” in civil litigation (Formal Opinion 737),
the group purportedly “solved” the Rivera problem by
basically opting for the first alternative I identified several
years ago.

Evidently (according to the NYCLA Committee), the
problem with the law firm’s conduct in Rivera was that
the firm’s “primary, if not exclusive, purpose...from its
inception” was to “insulate the witnesses from opposing
counsel’s informal contact.” Where the NYCLA Com-
mittee divined that “primary, if not exclusive, purpose”
is a bit unclear, since evidence thereof does not exist in
either of the Rivera decisions (or in the litigation record).
But having constructed that Trojan Horse, the NYCLA
Committee then rode it into the city of Troy, opining that
all will be well so long as “the primary purpose of the in-
person meeting at its inception is not to offer the lawyer’s
services to the employee, but to interview the employee
as a potential witness.” After that, it will then be perfectly
okay to offer to represent the individual (in addition

to representing the company) so long as the “lawyer’s
‘primary purpose’ is not to secure legal fees” from that in-
dividual. This two-step scenario, according to the NYCLA
Committee, is “meaningfully distinguishable” from Rivera
and thus hunky dory from an ethics standpoint. Really?

The solution proffered by the NYCLA Committee
actually runs afoul of the same “problem” that concerned
the trial court in Rivera; it merely delays it by a matter of
minutes. In other words, the same “tactical advantage”
will accrue to the company’s lawyer—she will still be able
to block ex parte communications with the individual.?’
But because that lawyer will act with “purer” motives
the first time she speaks with the individual, and has no
pecuniary interest in representing the individual (a factor
not in play in Rivera or in any of the corporate multiple
representation situations of which I am aware), somehow
her conduct will not fall on the wrong side of Rivera. If
you buy that one, there is a bridge that spans the East
River that is up for sale at a very attractive price.

“For Rivera to truly 'sleep with the fishes,’
it either must be expressly rejected by

the New York Court of Appeals, or there
must be an amendment to the ‘non-
solicitation’ rule. Until then, caution
remains the watchword for New York
lawyers addressing multiple representation
situations.”

Conclusion

Neither wishing away bad legal precedent, nor con-
structing non-substantive “steps” that do not alter reality,
works in the real world. For Rivera to truly “sleep with
the fishes,”% it either must be expressly rejected by the
New York Court of Appeals, or there must be an amend-
ment to the “non-solicitation” rule. Until then, caution
remains the watchword for New York lawyers addressing
multiple representation situations.
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Benefit Corporations and Certified B Corporations:
Hybrid Corporate Options for Entrepreneurs and
Socially Enterprising Business Owners Forming

For-Profit Companies
By Aaron Boyajian

Benefit Corporations

In recent years, entrepreneurs and business owners
are taking corporate responsibility and social enterprise
into consideration more than ever when forming new
companies. Until recently, in New York,! when determin-
ing which corporate structure to utilize when forming
socially conscious entities, these entrepreneurs would be
pigeonholed into using the standard corporate forms of
corporations and limited liability companies. However,
the use of the standard corporate form did not ultimately
mesh with the purposes proffered by these emerging
companies because there is an inherent tension created
between a socially responsible mission and the rigid stric-
tures of corporate law, which require officers and direc-
tors to maximize profits for shareholders above and be-
yond any other goal. This tension has traditionally forced
socially enterprising companies to eschew their original
purposes in order to adhere to the bottom-line profit mar-
gin which is a guiding principle of corporate law. One of
the oft-cited examples of this is the sale of Ben & Jerry’s
ice cream to Unilever in 2000.2

However, on February 10, 2012, a new era for en-
trepreneurs and business owners dawned in New York
when the Benefit Corporation Law? was enacted, which
bridged the gap to allow corporations* to both focus on
profit maximization while at the same time allowing them
to operate with social and economic benefits and goals in
mind. The Benefit Corporation Law offers a new, hybrid
form of corporation to be formed, known as Benefit Cor-
porations (“B-Corp”).>

A B-Corp, unlike standard S-Corporations or
C-Corporations, combines the features of for-profit and
non-profit corporations by allowing management to
consider the corporation’s impact on the environment,
community and its employees, in addition to consider-
ing the profit returned to shareholders. Therefore, since
the purpose of a B-Corp is to create a positive impact on
society and the environment, the likelihood of claims be-
ing brought by investors and shareholders for failure to
maximize profit will be greatly decreased when directors
seek to uphold the stated corporate mission over generat-
ing profit.

While New York was not the first state in the country
to adopt this new corporate form, it was in the forefront
of the initiative and is now one of only 23 states which

allow the formation of Benefit Corpora’cions,6 including,
New Jersey, Pennsylvania, Massachusetts and Delaware.

B-Corps are formed in the same way as traditional
New York corporations. However, there are two main
differences of note. Specifically, B-Corps are formed for a
public benefit purpose, and they must be accountable and
transparent with respect to such benefit purpose.

Purpose

All Benefit Corporations are formed for the purpose
of creating “general public benefit.” As defined in Section
1702 of the BCL, a general public benefit is one that pro-
vides a material positive impact on society and the envi-
ronment, taken as a whole, assessed against a third-party
standard, from the business and operations of a benefit
corporation.

A Benefit Corporation can go one step further and
identify one or more “specific public benefits” for which
it intends to operate. Examples of specific public benefits
are (a) providing low-income or underserved individu-
als or communities with beneficial products or services;
(b) promoting economic opportunity for individuals or
communities beyond the creation of jobs in the normal
course of business; (c) preserving the environment; (d)
improving human health; (e) promoting the arts, sciences
or advancement of knowledge; (e) increasing the flow of
capital to entities with a public benefit purpose; and (f)
the accomplishment of any other particular benefit for
society or the environment.

While there are many obvious types of products and
services which fit nicely under the auspice of what a
Benefit Corporation should be (e.g., eco-friendly clean-
ing products, organic and raw sourced foods and solar
energy firms), there are other businesses, like law firms,
architecture firms and investment firms, which, while not
traditionally thought of as socially responsible, make very
good candidates to be formed as B-Corps.

Transparency

After a B-Corp is formed, in addition to the usual
corporate filing requirements, it will have to file an an-
nual report showing how its performance benefited so-
cial and environmental goals. This benefit report must
contain, among other things, (1) a narrative description
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of the ways in which the benefit corporation pursued

the general public benefit during the year and the extent
to which that general public benefit was created; (2) the
ways in which the benefit corporation pursued any spe-
cific public benefit that the certificate of incorporation
states is the purpose of the benefit corporation to create,
and the extent to which that specific public benefit was
created; and (3) any circumstances that have hindered the
creation by the benefit corporation of general or specific
public benefit; (4) an assessment of the performance of the
Benefit Corporation, relative to its general public benefit
purpose assessed against a third-party standard applied
consistently with any application of that standard in prior
benefit reports, or accompanied by an explanation of the
reasons for any inconsistent application and, if applicable,
assessment of the performance of the benefit corporation,
relative to its specific public benefit purpose or purposes;
(5) the compensation paid by the benefit corporation dur-
ing the year to each director in that capacity; and (6) the
name of each person who owns beneficially or of record
five (5%) percent or more of the outstanding shares of the
benefit corporation.

The benefit report must be sent annually to each
shareholder within one hundred twenty (120) days fol-
lowing the end of the B-Corp’s fiscal year. Additionally,
the benefit report must be posted on the public portion of
the B-Corp’s website and delivered to the New York State
Department of State for filing. The exception to this re-
quirement is that compensation paid to directors and any
financial or proprietary information which is included in
the shareholder benefit report may be omitted from what
is shown to the public. As of now, in New York, the annu-
al benefit reports are not required to be verified, certified,
or audited by a third-party standard organization.

Accountability

New York’s Benefit Corporation Law statute sets forth
that “the purpose to create general public benefit shall be
a limitation on the other purposes of the benefit corpora-
tion, and shall control over any inconsistent purpose of the
benefit corporation.” Therefore, wherever there is a trade-
off between seeking profits and creating general public
benefit, there is a legal mandate which demands that the
B-Corp pursue the latter.

To accomplish the stated goals of the B-Corp, direc-
tors are given an expanded fiduciary duty which requires
them to take into consideration various other factors over
and above the financial benefits of the shareholders. To
that end, directors must not only consider the effects of
any corporate action on whether such action or inaction
will accomplish the general and any specific public ben-
efit purposes of the B-Corp, but they must also consider
how the corporate action will impact (a) its shareholders;
(b) its employees and workforce (and those of the its sup-
pliers); (c) its customers; (d) the community and society,
including any community in which offices or facilities

of the benefit corporation or its subsidiaries or suppliers
are located; (e) the local and global environment; and (f)
its short-term and long-term interests, including benefits
which may accrue from its long-term plans and the pos-
sibility that these interests may be best served by the
continued independence of the benefit corporation. The
statute does not provide any order or priority by which
the directors must consider the interests of the B-Corp.

Additionally, when determining if a proposed pur-
chase of the business is in the B-Corp’s best interest, the
directors may consider the (a) resources, intent and con-
duct (past, stated and potential) of any person or entity
seeking to acquire control of the corporation; and (b) any
other pertinent factor or the interest of any other group
that they deem appropriate.

The ability for directors to focus on sustaining the
purposes of the corporation while not being required to
maximize shareholder profit makes B-Corps, in essence,
double-bottom line businesses, whereby they can seek to
treat both their purpose and their capital in a sustainable
manner.”

Certified B Corporations

A B-Corp is not the same as a “Certified B Corpora-
tion.” A Certified B Corporation status is a certification,
which companies with an operating history apply to
attain. This certification is conferred by the nonprofit
known as B Lab,® which charges annual fees of $500-
$25,000 for companies to keep the Certified B Corporation
status current. B-Corps and Certified B Corporations are
often confused, and while primarily similar, they have a
few important differences which are discussed below.

B-Corps are legal entities which are administered by
individual states, like New York. A company may choose
to incorporate as a benefit corporation in a state which
recognizes it as a legal entity and may also seek to be-
come certified as a “Certified B Corporation.” In the alter-
native, a corporation which has not been formed under a
statutory benefit corporation law may seek to obtain Cer-
tified B Corporation status while retaining the customary
corporate form.

There is no requirement that B-Corps obtain certifica-
tion as a Certified B Corporation. However, certification
as a Certified B Corporation means that a company has
met a high overall standard of social and environmental
performance, accountability and transparency, and as a
result, has access to a portfolio of services and support
from B Lab that non-certified companies and B-Corps do
not. As of the date of this article, there are 999 Certified B
Corporations, including well-known brands such as War-
by Parker (warbyparker.com), Greystone Bakery (New
York'’s first Certified B Corporation) (greystonbakery.
com), Etsy (etsy.com) and Uncommon Goods (uncommon
goods.com).
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Certification

Each Certified B Corporation must achieve a verified
minimum score of 80 points out of a possible 200 points
from B Lab on the B Impact Assessment.” This assessment
is tailored to a company’s size, sector and geography
and takes around 1-3 hours to complete. The assessment
seeks to determine a multitude of information relating to
realigning the social and economic performance by the
company, including its corporate governance, account-
ability and transparency, compensation, benefits and
training, community practices, and environmental prac-
tices.

Since the B Impact Assessment asks about what a
company has done in the past, a newly formed company
will find it difficult to answer the questions unless it
has an operating history. Therefore, B Lab suggest that
companies wait to seek certification until after the first 6
months of full operations and revenue generation.

Once certified as a Certified B Corporation, a com-
pany can attract investors, generate press, and allow
like-minded companies to partner with it. Members of the
public will have confidence that they are purchasing from
companies which are seeking to address social challenges.

Conclusion

The movement to increase corporate responsibil-
ity quickly, and all entrepreneurs and business owners
should give consideration to whether a B-Corp would be
the proper form of entity for their new ventures. We an-
ticipate that B-Corp formations will dramatically increase
over the next few years as business owners will want to
show investors and consumers that they intend to be, and
will be held to be, good corporate citizens. Therefore, any
for-profit business which is or intends to provide a benefit
to the public through charitable activities, sustainable op-
erations practices or by promoting economic opportunity
for individuals or communities beyond the creation of
jobs in the normal course of business, should consider uti-
lizing this new form of entity offered by New York State,
and should also consider seeking certification as a Certi-
fied B Corporation.

Endnotes

1. This article will focus on New York law. However, it should be
noted that most states have general corporate laws similar to New
York, which makes much of this discussion germane relating
to the implementation of statutes akin to the New York Benefit
Corporation Law.

2. Inits official announcement with respect to the deal, Ben &
Jerry’s noted that it would keep the firm’s “social mission” intact.
However, at the end of the day, the determining factor which
overrode all others was that Ben & Jerry’s simply could not pass
on the deal because of the financial windfall which its shareholders
stood to gain, http:/ /www.slate.com/articles/business/
moneybox/2000/04/the_scoop_on_ben_jerrys_sellout.html.

McKinney’s Business Corporation Law §§ 1701 et seq.

New York does not allow for the formation of a low-profit limited
liability company (LLC), which is the LLC variant of the Benefit
Corporation.

5. The formation of a benefit corporation is not limited to new
entities. If an existing corporation believes that it may be able
to operate as a Benefit Corporation, it can elect to do so under
Section 1704 of the new BCL. In order for an existing corporation
to make this election, in addition to complying with the Benefit
Corporation law, it must: (a) amend its certificate of incorporation
so that it contains a statement that the corporation is a benefit
corporation; and (b) adopt the amendment by a least a 75% vote of
all shareholders.

6. In addition to New York, the following states provide for the use
of benefit corporations: Arizona (effective December 31, 2014),
Arkansas, California, Colorado, Delaware, Hawaii, Illinois,
Louisiana, Maryland, Massachusetts, Nebraska (effective July 17,
2014), Nevada, New Jersey, Oregon, Pennsylvania, Rhode Island,
South Carolina, Utah (effective May 13, 2014), Vermont, Virginia,
and West Virginia (effective July 1, 2014). The District of Columbia
also allows for the formation of benefit corporations.

7. Ben & Jerry’s famously called this double bottom line of profits
and people the “double dip.”

8. BLabisa501(c)3 nonprofit whose stated mission is to serve a
global movement of entrepreneurs using the power of business to
solve social and environmental problems. B Lab envisions that all
businesses in the world will measure and manage their impact as
readily as they do profitability. bcorporation.net.

9.  bimpactassessment.net.

Aaron Boyajian is a Partner at Goetz Fitzpatrick
LLP (goetzfitz.com) and can be reached at aboyajian@
goetzfitz.com.
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Banking Law Committee

A meeting of the Banking Law Committee was held
during the Business Law Section Fall Meeting, on Septem-
ber 11, 2014. Committee member Sabra Baum discussed
some of the pressing regulatory matters she has followed,
highlighting cybersecurity, virtual currency (bitcoin),
payday lenders, and proposed Bank Secrecy Act regula-
tions that would require customer due diligence to be
performed on beneficial owners of legal entity customers,
as well as on the customers themselves. The theme for the
panel discussion was “An Inside Look at the Regulators”
with Sara Kelsey, former General Counsel at the FDIC and
former Deputy Superintendent and Counsel at the former
New York State Banking Department (predecessor of the
current Department of Financial Services), and Barbara
Kent, former Acting Superintendent of Banks and former
Director of Consumer Affairs and Financial Products at
the New York State Banking Department. They each pro-
vided their views on various regulatory and enforcement
issues using the backdrop of recent events in the banking
industry such as the mortgage crisis. A lively discussion
among the attendees and the speakers ranged over a host
of issues about regulations and regulators. The discussion
lasted far beyond the time allotted, and many attendees
wished it could have gone on far longer. So Ms. Kelsey
and Ms. Kent may be appearing again at another commit-
tee meeting in the foreseeable future.

The next Banking Law Committee meeting was
scheduled to be held during the Annual Meeting of the
New York State Bar Association on January 28, 2015. The
agenda has not yet been decided, but the members of the
committee will be contacted with information once it is
available.

Kathleen A. Scott, Chair

Bankruptcy Law Committee

The Bankruptcy Law Committee held a well-attended
panel discussion regarding the interplay of Bankruptcy
and Intellectual Property Law as part of the Section’s Fall
Meeting in Manchester Village, Vermont. The Bankruptcy
Law Committee planned a CLE class for the Annual
Meeting and is soliciting topics for a CLE class for the
Spring Meeting. For copies of the materials from the
Committee meeting in Manchester Village or to suggest
topics, contact Scott Bernstein at sbernstein@mccarter.
com.

Scott Bernstein, Chair

gl_

CoMMITTEE REPORTS

Corporations Law Committee

The Corporations Law Committee affords practi-
tioners who specialize in advising corporations and/or
alternative business entities an opportunity to learn about
and discuss with their colleagues in the New York Bar the
latest developments in mergers and acquisitions, corpo-
rate governance and other related matters. In that regard,
the Committee endeavors to provide its members with
educational opportunities for CLE credit.

One of the key functions of the Committee is to
review pending legislation that affects corporations and
other legal entities. The Committee reviews pending and
proposed legislation and court cases involving the New
York Business Corporation Law (the “BCL”) and other
New York laws affecting corporations and other business
entities, including partnerships, limited partnerships, and
limited liability companies. It takes an active role in pro-
posing legislation which affects corporations and alterna-
tive business entities.

In the past, the Committee has successfully led the
effort to revise the New York Not-For-Profit Corpora-
tion Law, and to amend the Business Corporation Law to
facilitate majority voting for New York corporations and
to allow the payment of dividends out of net profits. The
Committee has also submitted legal memoranda in oppo-
sition to various bills that did not become law, including
bills requiring remote access and voting at shareholder
meetings and requiring disclosure of, among other things,
the duties and responsibilities of members of limited li-
ability companies.

The next meeting of the Committee was scheduled
to be held in conjunction with the Annual Meeting of the
NYSBA. Richard De Rose will provide an overview of key
recent trends and developments in M&A and Delaware
law. The Committee is also looking for volunteers to make
presentations at future committee meetings. Please con-
tact Richard De Rose (212-49-7867 or rderose@hl.com) to
volunteer to make a presentation, to provide suggestions
about future topics to discuss at Committee meetings, or
for other information regarding Committee activities.

Richard De Rose, Chair
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Derivatives and Structured Products Law
Committee

The Derivatives and Structured Products Law Com-
mittee meets on a monthly basis from September through
June of each year. The committee’s members are diverse
and include lawyers from law firms, banks and hedge
funds. The committee’s monthly meetings are generally
hosted by law firms. The host firm provides a presenta-
tion, which usually includes CLE credit, on an area in
derivatives. Past meeting topics include the 2014 Credit
Derivatives Definitions, UCC and bankruptcy issues that
relate to cleared derivatives, position limits, SEFs and the
Volcker rule. In addition to being a source of education
for current topics in the derivatives industry, these meet-
ings provide a forum for dialogue on the changing legal
landscape of derivatives. As many of those who attend
these meetings are experienced derivatives attorneys,
participants often raise thought-provoking questions and
comments with the panelists. As new rules and regula-
tions pertaining to derivatives continue to be issued, the
Derivatives and Structured Products Law Committee
continues to be an important resource for its members.

Ilene K. Froom, Chair

Franchise, Distribution and Licensing Law
Committee

The Business Law Section held its Fall meeting at
the beautiful Equinox Golf Resort and Spa in Manches-
ter, Vermont between September 10 and September 12,
2014. In conjunction with the Fall meeting, the Franchise,
Distribution and Licensing Law Committee participated
in a CLE program and offered a seminar exploring and
explaining various ways for a franchisor to structure its
franchise offering and to implement the development of
its franchise program. Your Chairman served as modera-
tor for the program, and committee member Thomas
Pitegoff, together with Edward (Ned) Levitt, from Toron-
to, Canada, made presentations regarding the topic.

Despite the relatively compact time frame avail-
able for presentation, both the session and the paper
which accompanied it were widely encompassing, cover-
ing a variety of general domestic franchise issues (e.g.,
Adpvertising Fund contributions, transfer issues, term and
renewal issues, venue and applicable law). The program
also explored multi-unit development deals, both domes-
tically and internationally, and, in that context, examined
topics such as territorial exclusivity, the types of entities
that area developers would utilize, the types of agree-
ments with respect to these development arrangements,
and the particular issues attendant on the expansion of
franchise systems internationally.

The session, which was offered for full CLE credit,
was well attended and provided the attendees a variety of
insights into the various ways to implement and expand

a franchise system, both domestically and internationally,
at a level usually reserved for those attorneys who are
sophisticated practitioners in the field. As such, the attor-
neys present had an opportunity to hear about and assess
the typical (and atypical) means by which franchisors
expand their systems, as well as the pitfalls that might
attend some of those expansion methods.

During the last several months, our Committee has
continued to work on the proposed modifications to
the New York State Franchise Sales Act. The proposed
modifications, which are presently on the legislature’s
calendar for consideration, are intended to be coordinated
with the views of the New York State Attorney General’s
Office and, by the time this report “goes to press,” a meet-
ing will likely have been held with that Office in order to
discuss the Attorney General’s views with respect to the
proposed legislation and, in all likelihood, to incorporate
those views into the proposed legislation. Our Committee
is seeking to make the New York law consistent with the
Federal Trade Commission Rule, the federal statute which
regulates franchise offerings, and to make the law of our
state more “franchise friendly.”

For further information regarding the Committee
and its activities or with respect to the next Commit-
tee meeting, please contact Committee Chair Richard L.
Rosen (rlr@rosenlawpllc.com or at 212-644-6644).

Richard L. Rosen, Chair

Insurance Law Committee
No report submitted.

Legislative Affairs Committee

The Legislative Affairs Committee continues to work
on two active projects. The Nonprofit Revitalization Act
of 2013 became effective July 1, 2014, after a ten-year
effort by the committee. Members of the Not-for-Profit
Corporation Law Committee now plan to make recom-
mendations to the New York Attorney General’s Office
to clarify certain points in the Act and provide guidance
to the non-profit community with respect to the Attorney
General’s enforcement policies.

Second, Richard Rosen, David Oppenheim and I are
continuing our discussions with key staff in the Attorney
General’s Office and with legislators in Albany with the
intention of introducing our proposed bill in the 2015 leg-
islative session and hopefully seeing it through to enact-
ment. (See the Report of the Franchise, Distribution and
Licensing Law Committee.)

Kevin Kerwin, Associate Director in the NYSBA's De-
partment of Governmental Relations, continues to work
closely with us in our dealings with the legislature and
the Attorney General’s Office.
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We continue to monitor bills that may affect business
in New York State and we welcome new ideas for legisla-
tive changes from all interested members of the Business
Law Section.

The next Committee meeting was scheduled to take
place January 28, 2015, at the NYSBA’s Annual Meeting,.
All Section members are welcome.

Thomas M. Pitegoff, Esq., Chair

Public Utility Law Committee

On October 17, 2014, the Public Utility Law Commit-
tee of the New York State Bar Association Business Law
Section hosted the Public Utility Law Institute, an all-day
continuing legal education program dedicated exclusively
to current issues affecting public utility law. The program,
which was well attended, included several panels cover-
ing a wide range of topics, including:

e A discussion of the legal issues affecting the New
York State Public Service Commission’s Reforming
the Energy Vision proceeding in which the Com-
mission is considering a substantial transformation
of electric utility practices to improve system ef-
ficiency, empower customer choice, and encourage
greater penetration of clean generation and efficien-
cy technologies;

® Legal considerations associated with the increasing
reliance on natural gas by electric generating facili-
ties;

® Recent developments in the telecommunications
industry; and

¢ The jurisdictional line between federal and state
utility regulation.

Each panel included top practitioners in the energy
field from both the public and private sectors who were
able to provide varying perspectives on each topic. The
program’s keynote speaker was New York State Public
Service Commissioner Gregg Sayre, who spoke about net
neutrality.

Bruce Miller, Chair

Securities Regulation Committee

The Securities Regulation Committee is made up of
experienced securities practitioners, newer securities law-
yers and business lawyers who want to know more about
securities regulation. The Committee holds dinner meet-
ings generally on the third Wednesday of every month.
The proceedings, which start with cocktails, continue
with dinner and finish with two hours of topical presenta-
tions, provide opportunities for lawyers to network with
one another and then participate in what are often lively

discussions. A conference call option is available upon
request for members who are outside of the New York
City area.

A sampling of recent topics includes:

* Crowdfunding, Regulation A, and the challenges of
Rule 506(c);

e The SEC’s crackdown on Section 16 late filers;
e The evolution of OTC Markets;

* The SEC’s Money Market Fund Reform amend-
ments;

¢ Implications of Halliburton II;

® The SEC’s actions regarding equity market struc-
ture;

e FINRA Rule amendments;

® The new Municipal Advisor Rule and updated
FAQs;

e Peer-to-peer lending and real estate crowdfunding;
and

e The conflict minerals rule and the First Amend-
ment.

The Committee continues to attract top-level speakers
who are knowledgeable in their field and deal daily with
the aspects they address. Recent speakers have come from
the following firms and other organizations, among oth-
ers: McCarter & English; OTC Markets Group; Dechert;
Goodwin Procter; Fried, Frank, Harris, Shriver & Jacob-
son; SEC3 Compliance Consultants, Inc.; Carter, Ledyard
& Milburn; Pepper Hamilton; and Simpson Thacher &
Bartlett.

The Committee’s Private Investment Funds Subcom-
mittee, chaired by Anastasia Rockas, meets periodically,
examining timely topics such as cybersecurity for invest-
ment advisers, and significant developments in the Cay-
man Islands.

Where appropriate, the Committee issues comment
letters on proposed legislation and regulation, giving
members an opportunity to have a voice in the issues that
affect their practice.

The Committee welcomes new members, and invites
you to get involved. For information about upcoming
meetings, visit our Committee’s page at www.nysba.org/
Business, or contact businesslaw@nysba.org.

Peter LaVigne, Chair

Technology and Venture Law Committee
No report submitted.
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NEW YORK STATE BAR ASSOCIATION

Business Law Section

ANNUAL
STUDENT

CGOMPETITION

The' BusinessfllawsSectionfspomnsons an annual Student Writing Competition, open
to alllstudentstwihoerare candidates for the J.D. or LL.M. degree at an accredited law
school during the year in'which the article is submitted. The student articles submitted
in a given year that are judged first and second best, provided they are of publishable
quality and otherwise meet the criteria of the Competition, will receive cash prizes
of $1,500 and $1,000, respectively. At the discretion of the editors, they also will be
published in the NYSBA NY Business Law Journal, which is sponsored by the Section
in cooperation with New York Law School. Additional cash prizes may be awarded in
the discretion of the Section. Entries that do not qualify for cash prizes may also be
considered for publication in the Journal.

Articles submitted will be judged on the following criteria:
e Relevance to the Journal's audience (New York business lawyers)
e Timeliness of the topic
e Originality
* Quality of research and writing

e Clarity and conciseness

The manuscript should follow Bluebook cite format (using endnotes rather than footnotes) and be a minimum
of 3,000 words (there is no maximum). All submissions become the property of the NYSBA and the NY Business
Law Journal. By submitting an article, the student is deemed to consent to its publication, whether or not a cash
prize is awarded.

To enter, the student should submit an original, unpublished manuscript in Word format to David L. Glass,
Editor-in-Chief, NYSBA NY Business Law Journal (david.glass@macquarie.com). The student should include a brief
biography, including law school attended, degree for which the student is a candidate, and expected year of
graduation.
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