Information Asymmetry: The CFPB Proposes Changes to
the Rules Governing Confidential Information

By Ori Lev

The Consumer Financial Protection Bureau (CFPB)
recently proposed changes to its rules governing confi-
dential information. The proposed rules would restrict
recipients of civil investigative demands (CIDs) from
voluntarily disclosing the receipt of a CID, while at the
same time giving the CFPB more leeway to disclose con-
fidential supervisory information to other government
agencies. The proposed simultaneous tightening and
loosening of restrictions on the disclosure of confidential
information can have important implications for parties
subject to CFPB enforcement and supervisory jurisdic-
tion.

Confidential Investigative Information—
Limitations on Recipients of CIDs

From their inception, the CFPB confidentiality rules
governing the treatment of CIDs and CID-related infor-
mation have been fraught with ambiguity with regard to
what limitations, if any, they impose on CID recipients.
The rules as originally promulgated and currently in
effect generally prohibit the CFPB from disclosing any
confidential investigatory information—defined to in-
clude any information provided to the CFPB in response
to a CID, as well as any other information prepared or
received by the CFPB in the conduct of enforcement
activity.! The rules appear intended to protect investiga-
tion targets from being tarred by the mere existence of an
investigation, which does not equal a finding of wrong-
doing. In this respect, the CFPB’s practice is modeled on
that of the Federal Trade Commission (FTC), which simi-
larly does not disclose pending investigations.

The application of the current confidentiality rules to
CID recipients—and specifically whether they purport
to prohibit a recipient of a CID from voluntarily disclos-
ing the existence of the CID or other CID-related infor-
mation—is less clear. On the one hand, the rules define
confidential investigative information as including infor-
mation “prepared by. . .the CFPB. . .in the conduct of an
[enforcement] investigation,” suggesting that the defini-
tion includes the CID itself and not merely information
provided by a CID recipient to the CFPB.? The rules also
provide that “except as required by law,” no “person in
possession of confidential information” may disclose it.?
Together, these provisions suggest that a recipient of a
CID is prohibited from disclosing the existence of a CID
absent a legal obligation to do so.

On the other hand, the current rules appear to be in-
tended to protect subjects of investigations by preventing
the CFPB from disclosing the existence of an investiga-
tion or materials provided to it in response to a CID ab-

sent an applicable exception. For example, the preamble
to the rules discusses the sensitive nature of information
the CFPB obtains and states that the rules “generally
prohibit[] the Bureau and its employees from disclosing
confidential information.”* And the rules themselves
state that “no current or former employee or contractor
or consultant of the CFPB” may disclose “confidential
information” except as required by law or authorized by
the rules.

Other textual clues, and the CFPB'’s practice over
the past five years, support the conclusion that the cur-
rent rules authorize voluntary disclosure of the existence
of a CID by its recipient. Most importantly, the current
rules differentiate between how entities subject to CFPB
examination or investigation can handle confidential
supervisory information and confidential investigative
information, respectively. As the preamble to the current
rules explains, they expressly “prohibit[] institutions
from further disseminating confidential supervisory infor-
mation they receive [from the CFPB] except in limited cir-
cumstances.”® This approach to handling confidential su-
pervisory information is consistent with that of the pru-
dential regulators. In light of this broad prohibition, and
recognizing supervised entities” need to disclose such
information in certain circumstances, the rules expressly
authorize certain disclosures of confidential supervisory
information. Thus, section 1070.42 of the current rules
expressly allows a supervised financial institution to
disclose confidential supervisory information to its at-
torneys.” The current rules also provide a mechanism by
which a supervised financial institution may seek autho-
rization from the CFPB to make additional disclosures of
confidential supervisory information.? Indeed, the CFPB
went so far as to issue a Compliance Bulletin emphasiz-
ing that those in possession of confidential supervisory
information may not disclose it without such authoriza-
tion.?

There are no parallel disclosure provisions governing
confidential investigative information. That is, the cur-
rent rules do not expressly authorize sharing confidential
investigative information with counsel and provide no
mechanism by which to seek CFPB permission to oth-
erwise disclose such information. (Nor did the CFPB
Bulletin discuss the disclosure of confidential investiga-
tive information.) In light of the fact that confidential
investigative information is subject to the same general
prohibitions on disclosure as confidential supervisory
information, this absence can mean one of two things:
either CID recipients are absolutely prohibited from dis-
closing the existence of a CID and other CID-related ma-
terials, even to counsel, or the non-disclosure provisions
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are not intended to apply to recipients of CIDs. Clearly,
the first option is untenable. CID recipients regularly dis-
close CIDs to their counsel and also disclose the existence
of CIDs to various business counterparties in a variety

of circumstances with the CFPB’s knowledge (and even
express agreement). This practice strongly suggests that
the current rules do not, in fact, prohibit CID recipients
from disclosing confidential investigative information
but are instead focused on the CFPB’s non-disclosure of
such information.

Moreover, the CFPB’s template CID form itself does
not state that disclosure of its existence would violate the
CFPB's rules. To the contrary, when the CFPB issues CIDs
to third parties who are not the subject of the investiga-
tion, the CID’s instructions request, but do not direct, the
recipient to keep the existence of the CID confidential.!’
This provides further support to the conclusion that the
rules as currently written are not intended to preclude
voluntary disclosure of a CID by its recipient.

The CFPB provides no explanation or justification
for adopting this approach other than to note that it
would impose the same information-sharing regime on
confidential investigative information as currently ex-
ists for confidential supervisory information.!3 Nor does
the CFPB discuss the relative merits of imposing such a
non-disclosure regime versus allowing recipients of CIDs
to voluntarily disclose them if they wish, or identify any
harms that would result from a permissive disclosure
regime.

These are all serious issues that warrant careful con-
sideration by the agency rather than the cursory treat-
ment provided in the proposed rules. While the proposed
rules would treat confidential investigative information
consistently with the agency’s treatment of confidential
supervisory information—and consistently with the
manner in which prudential regulators treat confidential
supervisory information—they would be a stark depar-
ture from the practice of other law enforcement agencies

“By prohibiting the disclosure of information absent advance
permission from the CFPB, the proposed rules appear to impose a prior
restraint and a content-based restriction on speech.”

Why does this matter? While CID recipients often
wish to keep the existence of an investigation confiden-
tial, there are circumstances in which a company may
wish to voluntarily disclose an investigation’s existence.
Certainly, a company will want to disclose the CID to its
outside counsel to obtain legal advice. A company may
wish to disclose a CID to its insurance carrier in order to
obtain coverage for defense costs. Additionally, a com-
pany may be contractually obligated or otherwise wish
to disclose a CID to counterparties, as the result of a con-
tractual commitment, pending transaction or for another
reason. Or a company may wish to disclose receipt of a
CID in an effort to criticize the CFPB for overreaching or
otherwise to shed light on the agency’s operations.

The CFPB now proposes to clarify the ambiguity in
its current rules by expressly prohibiting the disclosure
of a CID, or other materials an investigation target pre-
pares in response to an investigation, except in limited
circumstances. Specifically, the CFPB proposes to “ex-
pand]] the scope of § 1070.42 [the provision authorizing
the disclosure of confidential supervisory information in
narrow circumstances or with the CFPB’s approval] to
address its enforcement activities in addition to its super-
visory activities.”!! The CFPB makes clear that this pro-
posed change would cover—and generally prevent—the
disclosure of “civil investigative demands (‘CIDs’) [and]
notice and opportunity to respond and advise (‘NORA’)
letters.”12

such as the FTC or the Securities and Exchange Commis-
sion (SEC). Neither of those agencies prohibits disclosure
of CIDs or subpoenas by recipients. The CFPB’s statutory
authority to issue CIDs is modeled after that provided

to the FTC, and the CFPB’s investigation rules are mod-
eled on the rules of both agencies. The decision to align
the rules governing confidential investigative informa-
tion with the practices of the prudential regulators, as
opposed to the law enforcement agencies upon whose
legal authorities the CFPB’s enforcement powers were
modeled, represents a sharp departure from past CFPB
practice. Particularly in light of the fact that in their long
experience the FTC and SEC have not identified a need to
prohibit CID or subpoena recipients from disclosing the
existence of an investigation, the CFPB’s proposal war-
rants careful scrutiny.

Existing practice also suggests that the CFPB’s pro-
posed rules may be unwarranted. The CFPB’s current
rules provide for the disclosure of CIDs under several
circumstances. Because the rules as currently written
(and as proposed) authorize disclosure when “required
by law,”!* publicly traded companies that believe that
receipt of a CID or NORA letter constitutes a material
event regularly disclose such events in their securities
filings. Similarly, the CFPB will publicly disclose CIDs
when recipients avail themselves of the right to petition
to modify or quash a CID.!® The CFPB'’s proposal does
not identify any harm to its enforcement program that
has come from such disclosures. As discussed below, one
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could envision harm to an agency’s enforcement objec-
tives when an investigation’s target that is unaware of
the investigation becomes informed about it. But even in
cases where the CFPB sends CIDs to third parties, it has
only requested, and not required, that those parties keep
the existence of the investigation confidential. Given the
history of the disclosure of CIDs and the absence of any
identified harm to the CFPB from such disclosures, it is
not clear why the CFPB is proposing to limit such disclo-
sures in the future.

Finally, and perhaps most importantly, the pro-
posed rules raise Constitutional concerns under the First
Amendment. By prohibiting the disclosure of informa-
tion absent advance permission from the CFPB, the
proposed rules appear to impose a prior restraint and a
content-based restriction on speech. For example, they
would prohibit a CID recipient from publicly criticiz-
ing the agency for issuing a CID. Even in the context of
National Security Letters issued by the FBI—where the
governing statute expressly authorizes the FBI to direct
third-party recipients not to disclose receipt of the letter
and where the governmental interest in national secu-
rity is considered paramount—courts have rejected such
blanket disclosure prohibitions as unconstitutional.!® In
the case of the FTC, Congress has authorized the agency
to seek a court order prohibiting a third-party CID recipi-
ent from disclosing receipt of a CID for a defined period
of time.!” That legislative scheme, which is notably ab-
sent from the Dodd-Frank Act, is intended to account for
these First Amendment concerns. The CFPB’s proposal,
however, does not address this Constitutional issue.

Confidential Supervisory Information—Broader
Authority to Disclose

At the same time that the CFPB is seeking to impose
limitations on the information that CID recipients can
share, it is also proposing to loosen the restrictions on
the agency’s own sharing of confidential supervisory in-
formation. The Dodd-Frank Act expressly authorizes the
CFPB to disclose confidential supervisory information
to a prudential regulator or other government agency
“having jurisdiction over” a CFPB-supervised entity.!® In
its currently-operative rules, the CFPB interpreted this
statutory grant of authority as reflecting the limits on the
agency’s authority to disclose confidential supervisory
information to other agencies, and the rules therefore
only authorize the CFPB to disclose confidential super-
visory information to other agencies that “have jurisdic-
tion over” the party to whom the information relates.!
The CFPB now proposes to re-interpret this provision of
the Dodd-Frank Act to be merely permissive and to not
reflect any limitation on the CFPB’s authority to disclose
confidential supervisory information. According to the
CFPB, because Congress did not provide that the CFPB
may only disclose confidential supervisory information to
agencies having jurisdiction over a supervised party, the
“better view” is that Congress did not intend the statu-

tory provision to restrict the CFPB’s discretion.?’ Accord-
ingly, the CFPB proposes to change its rules to authorize
the disclosure of confidential supervisory information

to another agency “to the extent that the disclosure of
the information is relevant to the exercise of the agency’s
statutory or regulatory authority.”?! This is the same
standard applicable to the CFPB’s sharing of confidential
investigative information.

At the same time, the CFPB is also proposing to
expand the definition of “agency” to include foreign
regulators as well as non-governmental entities “that
exercise governmental authority, such as registration and
disciplinary organizations like state bar associations.”??
Coupled with the change described above, this would
allow the CFPB to share both confidential investigative
information and confidential supervisory information
with such regulators and entities so long as the disclo-
sure is “relevant” to the entity’s statutory or regulatory
authority.

The proposed rules provide little by way of explana-
tion for why this change is needed. The CFPB says only
that sharing confidential supervisory information in situ-
ations where such information is “relevant” to the receiv-
ing agency’s exercise of its authority will “facilitate the
Bureau’s purposes and objectives” and “assist the Bureau
in implementing and administering federal consumer
financial law in a more consistent and effective fashion”
by working “together with other agencies having respon-
sibilities related to consumer financial matters.”?* The
CFPB does not, however, provide any actual examples of
how it might share confidential supervisory information
and how such sharing would help advance its “purposes
and objectives.” The CFPB also states that the “current
rule’s restrictions have proven overly cumbersome in ap-
plication, pose unnecessary impediments to cooperating
with other agencies, and otherwise risk impairing the
Bureau's ability to fulfill its statutory duties.”?* Again,
the CFPB provides no concrete examples of how the cur-
rent limitations, which as noted above are grounded in
the statutory language, have impeded cooperation with
other agencies.

The CFPB’s current rules already authorize it to
disclose confidential supervisory information to law en-
forcement agencies that have “jurisdiction” over super-
vised entities. The CFPB does note that its policy regard-
ing disclosure of confidential supervisory information to
law enforcement agencies, which it announced in Janu-
ary 2012, remains unchanged.? Pursuant to that policy,
“the Bureau will not routinely share confidential super-
visory information with agencies that are not engaged
in supervision” and will “share confidential supervisory
information with law enforcement agencies, including
State Attorneys General, only in very limited circum-
stances.”?® The proposed rules, therefore, are apparently
intended to authorize the CFPB to provide confidential
supervisory information to other, unspecified agencies
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that do not have any jurisdiction over the supervised in-
stitution whose information is to be shared. It is not clear
with which additional agencies (other than possibly state
bar associations) the CFPB proposes to share confidential
supervisory information or how the proposed change
will assist in the coordination the CFPB describes.

Comments

The CFPB received over two dozen comments on
its proposed rules. Several commentators—including
groups as diverse as the ACLU, the American Bar As-
sociation’s Business Law Section, the U.S. Chamber of
Commerce, and several trade associations, as well as
House Financial Services Committee Chairman Jeb Hen-
sarling—noted that the proposed rules’ restrictions on
recipients of CIDs would run afoul of the First Amend-
ment in the manner discussed above.

Even more commentators took issue with the CFPB’s
proposal to expand the universe of agencies to whom it
might disclose confidential supervisory information. In
addition to general objections about this proposal, the
American Bar Association and several other commenta-
tors raised an ancillary concern with the proposed ex-
panded authority to share confidential supervisory infor-
mation relating to attorney-client privileged information.
Specifically, these commentators raised a concern that the
CFPB sharing such privileged information—which the
CFPB is statutorily authorized to receive without a su-
pervised institution waiving the privilege?’—may waive
the privilege if the information is shared with agencies
not covered by 12 U.S.C. § 1821(t). That latter provision
expressly provides that when the CFPB (or another speci-
fied agency) shares privileged information with other
specified agencies, such disclosure shall not constitute
a waiver of any privilege. Because the CFPB’s proposal
would allow the sharing of confidential supervisory in-
formation—including privileged information—with enti-
ties not covered by Section 1821(t), the sharing of such
information may waive the underlying privilege.

The notice and comment process is intended to allow
agencies to receive just such input before finalizing rules.
It remains to be seen what changes, if any, the CFPB will
make to the proposed rules before finalizing them.
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