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Overview

 Ethical duties relating to cyber security

 Guidance by bar associations

 Emerging law firm cyber security breach cases
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Ethical Duties Relating to 
Cyber Security
 Duty of competence (Rule 1.1); Comment [8]

 Duty to communicate (Rule 1.4)

 Duty of confidentiality (Rule 1.6); Comment [17]

 Duty to make reasonable efforts to ensure ethical 
compliance (Rule 5.1)

 Duty to adequately supervise non-lawyers (Rule 5.3); 
Comments [2] & [3]
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Ethical Duties Relating to 
Cyber Security
 Competence:  Keep abreast of benefits/risks 

associated with use of technology in legal 
services

 Communication:  Reasonably consult with client 
about means to accomplish client’s objectives

 Confidentiality:  Reasonable care to prevent 
unauthorized access or inadvertent disclosure

 Reasonable efforts to ensure ethical compliance
 Ensure non-lawyer conduct is compatible with 

professional obligations of lawyer
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Guidance By Bar 
Associations
 N.Y. State Bar Opinion 842 (2010)

 N.Y. State Bar Opinion 1020 (2014)

 N.Y. State Bar Opinion 1019 (2014)

 CA State Bar Opinion 2010-179 (2010)

 ABA Opinion 477 (2017)

 N.Y. City Bar Opinion 2015-3 (2015)
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Guidance By Bar 
Associations
Using outside online storage provider to store confidential 
client data (State Bar Opinion 842)

“Reasonable care” standard to protect client against 
unauthorized disclosure

Duty to keep up with advances in technology

Monitor changing law of privilege to avoid loss of 
privilege

Steps to take if there is a data breach
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Guidance By Bar 
Associations
Posting/sharing documents using cloud data storage tool 
in a transaction (State Bar Opinion 1020)

Take reasonable measures to ensure client confidential 
data is not breached

Duty of confidentiality ties in with duty of competence
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Guidance By Bar 
Associations
Remote access to firm’s electronic files (State Bar Opinion 
1019)

Does particular technology provide reasonable 
protection to client data or has client consented after 
being informed of cyber risks? 

Recognizes cyber security threats to law firms but does 
not specify what reasonable precautions to take to 
prevent unintended disclosure
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Guidance By Bar 
Associations
Using laptop in local coffee shop for legal research via 
public wireless Internet (CA Opinion 2010-179)
Steps to evaluate if duties of confidentiality and 
competence violated when using particular technology:

 Level of security attendant to use of that technology
 Legal ramifications to third party interceptor
 Degree of sensitivity of data
 Possible impact on client of inadvertent disclosure
 Urgency of situation
 Client’s instructions and circumstances
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Guidance By Bar 
Associations
Securing Communication of Protected Client Information (ABA 
Opinion 477)

Updated Guidance in light of increasing cybersecurity threats 
and technology advances

Case-by-case analysis of electronic communications about 
client matters

 Is data sensitive?

 How is data accessed and managed?

 What security measures provide reasonable protection?

 Discuss level of security with client

 Label as “privileged and confidential”

 Security training for legal/nonlegal personnel

 Conduct due diligence on third-party vendors
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Guidance By Bar 
Associations
Internet scams targeting law firms (City Bar Opinion 2015-
3)

Exercise reasonable diligence to investigate

Owe duty of confidentiality?

Reporting to law enforcement

Notice to clients who may be harmed
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Emerging Law Firm Cyber 
Security Breach Cases
 Millard v. Doran, filed in N.Y. State Supreme Court, April 

2016

 Jason Shore and Coinabul, LLC v. Johnson & Bell, Ltd., 
filed in Northern District, Illinois, April 2016
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Questions?

Contact:
Devika Kewalramani, Esq.

Partner

Moses & Singer LLP

405 Lexington Avenue

New York, NY 10174-1299

Telephone:  212-554-7832

E-mail:  dkewalramani@mosessinger.com
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Disclaimer:  This presentation does not constitute legal advice or an opinion of Moses & Singer LLP or any member of the firm.  It 
does not create or invite an attorney-client relationship and may be rendered incorrect by future developments.  It is recommended 
that it not be relied upon in connection with any dispute or other matter but that professional advice be sought. 

Attorney Advertising:  Under the laws, rules or regulations of certain jurisdictions, this presentation may be construed as an 
advertisement or solicitation. 
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