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Annual Meeting Presentations:
The Impact of 9/11 in Latin America

Balancing Privacy and Security Concerns in the Wake of September 11th

Checking Conflicts of Interest in Cross-Border Transactions

Editor’s Note: The following is an edited transcript of the presentations made at the Annual Meeting of the International Law and
Practice Section of the NYSBA on 28 January 2004.

I. Welcoming Remarks
JAMES P. DUFFY, III: Good morning. My name is

Jim Duffy. I’m the outgoing Chair of this Section. I
guess this is one of the last times I will be addressing
you formally or officially. We have arranged a very,
very good program for you this morning. And I would
like to thank Bob Leo for all of his efforts in helping to
pull it together. 

We are going to talk first about the impact of 9/11
in Latin America. Following that panel, we are going to
have a panel on balancing privacy and security con-
cerns after 9/11. Our third panel will be discussing the
duty of New York lawyers to check conflicts in cross-
border transactions. So without further ado, I would
like to turn the podium over to Bob Leo, who will dis-
cuss the programs in a little more detail, and then intro-
duce the first panel. 

ROBERT J. LEO: Thank you, Jim. Welcome every-
body. You’re going to get some very good substantive
tips, updates on what’s happening around the world in
a post-9/11 environment and especially in the United
States. The third panel is a very important one on an
area of ethics in the international field.

One thing I want to do is to thank all the panel
chairs. I really did very little. We have three fantastic
panel chairs, and they and their chair colleagues have
each put together a very good program. And I want to
mention them now: Ollie Armas, who is on our pro-
gram now; and there’s Andre Jaglom, who actually put
together a terrific program on privacy and then got
called out of town by a client, but his partner, Don
Prutzman, will be taking over. And he will be followed
by Jack Zulack on international conflicts checks. They
have done a great job, and they are going to do a great
job this morning. I look forward to the presentations. I
know you don’t want to hear me; you want to hear the
panelists. Let’s get started. I’ll now hand the podium
over to Ollie. 

II. The Impact of 9/11 in Latin America

A. Introductory Remarks

OLIVER ARMAS: Good morning, everyone. I’m
Oliver Armas from Thacher Proffitt & Wood in New
York City. Our panel this morning will discuss the
impact of 9/11 in Latin America and the post-9/11 envi-
ronment there.

We have focused this panel to a very large degree
on previewing and discussing topics that we will be
addressing later this year, since we will have our annu-
al seasonal meeting in Santiago, Chile. This is my plug
for the meeting. I am the chair of that meeting. 

With that I’d now like to turn to the focus of this
panel. Unfortunately, two of our speakers have not been
able to make it: one due to the inclement weather, the
other because he was called away on business unex-
pectedly. But we have two fine substitute speakers for
the view from Mexico. Originally Eduardo Ramos-
Gomez would have spoken to you about the impact of
9/11 on Mexico and the U.S.-Mexico relationship. But
he was called away on business. Gabriela Garate, to my
right, will be stepping in and discussing those issues
with you. 

Francis Lackington of Santiago, Chile, was unfortu-
nately unable to make it. There is still a chance he will
show up midstream, and if so we will be hearing the
Chilean perspective. If not, I’ve been introduced to Juan
Francisco Pardini from Pardini & Associates in Panama,
who graciously accepted the invitation to join our panel
this morning and improvise a presentation on the Pana-
manian perspective. 

I remember the weekend before 9/11. I was attend-
ing the Americas Conference, where everyone was very
excited about what appeared to be a great relationship
being embarked upon by the U.S. and Latin America.
And I remember that no one was more excited about it
than the keynote speaker of the conference, President
Vincente Fox of Mexico, who spoke with much pride
about the great personal relationship that he had with
President Bush. 
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As we all know, all of that changed overnight as
this country came to focus on the war on terror. A good-
ly number of our neighbors to the south have felt at
times ignored, and many of them have felt unfairly
treated. And we will be hearing a little bit about that
later this morning. 

At this point I would like to turn over the podium
to Guillermo Malm Green of the law firm of Brons &
Salas, where he is a corporate partner. He will be giving
us the Argentinean perspective. 

B. Argentina 

GUILLERMO MALM GREEN: Well, thank you
very much. It is a pleasure to be here, especially consid-
ering the snow out there, and that when I left my coun-
try it was almost 98° Fahrenheit. 

My presentation is about the situation of Argentina
right now and the impact of September 11th. And the
truth is that Argentina has experienced dramatic
changes in the legal system in the last two years: more
than mere changes, it was an earthquake of legal modi-
fications. The responsibility for these changes has been
assigned to September 11th alone. But this would be far
from true. September 11th signaled war, uncertainty
and recession, and Argentina was not an exception. The
flow of capital from the U.S. and other countries was
strongly impacted, and now these are belt-tightening
times. 

September 11th was not in itself the kick-off event.
9/11 only deepened the situation and further shrunk
the flow of investments that had been gradually and
consistently reduced in 2000 and 2001. The truth is that,
from the legal and economic side, September 11th had
little impact, compared to another dramatic (if not com-
parable) event, namely, the Argentine crisis that erupted
in December of 2001. Argentina is still suffering from
the effects of that crisis. 

Indeed, in November of 2001, and after eleven
years of the Convertibility Law that tied the peso to the
dollar in a 1-to-1-exchange relationship, President Fer-
nando de la Rua was not only suffering from his own
indecisiveness and inability to instill confidence but
also experiencing heavy pressure from the Peronist
Party, as well as his own party, which had put him in
office. 

Argentina was going through its third consecutive
year of recession, but it was almost impossible to con-
vince the provinces to reduce their deficits. Even
though a zero-deficit law had been approved, the gov-
ernment did not have the political power to implement
the drastic measures that would have had to be taken in
order to enforce that law. In this context of lack of confi-
dence and recession, Argentina was renegotiating its
external debt, and rumors of possible default caused a

massive withdrawal of deposits from the banks. The
peak was reached on Friday, 30 November 2001, as a
result of which the government issued Decree 1570/01,
what we called the “corralito,” establishing limitations
on cash withdrawals from the banks. All transfers of
funds abroad were prohibited without authorization of
the Central Bank. Proceeds from exports were required
to be brought into Argentina, and exports of certain for-
eign currency could not exceed US $1,000. But the main
limitation was on cash withdrawals from the banks. 

The reaction of the community to these restrictions
was appalling, especially the reaction of the Peronists,
who historically had never been eager to participate in
economic and political decisions and who were now
staring down the government. Why was that? Primarily
because Argentineans were used to conducting almost
all of their transactions in cash, and because the banks
were not prepared to process the thousands upon thou-
sands of requests for ATM cards, the opening of bank
accounts, and wire transfers, and the system collapsed.
People were queuing for hours at the bank doors, and
temperatures began to rise. Not only did de la Rua fail
to receive any support, he was forced to resign. Thus,
all this political, economic and social instability wors-
ened the economic situation. 

When President Duhalde assumed office in January
of 2002, the Congress, at his request, passed the Eco-
nomic Emergency Law, which basically created a “pesi-
fication” of the economy, and which supplemented the
system then in place. The current system reflects the fol-
lowing changes: 

• The 1-to-1 exchange relationship was eliminated.

• All deposits in dollars at the banks were convert-
ed at 1-to-1.40, plus a coefficient to protect the
deposit from inflation.

• All debts with banks in dollars were converted at
1-to-1, plus also the coefficient to protect the
deposit from the inflation. 

• Any obligations among individuals were convert-
ed at 1-to-2, plus the same coefficient.

Basically the issue was the “pesification” of the econo-
my, and, with some exceptions (including those noted
above), all transactions in dollars were converted to
pesos 1-to-1.

In addition, labor laws were modified, and the
main change was that, in cases of termination, where an
employee is terminated without cause, the employee in
question would have the right to receive double sever-
ance. 

Moreover, the bankruptcy law was amended in sev-
eral aspects. For instance, the exclusivity period during
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which debtors in reorganization have the right to sub-
mit proposals to creditors was extended to 180 days,
and this term may be renewed for another 180 days.
The minimum payment of 40 percent was eliminated.
The one-year extension to fulfill obligations from com-
positions that were underway at the time of enactment
of this bankruptcy law, and all execution proceedings,
including those regarding mortgages and pledges, were
suspended for certain time periods. 

These three laws were enacted in less than two
months. And all these changes strongly impacted the
situation of foreign creditors. Why? In our experience,
one of the main issues that had to be determined was
whether all credits were “pesificated” or only those
credits arising from contracts governed by Argentine
legislation, which would be the position of the courts in
that regard. The government soon issued Decree 410,
providing that trade rights arising from contracts gov-
erned by laws other than Argentine laws were, fortu-
nately, excluded from the “pesification” regime. 

The second issue to be determined was whether all
trade rights arising from contracts governed by Argen-
tine legislation were “pesified,” or only those credits
falling due after the enactment of the Economic Emer-
gency Law—in other words, were credits already in
default in dollars at the time of enactment of the Eco-
nomic Emergency Law “pesified” or not? There are dif-
fering opinions and contrary case law in regard to this
question. 

In the beginning, the trend of opinion was that only
those credits falling due after enactment of the law
were “pesified,” but, unfortunately, two months ago the
Congress passed an amendment of the Economic Emer-
gency Law, providing that all trade rights prior to
enactment of this law were “pesified,” regardless of
their maturity date. This seems to me unconstitutional,
but we still await the opinion of the Supreme Court in
this regard. 

Now where is Argentina today? The official unem-
ployment rate has dropped to 17 percent. But 40 per-
cent of the people are living below the poverty level.
The gap between rich and poor people is becoming
wider; also on the rise are security concerns. But con-
trary to all predictions, Argentina is much more stable
than expected. Now the dollar is being traded at 2.80,
while in 2002 it reached a peak of 3.90. Predictions of
growth for the coming year are in the neighborhood of
seven percent, and the cumulative inflation from Jan-
uary 2002 is only 42 percent, which definitely is a huge
number compared to U.S. standards. It must be remem-
bered, however, that the original predictions called for
an onset of hyperinflation by September of 2002. And
the cumulative inflation rate in 2003 was only four per-
cent. 

The legal profession had to adapt to the new sce-
nario: changing rules, lack of investment and recession.
M&A transactions and privatizations may have been
the rising stars during the ‘90s, but there are no crown
jewels left to privatize, and major investments are few.
The official information furnished by the General
Inspection of Corporations shows that foreign compa-
nies registering their by-laws, articles of incorporation
and good standing certificates in order to hold equity in
local companies declined from 1,700 in 2000 to only 400
in 2002. And if all the legal rules are changed from one
day to another, all kinds of contracts and legal relation-
ships must be amended and renegotiated. Then, for the
international attorney, 2002 and 2003 were years of
restructuring. And then, what I call the “parish news”
at the end of contracts—the arbitration, jurisdiction, and
applicable law provisions—were closely monitored
once again. Arbitration, litigation, and insolvency pro-
ceedings have represented a substantial part of the
work of the international lawyer over these last two
years. 

From a strictly personal perspective, even though
we as attorneys had a substantial amount of work, the
legal profession has not been as rewarding as it had
been in the past. We are always working in murky
waters, in a more turbid situation than usual. New rules
and new situations challenge us on an almost daily
basis. Fortunately, M&A transactions are on the rise
again; other areas that attracted interest are mining, cat-
tle, tourism, and real estate. 

What may be expected for the future?—stricter
enforcement and more regulations. In this sense I
believe September 11th had an impact. The need to con-
trol capital flows and their origin, as well as the desper-
ate attempts of the government to prevent tax evasion,
represents a trend towards the control of the origin of
capital and companies established in tax havens. The
picture is still bad but it never stays so forever. 

In conclusion, one asks, what may be the best piece
of advice to give a foreign investor who still wants to
do business in Argentina? I think one should closely
monitor current legislative developments. There is a
substantial trend towards the recycling and updating of
legal principles that have been enforced for many, many
years. One ought also to keep a sharp eye out for busi-
ness opportunities, because this is an excellent time for
venture capital. 

Thank you very much.

MR. ARMAS: Thank you. Our next speaker is Rena-
ta Neeser from Demarest & Almeida, and she will be
addressing the Brazilian perspective on the post 9/11
situation in Latin America. 
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C. Brazil

RENATA NEESER: Good morning, and thank you
for inviting me to speak here today. I’m glad finally to
have joined the New York State Bar Association. 

I would like to talk about 9/11. I was here on 11
September 2001, so for me was it was an incredible situ-
ation that I never imagined I would have to experience.
Although I can’t remember all the details of that day, it
was extremely shocking for all of us. It was a very, very
sad day. 

Our office is on Madison Avenue, and it is a small
building, so we were able to stay there for almost the
entire day that day, and we saw everybody walking
uptown covered in dust, and it was very, very difficult.
I remember that we tried to help the consulate and all
the Brazilian families that were looking for people
whom they couldn’t find. It was a major challenge to
everyone, and that’s pretty much what we were able to
do. But our work in New York was very much affected;
everybody was just too shaken to do anything really. 

Turning to how it affected Brazil in general and our
practice in particular, I can make the general observa-
tion that things changed a lot, as did our view of what
the future is going to look like. I believe that the econo-
my slowed down considerably everywhere, not only in
the states but in Brazil, the rest of South America, and
Europe as well. 9/11 had a snowball or domino effect
throughout the entire world. Obviously, the attack and
the prospect of war had a negative impact on invest-
ment and economic development. 

In Brazil, for example, I believe that 9/11 has had a
big impact on the economy, and you can tell this from
the decrease, a steady decrease, in foreign direct invest-
ment, although we also had problems on our own. For
example, in 2001, 21 billion was invested in Brazil; the
next year, 18; and now, 10. Because we have had a new
president, there is a lot of uncertainty, and so if there is
less capital to invest, people are concerned about being
cautious and not going too crazy anywhere. This is one
of the impacts in Brazil.

Thus, if it used to be a great idea to invest in Brazil,
now there is less capital to invest, and investors are
probably thinking about investing that capital in a dif-
ferent way. That’s what we have been experiencing.

We are hoping that this trend is going to change,
but it is taking time. Last year, the new president,
thankfully, showed to the international community that
he’s out to do the right thing: establishing appropriate
policies to enable the macroeconomy to bring stability
to the country and to maintain that stability. It is hoped
that we are going to start growing again next year.
Under the least optimistic predictions, the Brazilian
economy is expected to grow from three-and-a-half to

four-and-a-half percent. We can grow even more than
that, but we need our partners. And the U.S. was
always one of our most important partners, but that
partnership has become difficult. 

There are other measures related to September 11th
that created some difficulties; these include in particular
new laws that have been enacted in the U.S. For exam-
ple, new bioterrorism legislation has changed the rules
for foods imported into the U.S. Now companies
involved in this must register with the FDA, through its
Web site. Moreover, certain data must be supplied,
within very short deadlines, to the FDA, to be main-
tained of record for several years. 

Brazilian producers complained about the difficulty
of complying with these new rules within the short
time frames set by the legislation. Now it seems that the
U.S. government is giving more time for everybody to
adjust. The Brazilian government, however, forecasts a
loss of exports into the U.S. this year because of these
new rules, at least until companies can adapt and
ensure that they will not be subject to the penalties
imposed by the legislation (which penalties include
fines or destruction of the merchandise or livestock).
These rules have been a major issue and affected all in
Brazil. Although people are adjusting to the new situa-
tion, it has been a challenge to make the necessary
adjustments within such a short time period. In addi-
tion, the new requirements are somewhat restrictive
and have led to concerns about civil liberties and priva-
cy. 

Brazil, as I believe you all know, has become
enveloped in somewhat of a skirmish with the U.S. over
the new U.S. fingerprinting requirements. There has
been much frustration over these requirements and
over the Brazilian judge’s decision to require the finger-
printing of U.S. visitors to Brazil. On the one hand, the
concern is that everyone is simply being forced to com-
ply with whatever the U.S. decides to impose as a
requirement. On the other hand, the imposition of such
requirements would seem to be fair enough, in light of
the U.S.’s needs regarding its own security. Yet, other
countries feel the need to be more respected as good
partners. And, so, Brazilians, who see themselves as
peaceful and easygoing, can feel upset or even mistreat-
ed when faced with these new security requirements.
There have also been reports of mistreatment at the bor-
ders—not just of undocumented immigrants, but also of
people who have the wrong type of visa. Some of these
people have been handcuffed and have spent an entire
day at the airport under humiliating circumstances. The
situation has been difficult, and the relationship with
the U.S. has deteriorated somewhat as a result. 

Before these measures were taken in the aftermath
of 9/11, Brazilians viewed the U.S. as having the best of
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everything. Now, feelings are more mixed, especially
about how people are being treated. Today they are
sending the first full plane of deportees back to Brazil.
More and more undocumented immigrants have been
jailed, and many complain about bad treatment, espe-
cially since they are being incarcerated in penitentiaries
with common criminals. Most of those people are ordi-
nary, decent folks looking for a better life, a better way
to make some money and send it back to Brazil for their
families. This is a sad situation. 

It has been reported that there are about a thousand
such people in jail right now, and 250, I believe, are
being sent back today to Brazil. The Brazilian govern-
ment, again, is very upset with this situation. 

I believe that it is very important to the U.S., like
everybody else, to feel safe and to make sure that its
borders are safe and that products imported into the
U.S. are safe. However, if good people are treated like
the bad, if no distinction is made between friends and
enemies, relationships will suffer. In this age of global-
ization, it would seem preferable to build and strength-
en partnerships. So hopefully we are going to improve
our relationship with the U.S. by sorting out these visa
and fingerprinting issues and by adapting to the new
regulations or by finding a middle ground and by
working together towards a more peaceful world in an
atmosphere of mutual respect. Thank you. 

MR. ARMAS: Thank you. Our next speaker is
Gabriela Garate, a Mexican attorney and member of our
Section. She is filling in for Eduardo Ramos-Gomez and
will give the Mexican perspective. 

D. Mexico

GABRIELA GARATE: Good morning, everyone. It
is a pleasure to be here. I really feel lucky that Eduardo
got called away on business so that I have an opportu-
nity to speak before you today. 

I am going to speak a little bit, as Ollie said, about
the impact or the aftermath of September 11th on the
practice of Mexican law, and, more particularly, about
the impact that the change in the relationship between
Mexico and the United States has had not only on how
business is done in Mexico but also on how we lawyers
have changed, to some extent, the way we represent
our clients. 

So has there been an impact? Yes, certainly, and,
probably for many—and I say this as a lawyer of
course—the impact has been tremendous. The impact,
however, has not been so great in terms of actual
changes in the law. 

Certainly, after September 11th, Mexico was ready
to express its solidarity with the United States, its con-

dolences over the loss of human life, its concern over
the economic loss and its outrage at the acts of terror.
Now, let me turn to what happened after September
11th and how we got to the point where we are now in
the relationship between Mexico and the United States.
First, let me give you some background regarding the
history of the relationship between Mexico and the
United States. It has been an interesting relationship
and not an easy one. 

Basically, since the time of Mexico’s independence
from Spain in the early 19th century, the relationship
between Mexico and United States has been character-
ized by territorial disputes, invasions, and the domina-
tion by what has since become a much bigger economic
and political power than Mexico. With the subsequent
entry into Mexico of foreign investment, coming pre-
dominantly from the U.S., in the second half of the 19th
century, the Mexican economy started to develop in a
serious way. United States interests were very quick to
move down to Mexico. American companies became
well-established and became very prominent in Mexico.
They acquired a prominent role in the Mexican econo-
my and became successful. And basically the economic
and business relationship between Mexico and the
United States was founded right there. 

Throughout the first half of the 20th century, this
relationship changed dramatically. First of all, the Mexi-
can economy became a very protected economy.
Throughout much of the 20th century the Mexican
economy remained largely closed to foreign investment.
Up until the late 1980s, foreign investment in Mexican
companies remained in most sectors of the economy
limited to a maximum of a 49-percentage interest.
Majority Mexican ownership of most companies was
required. There were many, many so-called strategic
sectors that remained completely closed to foreign
investment. 

The United States mounted growing pressure on
Mexico to open its economy and to implement a series
of legal changes culminating in the negotiations and
implementation of NAFTA in the four years from 1990
through 1994. With implementation of NAFTA, a whole
series of changes in the Mexican legal system started to
develop. As a result of NAFTA, we went through a ten-
year period in which Mexico had to modify all of its
laws gradually to permit an increased participation of
foreign investment in many sectors that had until then
remained closed to foreign investment or allowed only
a certain limited percentage of foreign investment. We
went through a complete change in our legal system,
and simultaneously the trade relationships between
Mexico and United States increased and improved to
the point where Mexico became the second most impor-
tant trade partner of the United States. 
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After this legal reform and after NAFTA has now
been in place for over ten years, NAFTA is working in
an almost seamless way. It’s something that has become
a part of our day-to-day life. It is not anticipated that
any more legal changes will need to be made in the
Mexican legal system to implement fully all the provi-
sions of NAFTA. So NAFTA has become in a way a
non-issue. Of course, there is still much talk about
NAFTA, but it is something that has become so embed-
ded in our day-to-day life that we tend to forget that
there is anything else that can be done with it, especial-
ly in terms of strengthening the relationship between
Mexico and United States. 

Now, interestingly, after all these issues—for exam-
ple, the power struggles between the United States and
Mexico, the implementation of NAFTA, and the legal
reform—we come to 2000, when Mexico had national
presidential elections. President Vincente Fox was elect-
ed, the first president from an opposition party to be
elected to power in Mexico in more than 70 years. So
Mexico was heralded for its changes in democracy and
was finally perceived and applauded by the United
States as a country that is working hard at becoming a
full and complete democracy. 

Coupled with that, George Bush was elected presi-
dent of the United States, and it happens that he and
President Fox go back a long way. They share a lot in
terms of friendship, personal interests, and views about
where they want to take the relationship between the
two countries. President Bush is very quick to express
his view that there is no more important partner for
Mexico than the United States. Unfortunately, very soon
thereafter we came to September 11th. President Bush
had been in Mexico beforehand and reinforced his
views about the future relationship between Mexico
and the United States. After September 11th, Mexico
was not quick to support the United States in the Secu-
rity Council of the United Nations. We Mexicans used
this opportunity to make a statement to the world that
we are our own country, and that we are not biased by
our geographic proximity or by our close economic ties
to the United States. And basically, the relationship
deteriorated right then and there. All prospects of a
much more improved relationship stopped right there.
All the talks about immigration reform to allow regular-
ized undocumented Mexican immigrants into this
country stopped right there. Moreover, Mexico was
affected by the subsequent recession that occurred in
the United States. 

What is the effect of all of this? Again, in terms of
the legal profession, no changes in the law have been
made as a result of September 11th. We have not enact-
ed an anti-terrorist act. We have not enacted any sort of
security act. There are no legal reforms that are expect-

ed as a result of changes in the relationship between
Mexico and the United States. But as lawyers, we have
found ourselves in a position in which our traditional
role as negotiators, implementers of our clients’ busi-
ness ideas, and protectors of our clients’ rights through
contract-drafting and other documentation has changed
to our having to pitch a deal as if we were on the busi-
ness side of the deal, when we are representing Mexi-
can clients. We also find ourselves providing reassur-
ance and emotional support to our clients who are
worrying about the future of business in Mexico
because of the relationship between Mexico and the
United States. 

Thank you very much for your attention.

MR. ARMAS: Thank you, Gabriela. Francis Lack-
ington, who literally just arrived from Chile, will be
providing the Chilean perspective. 

E. Chile

FRANCIS LACKINGTON: When I received the
invitation to talk about the changes in the practice of
law in Chile after the events of September 11th, I really
didn’t realize how difficult it would be for a Chilean to
come up with a presentation that would last ten min-
utes. We did some serious brainstorming in my office,
and we really don’t feel there have been any changes in
the practice of law in Chile after September 11th, except
those that are derived from the extraterritorial effects of
U.S. legislation, as it may apply to Chile. 

For example, you all know that Sarbanes-Oxley
affects Chilean issuers who trade their stock through
ADRs in the United States. Now Chilean issuers have a
series of reporting requirements under that statute and
otherwise. Also, exports to the United States from Chile
are subject to special reporting requirements and to
what is basically a new regulatory framework that was
put into place after 9/11. 

As for my personal experience, during most of
2003—and I came to New York several times—I repre-
sented Ultravito Central, which was the biggest project
in Chile last year. Ultravito Central is an automatic toll
road. It is a free-flowing toll road in Santiago and it cor-
responds to the Santiago trench of the highway that
connects Arigo, which is in the north of Chile, to Seleno,
so that highway now is a toll road, a free-flowing toll
road. And this toll road issued bonds in local currency
and in U.S. dollars. This was an approximately $600
million issue. It was the first time in Chile that bonds
were placed by the same issuer both in local currency
and in U.S. dollars and in two different markets at the
same time. Now, due to certain stock exchange regula-
tions that are different in Chile from those in New York,
the payment of these bonds was subject to different
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rules. And since these bonds were rated by MBIA, and
this is what makes the bonds AAA, 9/11 took on signif-
icance because of the concern over what would occur if
a 9/11 event happened on the day the bonds were to be
placed in Chile but where the bonds were not placed
because they had to be placed in New York on the next
day. This was an issue that we had to deal with, and we
were able to deal with it. But it was an important issue,
and many lawyers billed a lot of time on this issue
because of the size of the transaction. 

One of the other things that happened after 9/11 to
Chileans was, for example, that a Chilean clown of sorts
announced on a plane bound from Miami only two
weeks after 9/11 that he had a bomb at the airport. He
was removed from the plane, was imprisoned and was
questioned for about three weeks. So, you see, Chileans
also have the ability to make it into the news in situa-
tions like this. 

There is also the matter of the fingerprinting. I was
just fingerprinted at the airport. When you go to Chile
for the semi-annual meeting in November, you will also
be fingerprinted. This is standard procedure now. As of
February 1st, everybody entering an airport in Chile
will be fingerprinted and photographed. I think that is
a consequence, obviously, of what the United States did,
and the United States obviously did it after what hap-
pened on 9/11. I thought the fingerprinting was going
to be very arduous, but it went very fast. You know,
you put your right finger and then your left finger, and
then you are photographed. They don’t even tell you
when they are going to photograph you; you just look
at the camera and it happens very, very fast. I hope we
can come up with the same level of technology in Chile
so you don’t have to wait in line when you come to
Santiago. 

These are the things that have happened after 9/11.

Now, I would like to refer briefly to probably the
most important legal news that developed in Chile and
the United States after 9/11. It’s not a result of 9/11 but
it happened after 9/11. So there is the connection. And
it’s the Chile-USA Free Trade Agreement, which Chile
and the United States have entered into. The Free Trade
Agreement covers several topics, but a free trade agree-
ment with Chile for the United States was something
very important and has been on the administration’s
agenda for several years. And coincidentally, on 11
September 1992, President George H. W. Bush, on the
day he released what was called the Agenda for Ameri-
can Renewal, said that America was a place where ordi-
nary people could do extraordinary things if only they
were set free. And the first step in their being set free
was the unlocking of foreign markets, and the first
thing the then-President Bush mentioned was that the
U.S. wanted a free trade agreement with Chile. 

As some of you may know, September 11th is also
an important date in Chilean history. The military coup
that led to the Benitti administration occurred on 11
September 1973, with the support of the U.S., and,
although people have different views of this, the coup
saved Chile from economic devastation and communist
dictatorship. When the events of September 11th took
place, Chile and the United States had a meeting in a
round of negotiations scheduled that day. The meeting
was postponed until the next day, so there was really no
problem. The Free Trade Agreement was successfully
passed by the House and Senate in the United States
with ample majority. And maybe it is not very impor-
tant in terms of the amount of economic activity that
Chile may represent to U.S. businesses, but it is proba-
bly the proverbial foot in the door for hopefully a free
trade area of the Americas in the future. 

The Free Trade Agreement became effective on 1
January 2004, and covers several aspects, including
market access, terrorism, quotas and subsidies, in
regard to which the parties agreed to a national treat-
ment of directly comparative and substitutive goods. I
really don’t have time to go into detail concerning the
Free Trade Agreement, but we will examine the details
of this agreement and related topics at the November
meeting of this Section in Santiago.

I am going to be your host because I am the Santia-
go chapter chair, so I really look forward to seeing you
all there. Thank you very much for inviting me.

F. Questions

MR. ARMAS: We don’t have much time, but we can
take a few questions from the audience if anyone has
anything to ask our speakers. 

MR. LEO: Francis, in your opinion will the Free
Trade Agreement between Chile and the U.S. be under-
cut or somehow constrained by the security concerns
and all the security measures the U.S. is putting in place
at the borders?

MR. LACKINGTON: Yes, I think it will. Those mea-
sures will be somewhat of a constraint, and reporting
requirements will become perhaps a little bit more
bureaucratic than trade between the two countries
demands. But still the security or safety requirements
imposed by the United States cannot actually affect all
of the agreement. So I guess practice will show how this
works, and some of the legislation or regulations that
are being passed may have to be reviewed. 

SPEAKER IN AUDIENCE: Well, in that vein, I note
that this agreement is a U.S. treaty, while the Homeland
Security Act is a statute. A treaty overrides a statute. At
least when our courts interpret it, that’s what’s sup-
posed to happen. So do you now see particular issues
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where courts are going to have to examine whether our
principles of jurisprudence are going to hold up, or do
you see that it is just basically a question of bureaucracy
and how the administrators interpret it? 

MR. LACKINGTON: I see it mainly as a question of
bureaucracy. I think the principles that are established
in the state-of-the-art Free Trade Agreement are very
solid. The agreement is really a very modern and very
good piece of legal work, so I see this as only delaying
commercial activity. 

SPEAKER IN AUDIENCE: The Bioterrorism Act
and the federal Food and Drug Administration require
foreign suppliers and storers of food to register and
give prior notification. I know that Chile is a major food
supplier to the United States, Mexico and certainly
Argentina. I’m wondering if you’re seeing any concern
from your clients or hearing of any concern in your
countries about the new interim regulations that went
into effect in December. 

MR. LACKINGTON: Well, I know that the fruit
exporters have a concern—but we don’t have any fruit
export clients, so I’m really not familiar with that busi-
ness. But I’ve been in social gatherings in Santiago
recently where this issue was sort of touched on. And I
guess, in the fruit export business, exporters have to
have or were used to having the possibility of changing
the deal while the fruit was on the boat, but they can’t
do this any longer. This is the big issue. 

MR. ARMAS: Thank you very much.

III. Balancing Privacy and Security Concerns in
the Wake of September 11th

A. Introductory Remarks

MR. LEO: We have already heard a little bit about
security and privacy concerns, as well as the finger-
printing that’s going on at the moment, so the prior dis-
cussion segues nicely to our next panel, which is on bal-
ancing security and privacy concerns. Don Prutzman is
our speaker. 

MR. PRUTZMAN: Good morning. Welcome to our
panel. Today we have two particularly well-qualified
and distinguished government officials. Both of them
have extensive experience dealing with the protection
of personal privacy in connection with data collection
and dealing with security concerns. 

We have Nuala O’Connor Kelly on the telephone.
She is the Chief Privacy Officer at the Department of
Homeland Security, appointed to that position by Secre-
tary Ridge on 16 April 2003. Her responsibilities include
privacy compliance throughout the department,
attempting to assure that the technologies that are used
to collect data sustain and not erode privacy protec-
tions. She is also responsible for reviewing and evaluat-

ing legislation and regulatory proposals involving data
collection. 

She recently earned high praise in the press for
making privacy concerns a central part of the Depart-
ment of Homeland Security’s implementation of the
new U.S. Visit Program that we just heard a little bit
about, which involves the photographing and finger-
printing of all persons entering the country by air and
water from most countries.

Ms. O’Connor Kelly has been focused on privacy
protection for a substantial part of her career. Prior to
becoming the Chief Privacy Officer of the Department
of Homeland Security, she was the Chief Officer of the
Department of Commerce, and before entering public
service she was the Vice President of Data Protection
and Chief Privacy Officer for Emerging Technologies at
Double Click, an online meeting services company.
She’s also spent time as a practicing lawyer in Washing-
ton with several firms. She’s a graduate of Princeton
University, holds a Master of Education from Harvard,
and is a graduate of the Georgetown University Law
Center.

Our other distinguished panel member is the Hon-
orable Mozelle W. Thompson, a Commissioner of the
Federal Trade Commission since December 1977. He
has been heavily involved with privacy protection
issues as a Commissioner and one of the principal
negotiators of the U.S.-EU Safe Harbor Agreement in
1999 and 2000, which allowed U.S. companies to receive
and collect personal information from EU customers
and companies without running afoul of the EU’s pri-
vacy directive. 

Before joining the FTC, Commissioner Thompson
was the Principal Deputy Assistant Secretary at the
Treasury Department. He comes from New York, and
before his service at Treasury, he was Acting Executive
Director and General Counsel to the New York State
Finance Agency. He’s a member of the New York Bar,
has been a practicing lawyer at Skadden Arps, a faculty
member of the Woodrow Wilson School and Fordham
Law School, and a Visiting Scholar at Stanford Law
School. He received his undergraduate and law degrees
from Columbia and holds a Master in Public Adminis-
tration from the Woodrow Wilson School. 

Our program today is going to consist of presenta-
tions by each of our panel members and then a period
for questions and answers. First we are going to hear
from Ms. O’Connor Kelly. 

B. Privacy Office of the Department of Homeland
Security

NUALA O’CONNOR KELLY: I’m delighted to be
here, at least by telephone. I thought I’d start by giving
you some background on the Department of Homeland
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Security Privacy Office, because it is a unique entity in
the federal government at this time.

Building on the concerns over the creation of the
Department of Homeland Security in 2001 and 2002,
members of Congress wrote into the enabling statute
for the Department a provision (Section 222) creating
the Privacy Office. It is somewhat independent from the
Department and is charged with some of the things
you’ve already heard: ensuring that the use of new
technology sustains privacy protection; overseeing the
Privacy Act of 1974, the Freedom of Information Act
and the Electronic Government Act of 2002; reviewing
privacy impact assessments of all new proposed rules
or programs of the Department of Homeland Security
to minimize the impact on personal information of both
our citizens and visitors to our country; and, what is
most unique, having a direct reporting relationship
with Congress on activities of the Department that
affect privacy, including all complaints of privacy viola-
tions, implementation of the various statutes, internal
controls that were placed on the Department, and other
related matters. So this is a relatively new paradigm for
privacy enforcement at the federal-government level.

Mozelle has been very involved in enforcement in
the private sector, and we have had a Privacy Act since
1974, which has been running well at an operational
level. But this is the first time there has been a senior
policy level official reporting both directly to the Secre-
tary of the Department and to Congress on privacy pol-
icy, as well as statutory, matters. 

I think it’s important to note that, in clause 5 of Sec-
tion 222, there is provision for a direct report to
Congress, which is unusual, and of course, as I said,
there are no other statutory privacy officers. It is more
like an inspector-general-type arrangement, an organi-
zation that fits within the Department and is yet some-
what outside of it as well. I think this is very much due
in part to the awareness of the structure of protection-
authorities around the world and our desire to create an
office which has both policy oversight and an indepen-
dent level of review to address concerns and com-
plaints. It also reflects the realities of the potential com-
mingling of personal data compiled by over 22 federal
agencies and parts of several more. Such commingling
brings with it, hopefully, excellent synergy, but it also
can have a tremendous impact on privacy concerns. 

Structurally, we have a headquarters Privacy Office,
and we also have over 300 privacy impact employees
and officers across the department, both at an opera-
tional level and at a senior-policy level. These levels are
called directorate divisions, dealing with things like
border security and transportation security, and even
including all the divisions of the former Immigration
and Naturalization Service (INS), as well as the organi-

zation formerly known as the Federal Emergency Man-
agement Association (FEMA). 

I would like to highlight the idea that the Depart-
ment of Homeland Security is truly a protective agency,
rather than an investigatory and counterterrorism agen-
cy. We are about more than simply preventing terrorist
attacks, though that is one of the primary missions. We
are about strengthening security across our various
infrastructures, including in particular our critical
infrastructures and the private sector. So a great deal of
my office’s focus is on working not only with individu-
als who are concerned about the impact of the program
on their privacy, but also with industry in creating a
cooperative understanding of how data flows between
the public and private sectors, how it should flow, what
kind of privacy protections should be in place on both
the giving and receiving end of that information, and of
course, what kind of data protection principles should
surround that kind of activity, including notice, access
and redress mechanisms in the public and private sec-
tors. 

Obviously, it was very kind of you to say that we
have been mentioned in the press a great deal, and I’m
actually very pleased that there has been so much atten-
tion given to the important issues that we are dealing
with. These include, among others, the implementation
of biometric technology. I believe you discussed to
some extent in the earlier session the new U.S. Visit Pro-
gram, and, in addition to the privacy and protection
concerns in that program, there is certainly a new
awareness of both the opportunities and also the chal-
lenges involved in using new technologies. 

Biometrics—fingerprints and photographs in partic-
ular—strike many of us as coming from a criminal
sphere where people are fingerprinted because of hav-
ing done wrong. I think we are moving into a place
where biometric technology can be used responsibly in
very limited fashion to protect identity theft, to
strengthen our security systems at our borders, and also
to provide greater services to those who come not only
to visit but also to stay in the United States on a more
permanent basis. That means that there is an opportuni-
ty here to forge good rules and good frameworks for
the use of new technology in the public and private sec-
tors. 

We have certainly seen some missteps in the use of
biometric technologies in the private sector, and I think
the government is in an unusual position to take the
lead in the responsible use of good technology in a way
that helps industry and helps government as well. 

For example, we have, as you mentioned, put in
place both privacy impact assessments and systems of
records and notices required under the Privacy Act of
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1974 that clearly disclose what information is being col-
lected, how it is collected, why it is collected, who it is
shared with, and how it is stored. These measures also
allow for tremendously robust access and redress mech-
anisms whereby individual citizens and noncitizens
alike can call, write, or come to the Department of
Homeland Security and learn what information may be
in their file or used about them in determining whether
or not they are coming into or out of the country. They
are also able to correct information that might have
been misapplied to their case, and find out what else
the government knows about them, which I think is a
good crucial principle of “transparent” data collection.
Those rules have been in place on a less robust or less
utilized level, but a program as high profile as the U.S.
Visit Program, which affects so many people, requires,
in our view, provision for immediate appeals at airports
and ports of entry, as well as appeals to the privacy offi-
cer for that program, who reports to my office. There is
also then a final appeals program that is monitored and
adjudicated by my staff and in the headquarters of the
Privacy Office. 

The good news about all of this is that we haven’t
had to implement any of these measures, because there
have not been any complaints. Among the over 4,000
people who were processed through the system the first
day or two, there were only 30 people who had even a
questionable image on their fingerprints or other infor-
mation. All of that was resolved actually at the point of
entry within a matter of minutes after the initial image
was captured. 

So we have been extraordinarily pleased not only
with the amount of preparation we put in place as an
organization for privacy processes, but also with the
fact that the technology works so well and was so trans-
parent to individuals. As a result, we found that, for the
most part, the process actually speeded up citizens’ and
noncitizens’ entry into the country and has had a posi-
tive effect on visitors’ relationships with the Depart-
ment of Homeland Security at airports and points of
entry. So I think it is a good example of good policy and
good employee training, which my office is involved in,
and good technology used effectively and in a limited
fashion to protect privacy. I think all of these elements
need to be in place. 

Obviously, many of you are very interested in our
conversations with the European Union in particular
and other data protection authorities around the world,
not only about the U.S. Visit Program but also about
our use of passenger name record data and various dif-
ferent programs throughout the Department of Home-
land Security, including, in particular, our recent negoti-
ations, which have been ongoing, with members and
staff of the European Commission leading towards an

adequacy finding at the end of last year. Certainly, that
is not a process that is complete, but we are extremely
heartened by the hard work of many other agencies and
their staff in forging a bilateral arrangement that is
reciprocal and workable to address those types of secu-
rity concerns on both sides of the Atlantic. 

I think that one thing is often misunderstood or
mistaken in conversations, and that is that one side of
the Atlantic is more concerned about one of those issues
than the other. The contrary is actually the case. As
many of you are certainly aware, many parts of Europe
have dealt with domestic and international terrorism on
a much longer basis than we in the United States have
dealt with domestic terrorism. And we actually already
have more of a framework for this pursuant to our Pri-
vacy Act of 1974 and our approach to industry than is
widely recognized. From my perspective, this is not a
black and white issue. This is an issue for both sides of
the Atlantic and both sides are concerned with security
and privacy. But I think we will really see that built
upon in future years, not only with our relationship
with the European Union but also with other parts of
the world, in increasing passenger security and increas-
ing the flow of goods and people internationally, while
also protecting data in that flow. 

So I think that we should all be very pleased with
the work that’s been done so far, the excellent work
done by staff of both the Department and Commission,
and the work that I think will continue to be done in
those negotiations going forward. 

A few other hot issues, and then I’ll turn it over to
Mozelle, who will have many things to say on the
FTC’s work. Inter-agency and intra-agency data flows
are a prime issue. Obviously, what was one of the most
compelling issues when the Department of Homeland
Security was created was the commingling of 22 sepa-
rate agencies and parts of others. There are clear rules
under the Privacy Act about how those different ele-
ments did their work before March 1st of last year, and
we are undertaking a review of all the applicable sys-
tems of record-keeping, notification, and Privacy Act
matters, as well as the decisions in the various agencies
to come up with a coherent and comprehensive
approach to data sharing and data limitation. As you
can imagine, this is an incredibly large task. There are
literally thousands of relevant documents out there that
need to be coordinated. 

We also have data flows with state and local part-
ners. President Bush and Secretary Ridge have said
numerous times that homeland security is not some-
thing that can be done only from Washington. It is a
partnership. As we all know from our experience in
New York and Washington on September 11th that our
first responders are state and local fire, rescue and
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police departments, and how we get and manage infor-
mation with those partners is of crucial importance.
How we abide by the relevant privacy and data protec-
tion framework in our various jurisdictions is very
important and an issue that we will be looking at in the
weeks, months and years ahead. 

Most recently there has been a great deal of press
on the data sharing and data flows between the Depart-
ment of Homeland Security and our partners in the pri-
vate sector. Over 85 percent of our critical infrastructure
in the United States is in the hands of the private sector.
That is kind of a shock to many in other parts of the
world, where so many crucial and critical infrastructure
elements are owned, operated or regulated in a greater
sense by federal, state and local governments. And I’m
talking predominantly now about airline security, but
also about our water and electric infrastructure, as well
as our bridges and tunnels. These critical infrastructure
elements are not only in private sector hands but also to
a significant extent in state and local hands. How we
share information to increase security of those elements
while also abiding by federal, state and local require-
ments to protect individual information is incredibly
challenging. I think it is one of the most compelling pri-
vacy issues in the federal government today. 

We have begun work not only internally on how
we use data responsibly that is offered by the private
sector, but also how we work together in partnership
with members of the private sector to ensure that they
are informing their clients, their customers and con-
sumers about data-sharing with the federal govern-
ment, whether, as you’ve seen in some cases, they
report on a voluntary basis or under regulation or
direction from the Department of Homeland Security. 

And with that, I will turn it over to Mozelle to hear
his perspective.

MR. PRUTZMAN: Thank you very much.

C. Federal Trade Commission

MOZELLE THOMPSON: Well, good morning all of
you. I’m here from the government, and I’m here to
help you!

I wanted to thank you, Donald, for having me, and
the State Bar Association for organizing this panel. 

Now, before I go much farther, I must repeat the
usual caveat that my general counsel requires, that is,
that my views are my own and do not necessarily rep-
resent the views of the Commission as a whole or other
Commissioners. I think that they at least represent my
views. 

As most of you know, the Federal Trade Commis-
sion (FTC) is the federal government’s antitrust and

consumer protection agency. And because of its con-
sumer protection mission, the FTC has long been
involved with data collection and privacy issues
through our Section-5 authority, which allows us to pro-
tect consumers from unfair deceptive acts and practices. 

Clearly, however, the nature of information gather-
ing and disbursement has changed in recent years,
along with advances in technology, including such mar-
vels as the Internet. At the same time, the events of
September 11th have also affected America’s view of
information, privacy and national security. 

As you heard from Ms. Kelly, the federal govern-
ment has the heavy responsibility of protecting all
Americans, including our national security interests.
And it’s a very delicate task to balance people’s interest
in security with other interests, such as their right to
privacy and speech. Fortunately, for me, most of the
time I don’t have to deal with such weighty issues,
because many of the cases that arise in the national
security context have little, if anything, to do with
issues we see at the FTC arising in the context of con-
sumer protection and the various types of commercial
collection and use of information. Usually by the time
they get to me, the dealings are so bad that they just call
out for action. 

But another way of looking at it is that consumers
usually don’t have to give their personal information to
identity thieves and telemarketers in order for con-
sumers to feel more secure. And protecting consumers
from terrorists is not inconsistent with the FTC’s
enforcement policy work in the context of the Fair
Credit Reporting Act or Gramm-Leach-Bliley Federal
Modernization Act, including its privacy rules and our
Do-Not-Call Log and the new CAN-SPAM Act. Now,
that’s not to say that there aren’t times when there
aren’t certain intersections, at least in the eye of the
public. An example of this is the recent Jet Blue situa-
tion, where a public interest group approached the FTC,
claiming that a company violated its privacy policies by
releasing consumer information to third parties for
national security purposes. Another example of this can
be found in the context of financial institutions via leg-
islation like the Bank Secrecy Act. But I note that neither
of these industries is under FTC jurisdiction. Banking is
usually dealt with by the banking agencies, and, to the
extent that airlines are dealt with, they are common car-
riers, and they are dealt with by other agencies. But
they illustrate my point regarding the intersections. 

There are some situations, though, where the FTC
has a joint interest and jurisdiction, and you heard a ref-
erence to it this morning, such as in the case of identity
theft and cyber security, where we work with the
Department of Justice (DOJ), and in instances where we
receive complaints from consumers that reveal attacks
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on our infrastructure or where the crime of identity
theft occurs, both of which have national security impli-
cations. 

As you may know, the FTC is statutorily charged
with keeping the national identity theft database. And
we have civil jurisdiction to prosecute civil cases. But in
cases that are the most egregious, which involve
breaches of infrastructure, cyber security or other egre-
gious conduct, we work with the DOJ so they can pros-
ecute criminal investigations. But for the most part,
these are the exceptions rather than the rule. So what I
am saying is that most of our work at the FTC deals
with fraud, deception and the abuse of information. 

Some recent examples of this include two security-
based deception cases involving Eli Lilly and Microsoft.
Now, I won’t go into too much detail right now about
those cases, but the general gist of them was that con-
sumers were promised that their information would be
kept secure, and we allege that this information wasn’t
secure. And in Eli Lilly the lack of security resulted in
the inadvertent disclosure of information to people who
weren’t entitled to get it. 

Now, I’ve spent most of my comments here talking
about the government’s role. But I also want to remind
people out here that a similar balancing test exists from
a business perspective. Now, this is illustrated a bit by
the airlines, because they are clearly on the frontline
right now on a lot of national security issues. But they
and others will have to reexamine the representations
they make to the public about information-sharing in
order to manage public expectations. So it’s not just a
legal issue; it’s also a business issue. 

Similarly, one of the important challenges of those
of us in government is to manage public expectations
by talking about what’s reasonable to expect in regard
to the use of information. And all of that must be done
in an international context, where frankly, some of our
international colleagues may not have the same types of
concerns or at least not the same balance of concerns in
security and privacy, or transparency. We, nonetheless,
strive toward cooperating where we can. I know that’s
really evident in how we pursue some of the fraud and
deception cases that I’ve described earlier, where perpe-
trators reach across boundaries. And that led to the
OECD developing its guidelines on cross-border fraud-
prosecution cooperation, as well as our pending legisla-
tion in the U.S. to help the FTC do that job better. And
at the same time we are dealing with new media, as in
the context of SPAM and the Internet and Do-Not-Call
Lists, which involve safeguarding consumer interests
and safeguarding their information in line with basic
First Amendment principles. 

It is a very interesting time for all of us. We look
forward to coming to forums like this to hear your
ideas about how we can best meet these challenges. So
yes, I am from the government, and I am here to help
you. So I’m going to leave it at that, because I’m more
interested in hearing some of your questions. 

MR. PRUTZMAN: Well, thanks to both of you.

D. Questions

MR. PRUTZMAN: I see we have some questions,
but I would like to start off with a question of my own.
We called this program Balancing Privacy and Security
Concerns in the Wake of September 11th. Is balancing
really the right concept? Are we detracting from securi-
ty by protecting privacy? 

MS. KELLY: Can I jump in on that one?

MR. PRUTZMAN: Please.

MS. KELLY: I would like everyone to ban the word
“balancing” when talking about privacy and security. I
think it is absolutely the wrong paradigm. Depending
on where the pendulum is swinging in the days imme-
diately after 9/11 or in the years ahead, where there
might be no immediate or apparent immediate security
risk, our equation would obviously differ. I see the goal
as achieving both privacy and security. These are both
legitimate public policy goals; they are both elements of
a free and open society. And I live this out every day in
my office’s work: I would not pit my office against the
ultimate mission of the Department, which is to
strengthen security, literally and figuratively around the
country, but rather I would articulate it as part of the
mission of a larger and more broadly written home-
land-security focus, which is to protect not only the
people, places and physical assets of the country but
also the life styles and liberties that are embedded in
our Constitution and in our cultural frameworks as
well. 

So the placement of an office of security, an office of
privacy, and an office of civil liberties at the senior-lead-
ership level, shows at least the Congressional intent and
also the intent of President Bush and Secretary Ridge to
achieve all of these goals as part of a larger framework
of protecting America. That is how the President and
Secretary Ridge have articulated the mission for the
Department. It is not solely about counterterrorism, or
physical infrastructure, but the goal is to create a safe
space for all Americans and for visitors to our country,
and this includes protecting their dignity, privacy and
civil liberties. 

COMMISSIONER THOMPSON: I would say for the
most part I agree. When I talk about balancing, I think
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the key is being able to hear and balance what public
expectations are. That’s a challenge for all of us. 

One of the interesting questions that I have faced
over the years is trying to assess what consumers really
expect in terms of how their information is being used,
and what they expect to happen to it. This is especially
so here in the United States, where the public expecta-
tion is not that the government make decisions for indi-
viduals, but that individuals make decisions for them-
selves. We clearly have a lot of different factors that
each of us weighs, but it is important for us to begin to
talk to the public about expectations. That’s a challenge
for all of us, and, for the most part, good security and
good privacy are the same thing. 

MS. KELLY: I just want to agree wholeheartedly
with the idea of public expectation. In fact, there have
been a couple of reports regarding public expectation
and trust in various public agencies. Within a few
months of being open, the Department of Homeland
Security scored fairly low on the scale in respect of
what it was perceived as doing to protect privacy and
civil liberties. Of course I was crushed even though I
had been on the job for only a few weeks. And so I
talked to the authors of the reports. The truth is, when
we asked people what they think about the Depart-
ment, they say they are not really concerned about the
protection of privacy. They say they want us to get the
security job done. So I think it is also a matter of edu-
cating people about what protections we are putting in
place to achieve both. But you’re absolutely right, pub-
lic expectations differ, depending on what good, service
or activity the particular representative of the public is
engaged in. That’s such a good point. 

SPEAKER IN AUDIENCE: Miss Kelly, do you have
any responsibility, directly or indirectly, for the admin-
istration of the Freedom of Information Act as to
whether or not information shall be withheld or dis-
closed based on public requests? And if you do have
any such responsibility, I have a follow-up question to
that. 

MS. KELLY: The answer is yes. It was actually not
statutorily given but delegated by the Secretary. Those
activities usually fall within management or operational
activities, and because of the importance of good disclo-
sure as well as good privacy policy, it made sense to
have it come within the jurisdiction of my office, espe-
cially since so many of the people also work on privacy
acts and they belong to me anyway. So the answer is
yes. 

SPEAKER IN AUDIENCE: Being a veteran of coun-
terintelligence during the era of the Army/MacArthur
hearings and at times when classifications and clear-
ances had to be given to government employees for

secret, top-secret, cosmic, atomic, and whatever purpos-
es, there is always a risk that by labeling something like
the object of a request for information under FOIA a
matter of national security not to be disclosed, there
will be some kind of a cover-up of information that
should be disclosed to the public. 

Let me be specific. My question is this: Under the
FOIA, a request was made to the government to dis-
close the number of detainees who had been incarcerat-
ed and who were released after some time—strictly the
number, without the identification of the detainees. The
response from the government was that to reveal that
number would be a matter of national security, and
there was a refusal to release the information. Could
you explain how it is a matter of national security for a
number like that not to be disclosed, just the number
per se? 

MS. KELLY: Well, I couldn’t explain that because
that was a request made to the Department of Justice,
not to the Department of Homeland Security, and we
do not oversee the detention issues. But you have pin-
pointed what is, I think, the most critical element of dis-
closure law when dealing with counterintelligence, crit-
ical infrastructure, counterterrorism and law
enforcement activities: the need to respect ongoing
investigations while also respecting the need for trans-
parency in government and for our right to know. 

Frankly, looking internationally, we are somewhat
more robust, I think, than most parts of the world, and I
am very committed to the idea that we will use very
limited law enforcement action in our privacy and Free-
dom of Information Act activities. It is essential, frankly,
that citizens know what the Department is doing, espe-
cially because it is such a new department. And your
question shows that many people contemplate what
other agencies in the administration do, for better or for
worse, with the information gathered by the Depart-
ment of Homeland Security. It is important to educate
citizens and visitors to the country about what the
Department’s activities are and how their lives are
impacted. It is important that citizens know their rights
regarding the information that is being held about
them, and that they understand Department programs
and are informed about the information being gathered
by the Department (which is hopefully being used to
make their lives safer). In the Department of Homeland
Security, we see that many companies in the critical
infrastructure states voluntarily, or within the regulato-
ry framework, provide the federal government with
information about their activities, some of which might
put those companies at risk for terrorist attack or other
sabotage. But this is essential information for their
neighbors, employees, and customers, as well as for cit-
izens at large, to know about. 
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So there is an incredible tension that we have been
dealing with in the days since September 11th in
putting information on the Web site about the Depart-
ment and posting information that would serve the
public but might also put the public and entities at risk.
So your point is well taken. That is one of the greatest
tensions: the tension between safeguarding information
that will make all of us safer and allowing the free flow
of information to which we are all entitled. 

SPEAKER IN AUDIENCE: I’m a solo practitioner in
Dutchess County and Professor at the Marist College
School of Management. Recently members of a partisan
political organization entered into the database parties
of an opposing political organization. They knew it
wasn’t their data. They did it anyway for political
advantage. Knowing the existence of all the data that is
going to be under your control, put together the way it
is going to be put together, and assuming a willingness
on the part of some to break rules—legal and ethical—
for political or commercial advantage, what, if any, safe-
guards are in place to prevent break-ins virtually from
within your Department?

MS. KELLY: First of all, I’m not familiar with the
case that you raised, and I want to caution that there is
a big difference between political parties and political
organizations, on the one hand, and the 180,000
employees of the Department of Homeland Security, on
the other hand. Our employees are overwhelmingly
career civil servants, who are in my experience some of
the most dedicated and honorable people that I’ve dealt
with in the legal profession. I think coming from pri-
vate practice and coming from other parts of the coun-
try, many of us have a presumption about the caliber of
work that’s being done in the government. And I am
here to tell you that, in the two years that I’ve been in
the federal government, I have been nothing but
impressed by and very surprised at the level of excel-
lence of the staff that I have been very lucky to work
with, both at the Department of Commerce and at the
Department of Homeland Security. So I frankly bristle
at the implication that there is not good work being
done and good security and respect for data. 

At my staff at headquarters, I got e-mailed at 11:45
p.m. from government employees who I can assure you
do not make the kind of salaries that many of us make
in the private sector but do what they do because they
love their work. The work I am doing is fairly visible
and incredibly interesting, so maybe I’m getting a
greater selection of terrific people. So I would frankly
challenge your assumption that there is a willingness to
break rules or break laws. But that being said, it is true
that any organization, private sector or public sector,
may encounter external hacking or have to deal with
internal rogue employees. That is something that we

have dealt with in the private sector, and we are all well
aware of, given new technologies. And I would have to
commend our Chief Information Officer, Steve Cooper,
who has even a tougher job than mine: that is, the job of
making 22 separate agency technology frameworks
work together, talk to each other, and be secure. 

To that end we have tremendous assets being
deployed, using the best technology that’s available
from the private sector, looking at those 22 separate
agencies and determining the best practices available to
us. We also have a fairly rigorous training program, not
only for our Chief Information Officer staff, but for all
employees of the Department. In fact, I myself had to
sit through about three or four hours of annual comput-
er-security training recently. The training dealt with
technically difficult incidents, with viruses and similar
matters. Policies and programs are in place to educate
employees about basic guidelines (e.g., prohibitions
against disseminating employees’ personal contact
information), particularly since we are a new, highly
visible agency, which is of course a reason for added
scrutiny and the concern regarding security. 

So I think that we are employing all of the same
security elements that you would want to see your
clients, the companies with which you do business, and
private sector employers employ: best-in-class technolo-
gy and employee training. And, for those limited cir-
cumstances where there is a breach, either external or
internal, there are laws in place that prevent the misuse
of personal data; for example, the Privacy Act of 1974
provides for both criminal and civil penalties for indi-
vidual employees. Thus, my office, charged with over-
sight of that Act, takes a very strict view of complaints
received pursuant to it, and we have ongoing investiga-
tions—both internally and across the federal govern-
ment, working with the Inspector General and other
agencies—to ensure compliance with that act and other
relevant law. 

SPEAKER IN AUDIENCE: Nuala and Commission-
er Thompson, I am delighted you’re here and thank
you so much for taking the time to speak with us at this
panel. 

I have a question for each of you. One of the things
that you didn’t mention is the question of remediation:
I’m just wondering if there is any remediation provided
to someone whose rights might be violated. 

And Commissioner Thompson, could you speak
about the level of people that you have to track compa-
nies, because I know it is a massive job for the FTC,
insofar as their compliance with privacy policies is con-
cerned. Thank you. 

MS. KELLY: Mozelle, do you want to go first?
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COMMISSIONER THOMPSON: Sure. Look, we
have an Internet unit at the agency that looks at the
Internet—we actually pay people to surf the Web—and
it has been very interesting. Also, a lot of our investiga-
tions come from e-mail that’s forwarded to us. We did a
study that found that something like 66 percent of all
SPAM is fraudulent on its face: with respect to the “to”
line, the “from” line or the “subject” line. We have a
spot on our “ftc.gov” Web site that enables you to for-
ward to us any unwanted e-mail SPAM. We get about
10,000 of these a day. We have a special server in our
office; we call it the “refrigerator.” And our people dive
into the refrigerator on a regular basis and take out
some juicy morsels of fraudulent and deceptive materi-
al, including things that deal with breaches of privacy
and security. For example, where a Web site pretends to
be another Web site and attempts to gather your per-
sonal identification. How many of you have seen these
Web sites that claim they are from AOL and Google and
state that your account is about to expire and request
that you input your credit card information or address?
The most important asset that legitimate Web sites have
is your personal information, so they are not going to
lose it. Thus, if they are asking you to send it to them
again, you should immediately click off and contact
that Web site. 

We see a lot of that. We are also beginning to work
with industry on an initiative that really is going to
educate consumers about spyware. Does anybody
know about spyware? E-mail you receive or material
that you download from the Web can embed into your
machine certain codes that allow people to monitor
what you’re doing, where you’re going, and whom
you’re visiting, and sometimes they affect the operabili-
ty of your computer. We are going to be working on
that. 

The truth is that we don’t talk about how many
people we have working on it. We have a lot of people,
but there is a lot of stuff out there. And it is almost
overwhelming, and it is an interesting challenge for us
too, now that we have this new SPAM law that we are
charged with enforcing. I’m leaving on Saturday to go
to Brussels to chair an EU/OECD workshop on SPAM,
so we can reach some common understandings around
the world as to what it is, what matters we are con-
cerned about, and how we can cooperate in enforcing
similar laws. 

But you’re right to raise the question. And there are
a lot of members of Congress I would like you to talk to
about that. 

MS. KELLY: You had asked about the redress issues
and what may be in place to address that. A fundamen-
tal element is the ability to access one’s records and to

correct any pattern or practice that one feels might be
infringing upon one’s privacy or civil liberties. Those
processes do in fact exist. As I mentioned regarding the
U.S. Visit Program, we have built a robust program,
which has yet to be used, since the technology has
worked well and people have so far had a good experi-
ence with the program. 

In the area of air transportation security—and I’m
sure just about everyone in the room has a story to tell
about his or her experience in an airport in recent
years—there is a multi-layered access and redress
approach for the existing passenger screening system.
Many of you are aware of the debates over the new or
proposed screening, something called CAPS II. There is
currently a CAPS I in place, which does a rudimentary
screening of all passengers, and there is a multi-level
approach that involves both passenger advocates, who
are sometimes on staff at airports or in other cases
available by telephone or fairly immediately in case an
issue arises, to speed up the boarding of passengers as
much as possible. 

However, in the case of an ongoing pattern or a
question about what data are held about an individual,
that individual can call or write to the Transportation
Security Administration (TSA), Office of the Ombuds-
man, which will conduct an internal investigation and
review of records, both classified and unclassified, and
inform the passenger of any particular cause of such
behavior. The Ombudsman’s Office will also remedy
any ongoing misbehavior in the screening process. An
appeal can then be taken directly to my office, which
would undertake an independent review of an incident
or ongoing pattern or practice, as well as the individu-
al’s information, which may or may not be held by a
government agency. 

So there is a robust system already in place to
enable individuals to obtain information by calling the
TSA or by looking at its Web site. And my office has
actually referred a number of basic telephonic inquiries
to TSA, which have been resolved for the most part
quickly and in favor of the passenger. 

SPEAKER IN AUDIENCE: I’m with Lawyers With-
out Borders. I wonder if you could tell us whether there
are any proposed regulations or amendments to the
Patriot Act or other laws or practices that you are
proposing, relating to improving, or which somebody
might characterize as improving, privacy protections? 

MS. KELLY: I’m assuming that is directed towards
me, although I shouldn’t do that.

COMMISSIONER THOMPSON: No, that’s not one
of mine.
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MS. KELLY: Well, I have to confess to not being an
expert on the Patriot Act, but we are working with
many in the administration on ongoing Privacy Act,
Freedom of Information Act and other disclosure and
information-sharing issues. I couldn’t comment specifi-
cally on any pending regulation or legislation that is
undergoing internal review or clearance, but we are cer-
tainly particularly concerned about and aware of and
very much working towards good rules and practices.
Again, what form they will take regulatorily, I couldn’t
say. But in regard to data sharing and data flows into
and out of the federal government, involving both pub-
lic- and private-sector entities, as well as state and local
entities, we are very much looking at our office’s role in
helping to formulate policy, whether legislative or regu-
latory or otherwise. There has to date certainly been
debate over provisions of the Patriot Act, but I would
defer to specialists who have greater knowledge than
me in that area. 

MR. PRUTZMAN: I want to thank both our speak-
ers very warmly. I appreciate your coming. I also want
to give a note of thanks to our meeting coordinator,
Linda Castilla. 

MR. LEO: Thank you, Don. 

IV. Checking Conflicts of Interest in Cross-
Border Transactions

A. Introductory Remarks

JACK ZULACK: Good morning, ladies and gentle-
men. Thank you all for coming. Our topic today is Sec-
tion E of Disciplinary Rule 5-105. When we chose
today’s topic we did not know how timely the topic
would be. At the end of the hour, we are going to hand
out two very important new opinions in this area. One
is a very important formal ethics opinion of the Associ-
ation of the Bar of the City of New York [ed.: Formal
Opinion 2003-03, Checking for Conflicts of Interest,
http://www.abcny.org] on Section E; it is the first one
that has been published on Section E since Section E
was enacted in May of 1996. In addition, we are going
to hand out a decision published in Monday’s Law Jour-
nal, which is absolutely right on point, in G.D. Searle v.
Pennie & Edmonds, No. 406372/01 (N.Y. Sup. Ct. 27 Jan.
2003). These are two very important documents to sup-
plement your program materials.

What is Section E? Section E requires all law firms
in the State of New York to keep contemporaneous
records of engagements. It also requires all law firms to
have a policy for implementing a system to check con-
flicts against the firm’s current and former clients. 

Now, we have a wonderful panel here to discuss
this issue, Section E as it applies to the lawyer who
practices in cross-border matters. Our first speaker after

me is going to be Janis Meyer, who will describe the
conflicts-checking system at Dewey Ballantine. This is
our example of a gold standard for conflicts checking in
both the domestic and cross-border situations. Miss
Meyer is a partner at Dewey Ballantine in their New
York office. She’s a litigator who has represented
numerous international banks in connection with cross-
border litigation. She also acts as general counsel for
Dewey Ballantine and is therefore involved in numer-
ous issues of professional responsibility as they arise
within her firm. Prior to joining Dewey Ballantine, Miss
Meyer was a partner at White & Case. 

Our second speaker is Cathleen McLaughlin. Miss
McLaughlin will address conflicts issues that arise in
cross-border matters, in particular the issues that arise
when the regulations in New York are different from
the regulations in the foreign jurisdiction. Miss
McLaughlin is a partner at the New York office of Allen
& Overy, where she is co-head of the Latin American
group. She’s a United States securities partner with the
firm and has a very transactional background, with
advisory security experience related to SEC registered
and unregistered debt and equity offerings by U.S.,
Latin American and other non-U.S. issuers. 

Our third speaker, Meryl Sherwood, will discuss
Section E as it applies to solo practitioners and small
firms. She will also discuss what we are going to hand
out at the end of the program; the nine-page formal
ethics opinion of the Association of the Bar of the City
of New York. Meryl Sherwood is a sole practitioner in
the firm of Meryl P. Sherwood, which she formed in
1997, after having been a partner in two small New
York City law firms. 

She is a transactional lawyer with more than twenty
years of experience in advising foreign-based clients in
the areas of corporate, real estate and banking law. She
also shares offices with the law firm of Pavia & Har-
court, which also has a substantial cross-border prac-
tice. 

After Miss Sherwood’s presentation, time permit-
ting, we will have a question-and-answer session or
panel discussion. 

B. Section E in the Context of Cross-Border
Matters

MR. ZULACK: I am going to begin by putting Sec-
tion E in the context of our duty to check conflicts in
cross-border cases. 

Clearing conflicts in international practice is
increasingly complex. We all know that there has been
an increase in global commerce; more companies have
more subsidiaries, more affiliates and more divisions to
check; there have been law firm mergers; and we have
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had an increase in the number of attorneys. We also
have had law firms practicing in multiple jurisdictions,
and a very important issue in this area is the mobility of
lawyers between firms. 

Now, the central Disciplinary Rule on simultaneous
representation, and basically that is the issue that we
are talking about, is Disciplinary Rule 5-105. This rule
has five sections. Section E, the last section, is the focus
of our program. 

An individual lawyer’s conflict is imputed to the
firm. That is, the conflict that an individual lawyer at
Dewey Ballantine in a European or Asian office has is
imputed to the entire global firm. It is very important to
remember that. 

So what is Section E? Section E is unique to New
York. There is no other jurisdiction that has a compara-
ble provision. It has two major parts. The first provides
that a law firm shall keep records—that implies written
records—of prior engagements, which records shall be
made near or at the time of such engagements. And the
second obligation imposed on all law firms in New
York is that each law firm must have a policy imple-
menting a system by which proposed engagements are
checked against current and previous engagements. 

Now the next part of Section E provides that the
failure to comply with Section E is a violation, even if
the law firm is not in a simultaneous conflicting situa-
tion. This provision of Section E creates an independent
obligation. You must keep the records; you must have a
system. And if there is a violation by a lawyer within
the firm, it would be usually imputed to both the
lawyer and the firm as well. So this is a very important
New York obligation, unique to New York. And it has
only been in effect since May of 1996. 

Now, why do we need this kind of a system in New
York?—because the issue of simultaneous representa-
tion is very important. We all know that we have to
exercise independent judgment, and we cannot exercise
independent judgment when we are representing
adverse interests. 

Section A of the rule basically says that you can’t
take on a new matter if you’ve got a conflict. Section B
of the rule says you cannot continue representing a
client if a conflict arises during the course of the repre-
sentation. Now, one of our handouts is going to be the
Pennie & Edmonds case. 

Why is this important? First it underscores how
important it is for all of us to comply with Section E.
Judge Ramos said he would refer Pennie & Edmonds to
the Department Disciplinary Committee based upon his
findings of the violation of Disciplinary Rule 5-105.
Also, he suggested that plaintiffs would have a right to

recover the $1.7 million in fees that were paid to Pennie
& Edmonds by the plaintiffs, its former clients, G.D.
Searle & Co. and Pharmacia Corporation. 

Now, what was this case about? Essentially, this
case involved the COX-2 inhibitor drug that you know
as Celebrex or Vioxx, something like that. Pennie &
Edmonds, as many of you may know, closed its doors
on 31 December 2003, when a large group of its lawyers
went to Jones, Day. It was a very prominent firm in the
intellectual property area and had represented Pfizer
since 1980 and Searle, which was a subsidiary of Mon-
santo, in 1992. Both of these companies were instrumen-
tal in bringing the COX-2 inhibitors to market. 

In 1998, Pennie & Edmonds represented Merck on a
patent related to the use of the COX-2 inhibitor before
the U.S. Patent and Trademark Office (PTO). In the
interim it was indicated that Pennie & Edmonds had
several opportunities to be able to spot its conflicting
representation. And perhaps the most prominent of
those opportunities was in March of 1998 when Pfizer
and Searles asked Pennie & Edmonds to represent them
before the PTO at an interference proceeding against
Merck, because Merck was producing another COX-2
inhibitor, which was known as Vioxx. And there is an
inference (and I’m not sure about this, since the opinion
doesn’t explain it) that essentially these were based
upon the same patentable chemistry. 

In 1999, the University of Rochester (U of R) patent
was granted, and during that time, two lawyers at Pen-
nie & Edmonds were advising U of R how they could
sue Pfizer and Searle for infringing upon their patent.
That is what you get from the opinion. 

Now, I want to say that the opinion itself is not
definitive. You have to talk to the counsel involved. You
have to read the briefs. What Judge Ramos wrote is not
necessarily definitive. So my information comes just
from that opinion, and it may not be totally correct. But
what happened? This is where we get to Section E,
namely, how did Pennie & Edmonds’s conflicts-check-
ing system break down? 

In March of 1988 when Pfizer and Searle retained
them, there were two partners representing U of R in
connection with its patent application. When the con-
flicts-check memorandum was circulated, neither one of
them responded whether there was a conflict or not. It
was part of Pennie & Edmonds’s system to make sure
that every partner responded. So when the partners did
not respond, there was nobody that went to them and
said, “I know you’re busy, Don, but what is the answer
to this request?” That didn’t happen. And now Pennie
& Edmonds can be subject, if Pfizer and Searle prevail,
to a very substantial judgment. 
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So there is a way to resolve conflicts, even though
you have a simultaneous adverse representation, and
that is under Section C of the Rule 5-105. It has two dif-
ferent components. First, you must get consent from all
parties involved. Pennie & Edmonds did not attempt to
get consents from anyone. Second, even if you do get
the consent, you must pass the disinterested-lawyer
test. Would a disinterested lawyer agree that Pennie &
Edmonds could exercise its independent judgment on
behalf of Pfizer and Searle at the same time it is exercis-
ing its independent judgment on behalf of the Universi-
ty of Rochester? If you can’t answer that question with
a yes, then you are violating the Disciplinary Rule. 

The responsibilities of New York lawyers engaged
in cross-border matters are illustrated in the Pennie &
Edmonds case, which is a case that involves New York
parties and is just the kind of case that is going to arise
in the international context. We have very powerful
pharmaceutical companies in Europe, France, Switzer-
land and England. We have lawyers who represent
these major companies all over the world. 

So what do we have to do as New York lawyers
engaged in cross-border matters? First, we must create
a policy and implement a conflicts-checking system.
Second, we must keep records of prior engagements.
And third, once you got the system, folks, you’ve got to
use it. 

So the next speaker is Janis Meyer. 

JANIS MEYER: Good morning. 

The Pennie & Edmonds case is timely. When I was
first asked to speak on the procedures used for check-
ing conflicts, I thought everybody would be asleep by
the end of my segment. But the issue of conflicts check-
ing touches on many aspects of law-firm life: firm poli-
tics, what the firm is about, how it makes its living, and
the relationships among partners and between the firm
and its clients; thus, it’s an issue that crosses disciplines
and crosses borders as well.

I thought it would be helpful just to describe what
our firm is like. I can’t say that we are “state-of-the-art”
on this, although I think we are close to it. We are a 550-
plus or -minus law firm, headquartered in New York,
but with eleven other offices: six of our offices are in the
United States. We are in Los Angeles, Palo Alto, Austin,
Houston, Washington D.C. and New York, and then we
are in six European countries. Our largest presence is in
New York, but many of the other offices are fairly sub-
stantial as well. 

We have at the moment three people devoted solely
to checking conflicts: a little conflicts department. Until
about a year ago, our records center was responsible for
checking conflicts. And although they did an adequate

job, they were record keepers, and the idea of checking
conflicts was not something that they really understood
that well. And we made the decision to place the con-
flicts-checking function under our librarian, who is a
real whiz at research and understands the concepts
involved. And we brought in a conflicts manager, and
she has several people working for her. We also have a
conflicts committee. And I’m assuming anyone that is at
a firm that has more than five people has some attorney
there responsible for checking conflicts. And we have a
conflicts committee, which consists of—I have to con-
fess, I don’t know the exact number of people on the
committee—probably five or ten, and they come from
across disciplines and offices so that you can get the
viewpoint of more than one person. And in addition, if
someone is away from the office, there is always some-
one there who can make a ruling or discuss any issues
that arise. 

Our conflicts database is called “CMS,” which
works off our time entry system and our billing system.
And over the course of the years we have heard com-
plaints about CMS. I don’t know if anyone here uses
CMS, but my understanding from discussions with
other New York City firms is that CMS is not a bad soft-
ware system to use. I think there is probably nothing
that is perfect. There are other software systems out
there, but we have made the decision for the moment to
just stick with this. Our e-mail system and underlying
computer database system is Lotus Notes, so that is the
way material is entered into the system. And then our
conflicts folks check numerous outside databases as
well: obviously D&B is an easy one, then there’s some-
thing called Hoovers, and a data service called Mergent
Online. There are many outside databases that we
check, depending on the nature of the representation
and the nature of the company. 

One of the issues that comes up in the case of con-
flicts checking is “family trees,” that is, identifying affil-
iates, subsidiaries, partners, parents, sister corporations,
and the like. There is an ethics opinion that says that it
is not strictly speaking a conflict to represent a party
that is an affiliate of a party you are adverse to. But
those are situations that have to be looked at very care-
fully to make sure that you’re not inadvertently suing
your client. Also, obviously, there are relationship issues
as well, and not just conflict issues. 

In terms of our policies, we have a written conflicts
manual. This conflicts manual describes the philosophy
for checking conflicts, and, in addition, sets forth the
procedures that firm personnel should follow in terms
of checking a conflict. We also have written procedures,
which I would not bore you with in any detail, but they
cover how the actual checking is done, how the data is
retrieved, how to input data so that you get results in a
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meaningful format. Our staff people, who are actually
inputting the data and reviewing the output, are con-
cerned with these detailed procedures. I couldn’t tell
you physically how to check a conflict, and that’s prob-
ably a good thing.

We have a number of procedures. One is that we
have prescreening on our desktops. Any lawyer in the
firm or his or her secretary who chooses to do so can
prescreen a client right on his or her own desktop. And
this is a very useful tool. If it is 7:00 o’clock at night and
you’ve just received a telephone call from your client
asking for quick help to get a TRO, you want to be able
to tell that person whether or not you can take on the
representation. And so you can go onto the system and
at least conduct a prescreening as to whether there is
any reason that you would not be able to represent that
particular client in the matter and against the party to
which it is adverse. You can do this conflicts check
without opening a matter. And this is something I’ll do
fairly often. I’ll get a telephone call from a client who
will ask me if there would be any problem in our repre-
senting the client if it wants to sue X or Y. Thus, before
they even think of hiring us, they want to make sure
there are no conflicts. In these cases, I conduct an infor-
mal check, review the results, and advise the client
accordingly.

All of the information that we know about the mat-
ter is inputted: the names of all the adversaries; the
name of the client; what the matter or the transaction is
about; and whether the other parties are friendly, poten-
tially adverse, or actually adverse. In transactions some-
times you’re not necessarily sure, and so at that point a
database entry is created. Each day, at about 5:00 p.m.,
we get an e-mail from our conflicts department. The e-
mail lists the new matters opened that day. And it
describes the nature of the matter and identifies the
client, the partner who opened the matter, and all
friendly, adverse and potentially adverse parties. That is
our first line of conflicts checking, quick and dirty. I
have several times gone through this procedure and
then had a colleague inform me that someone else in
the firm represented a certain party and that I had bet-
ter look into the potential conflict to determine whether
it would be a problem. So, this is a way to undertake a
preliminary conflicts check right away. In addition, we
then receive a computer printout of everything that the
computerized checking has identified, and this enables
us to see what’s there. We can then follow up with the
relevant colleagues in the firm to determine whether we
can open the new matter or whether we can’t. If there is
something iffy, we discuss the issue with the conflicts
committee and ask them if this is something that we
can do or not. And, at the end of the day, the conflicts
committee makes the decision as to whether or not we
are going to be able to undertake the particular matter. 

I think I mentioned some of the things that we have
in our database: current and former clients, adverse
parties, and all other parties to the transaction or litiga-
tion. We also use outside databases. For example, there
is a corporate-affiliation database, where we look at the
officers and directors of the corporations, because some-
times there may be a problem if the officer or director is
asking us for advice on a personal level, which might
give rise to a conflict. We also look for potential adver-
saries in future cases, and this is where our conflicts-
checking policy is triggered in some cases. For example,
if a client has discussed with one of our attorneys the
possibility of suing XYZ Corporation, the attorney
would ask to have that entity entered into our conflicts
database even if there is currently no conflict with XYZ
Corporation. In this way, if anybody subsequently tries
to open a matter representing XYZ Corporation, that
person can contact the first attorney and find out the
status of the first representation. This has happened to
me several times as well. If it could present a conflict,
you would discuss the situation and, sometimes, you
will ask the conflicts committee for guidance; alterna-
tively, the policy might be “first opened, first served.” 

Obviously, you check for a conflict when opening a
new matter. Sometimes what happens is that, during
the course of a matter, the nature of the matter changes.
And when new parties come into a matter, you really
need to check for conflicts. And we have tried to disci-
pline everyone to do this, and I think we have pretty
much achieved this. But it is very difficult, because, for
example, someone new may be made a party to a litiga-
tion without such addition finding its way into the con-
flicts database. So we remind people to add these new
parties into the conflicts database. For obvious reasons,
we also review potential and actual conflicts before we
make a pitch to a potential new client. Doing this alerts
others in the firm that you are making a pitch for a par-
ticular client, which is important since they may know
some reason why you shouldn’t be making that pitch. 

A big area of concern right now is with lateral part-
ners, lateral associates and occasionally even lateral
legal assistants coming into the firm. We check every-
thing that they have worked on, and we also check
every matter as to which they might have been privy to
some confidential information. This raises issues in
terms of client confidentiality because they have got to
provide to us confidential client information from the
firm at which they were formerly practicing. We keep
that in our database. We don’t go into the database to
examine the nature of the other law firm’s representa-
tions, but this is an issue that is more than just a
straightforward conflicts issue; it flows over into con-
cerns regarding firm-client relations and political con-
cerns. 
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We have a number of cases where we have set up
ethical screens or walls. You can only do that if you pro-
vide full disclosure to the client, obtain the client’s con-
sent, and notify the entire firm. And maybe once a
month I get an e-mail that advises us that a particular
lateral hire had worked on ABC Company matters
while at his or her former law firm, and that anyone
working on a matter adverse to ABC Company must
ensure that the lateral hire does not know anything
about that matter. This scenario is particularly common
in the area of intellectual property law. 

As I mentioned earlier, there are many issues
involved in conflicts checking. For example, there will
likely be concerns from the standpoint of the firm’s
business: what happens to your matter if you don’t
check for conflicts properly, and it turns out that there is
a conflict? I have been involved in several cases where
someone has moved to disqualify us. This hasn’t hap-
pened to me in a while, but I remember it happening
when I was first a partner, and it was the most unpleas-
ant thing in the world. But what it means is that you’re
going to give up the business unless for some reason
your firm (or your client) wants to pay for fighting the
disqualification motion. The best advice you can give
your client at that time is for your client to find another
lawyer, because otherwise a year could be wasted on
the disqualification motion. So it is really important to
undertake the conflicts check from the onset to make
sure that you’re not going to end up in a disqualifica-
tion situation, or, if a disqualification situation is likely,
that your client knows about it ahead of time and is
prepared to stick with you nonetheless. 

Just one final point: the person who is serving on
the conflicts committee and making decisions on ethics
should be a person in the firm who has enough clout,
stature and confidence to tell the most important and
biggest rainmaker in the firm that she or he cannot take
on a matter. Committee members must be able to stand
up to their colleagues when a they identify a conflict.
This is where conflicts checking becomes political and
can involve the business concerns of the firm. 

MR. ZULACK: Thank you, Janis. That was a really
extremely precise and articulate presentation of the
issues that face us. 

Our next speaker is Cathleen McLaughlin. 

CATHLEEN McLAUGHLIN: I am not going to go
into the detail that Janis did. I think Jack summarized it
quite well, that Dewey has a very comprehensive, “gold
standard” conflicts-checking system. I would like to
focus on some of the nuances and specific problems we
encounter, and how we deal with them, in an interna-
tional firm. 

Just to give you an idea of our size, there are 433
partners and 2,000 other lawyers at Allen & Overy, and
at least 395 of the partners and other lawyers are admit-
ted in two or more jurisdictions and are working in
countries other than their “home” jurisdiction. So right
there you see that we have got practices that need to be
monitored, not only in regard to the jurisdictions where
the lawyer is qualified and where they are giving
advice, but also in regard to the jurisdictions where
they are physically located. 

Individual lawyers and, in some cases (such as in
New York and the UK), the firm are required to comply
with regulatory requirements in 58 jurisdictions. We
have offices in 26 countries, but, because of the multiple
qualification of some of our lawyers, we have to look at
some of these other jurisdictions. There are 20 countries
in which we actually provide and hold ourselves out as
providing legal advice. 

All of these are going to be familiar policies: we
have a general policy, manuals, and firm-wide conflicts
searches. And there is a hierarchy of partners who are
to be consulted, in addition to administrative staff that
participates in the conflicts-search process. Likewise, we
undertake a conflicts check not only when opening new
matters, but also if we are pitching business or we think
that we are going to be asked to pitch business. There
are any number of instances where you need to let your
client know in advance whether or not it is going to be
worthwhile going down that route. And I’m focusing in
this presentation not only on the technical conflicts but
also on business conflicts. 

A huge part of our practice is transactional. We
have a litigation practice in most of the jurisdictions
where we have offices but not in all of them. And as a
general matter, from a revenue standpoint, the greater
amount of our revenues comes from transactions, so we
are very focused on the business implication. You know,
you can get a waiver in a particular matter, but you
may not get the next deal. All these considerations
come into play.

In general, the managing partner of the New York
office also happens to be the head of new-matter incep-
tion as well as of these particular conflicts issues, so I
sat down with him and got an overview of the kinds of
conflicts issues that reach his level. He noted that in
many instances it’s easier to identify a conflict than you
see here, where there are two different clients whose
interests are only slightly different. In the latter
instance, it might not be a conflict, but as the New York
rules point out, there would be an appearance of impro-
priety. Now that might not be the case in all the juris-
dictions as far as the disciplinary rules in those jurisdic-
tions are concerned, but then you’re faced with the
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business conflicts issue: the limited and defined scope
of engagement for one client and its relationship to the
limited and defined scope of engagement for another
client. I think this relates somewhat to what Janis point-
ed out when that scope is modified along the course of
your representation. Or again, I think it goes to the
appearance of impropriety where it’s not a direct con-
flict. In other areas the parties may in fact be adverse,
although your representation of them is not adverse.
And when is information that we have received from
one client potentially relevant to another? We may be
under a duty to disclose this in a particular jurisdiction,
because in many countries the duty of confidentiality
does not necessarily override your duty to disclose. 

There is one area we haven’t gotten into, which is
fascinating and you could spend an entire panel dis-
cussing it: all these recent and not so recent laws about
money laundering and the Patriot Act, as well as the
EU’s corresponding laws. And some individual coun-
tries in Europe have laws like that as well. How do you
deal with these laws in the context of your conflicts and
your representation of clients? This is an example of
where you’ve got other duties in addition to your obli-
gations not to represent clients who are adverse to one
another. 

Generally, the most interesting part of being an
international law firm, from the perspective of conflicts,
involves how to deal with conflicts rules that conflict.
This is a very common occurrence. Waivers are permis-
sible and common in many jurisdictions, but in some
jurisdictions, such as Germany, if a conflict exists, it is
not possible to seek a waiver. Thus, under the same set
of facts and circumstances, you might be able to get a
waiver in one country but not in Germany where the
client is also being represented. You would then have a
problem because to seek the waiver would be criminal.
Here too, you’re faced with the lawyer-versus-the-firm
issue. We have sought advice from the Law Society,
because in Italy there are certain steps you cannot take
that the Law Society permits in order to manage con-
flicts. And, in some instances, as we all know, it is hard
to get this advice, and it frequently takes an enormous
amount of time. So we have tried to do it in a prospec-
tive way to better manage and harmonize our practices.
And the Law Society has given guidance on certain
issues where they will not be extrajurisdictional, that is,
where they will not bring a disciplinary action against
us for some act by an Italian lawyer that is permitted by
Italian law. 

I think these issues could probably be just as typical
in a purely national or domestic practice as in an inter-
national practice. But just to give some more examples,
is it a conflict to be retained by client A (who is already
a client in an employment matter in Slovakia) in con-
nection with a property purchase from client B in Singa-

pore? There is no clear answer to these types of ques-
tions. I mean, frequently what we are forced to do is
risk assessment. And, not to put too fine a point on it,
but if you are in an incredibly litigious well-developed
country with conflicts rules where there is guidance,
you’re going to manage that risk differently from the
situation where you are in a country where the bar has
not had rules for as long, the rules haven’t been as clear,
and in fact clients do not resort to litigation. Clearly,
this involves a judgment call, and it requires an array of
partners involved in the decision-making process who
must agree to assess and manage the risk. But that risk
is there because conflicts rules conflict. 

I think the take-away point is that we have 400 to
500 new matters per week, and in a week about fifteen
to twenty of these reach the partner who is primarily
responsible on the conflicts committee. There is no juris-
diction we have to date encountered where the position
is entirely clear on any of these issues. Even in the
U.S.—in New York, which is a very developed sys-
tem—they just have not gotten around to facing these
issues. Thus, we are not going to get quick and reason-
ably binding rules; as a result, you try to be anticipato-
ry, think about it, and manage those risks in advance,
and, where you can get guidance, you ask for guidance. 

Conflicts checking also requires a tremendous
amount of education. You need to educate a large popu-
lation of partners about the rules of other jurisdictions,
and how they will apply. The New York conflicts rules
are very much driving how we are developing our sys-
tem. And that’s because it is more developed, it has got
very clear rules, and we live in a very litigious society.
Adding a litigation practice also changes the face of
how you handle conflicts, and we do have a U.S. litiga-
tion practice and that certainly has focused things in a
different way. Thank you. 

MR. ZULACK: That was a wonderful presentation,
Cathleen. We have had two really superb speakers, and
now we are going to have a third. Our next speaker is
Meryl Sherwood. 

MERYL SHERWOOD: In contrast to Dewey Ballan-
tine’s and Allen & Overy’s complex checking system,
my conflicts-checking system is a lot more basic. I don’t
have a conflicts committee. I don’t have a conflicts
department. I don’t have a conflicts database. The good
news, according to the recent formal opinion, is that I
don’t need to meet any of these requirements in order
to be in compliance with the Disciplinary Rule.

The new opinion, which Jack alluded to, applies to
all law firms, and in fact the rule starts out by saying
that a law firm shall keep records. Well, when I first
looked at this, I thought to myself, well, what does this
mean for a solo practitioner? The opinion is very clear.
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The solo practitioners are covered under the rule. They
are deemed law firms, as are “constructive law firms.”

What do we mean by a “constructive law firm”? A
constructive law firm is a law practice arrangement
where lawyers may be sharing law offices together, but
not as partners (although they may have an of-counsel
arrangement). The ethics opinion is clear that, in the
case where these law-practice arrangements constitute a
single law firm, the parties have to develop a conflicts
checking system. 

Now, I’m a solo practitioner. My system consists of
checking my electronic records, which I establish when
I take on a new matter. My records list clients alphabeti-
cally, other parties to the transaction, and a chronologi-
cal description of the transaction. My offices are located
at Pavia & Harcourt; we are two separate law firms.
However, according to the recent opinion, if we should
have occasion to share confidential information, we
could be deemed a single law firm, subject to the con-
flicts-checking rules. 

I also work with various foreign legal advisors, pre-
dominantly in western Europe. If in those cases I devel-
op affiliations or the relationships evolve and become
close and enduring, this too could, according to the
recent ethics opinion, be construed as a constructive
law firm, mandating a conflicts-checking system. 

As Jack mentioned, the recent ethics opinion is very
timely. It was enacted at the end of 2003 and attempts
to provide guidance, and in fact it does so. It answers a
lot of questions, but it also raises a lot of questions. The
consistent theme throughout the formal opinion is that
the nature of the records and the policies and systems
that law firms must maintain are dependent on the size
of the firm, the nature of the firm’s practice, and where
the firm practices. 

The first question that it answers is, what are the
records that a law firm must keep? Well, for a solo, it
would not be acceptable if I relied on what was in my
head. On the other hand, if I reasoned that all of my
client files are available, would that be considered keep-
ing records?—clearly not under the ethics opinion. In
order to qualify as a record, that information must lend
itself to being systematically and accurately checked
when the firm is considering a proposed engagement.
My word processing system allows me as a solo practi-
tioner to check, whereas, with a large firm, law practice
management systems should allow checking in order to
meet the requirements. 

The next question that is asked is, when must the
record be made? According to the rule, the record has to
be made at or near the time of the engagement. The
ethics opinion gives us guidance. If we cannot make the

record at the time of the engagement, we cannot wait a
few weeks. We have to make the record within a few
days. How far back must the records go? The rule was
enacted on 22 May 1996. According to the ethics opin-
ion, we don’t have to go back further in order to com-
ply. We only need to go from 22 May 1996 forward in
maintaining the records. 

How must the records be organized?—is the next
question. The ethics committee does not expect us all to
keep the records organized in the same way, because
frankly it would be impossible. The records must be
readily accessible so we can check them in a timely
fashion. 

What records must be kept? Because the committee
was so sensitive to the diversity among law firms, it did
not set forth a standard record-keeping requirement. It
recognized that a simple system might be in order in
the case of a small practitioner or small law firm, but on
the other hand, a complex system would be required in
the case of large firms. However, it does set forth some
rock-bottom requirements that must be in place in order
to comply with the rule. The rock-bottom requirements
are just that. They are very basic. The records must set
forth the client name, the names of adverse parties and
a description of the engagement. The idea behind this,
according to the committee, is to allow law firms to
detect most potential conflicts before accepting an
engagement. This basic information serves to put the
lawyers on notice. 

The next question, which is asked, is, what is the
system? What are the essential elements of a system?
Again, the committee makes clear that, no matter what
the size, we cannot as lawyers and as law firms rely on
an informal means to qualify as a system. I cannot rely
on what’s in my head, and a small law firm cannot rely
on circulating e-mail memos or internal memos, to
qualify as a system. The key for a method to qualify as
a system is that it must allow for the systematic consult-
ing of records that were established at the time of the
engagement. Less formal methods, such as circulating
e-mail memos, talking with colleagues or partners, are
acceptable for purposes of supplementing a system that
must be in place. 

The opinion also discusses specific types of conflicts
and gives us some guidance. In the case of corporate-
family conflicts, when a firm represents a corporation,
which is part of a large corporate group, the committee
recommends that the conflicts-checking system append
the names of the corporate group so that they can be
included in the checking process. For corporate con-
stituents, it is recommended that those firms that repre-
sent corporate clients develop a system to determine
whether the firm has an attorney/client relationship
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with individual constituents. The committee also rec-
ommends that the conflicts-checking system should
provide a means for determining whether a client
remains a current client or not. And that is certainly an
additional challenge for all of us. 

Lateral hiring is taken into account too, as Janis
described in Dewey Ballantine’s system. When laterals
are hired, according to the opinion, the hiring firm
should have within its conflicts-checking system a
means to determine which clients the lateral lawyer
personally represented while at his or her former firm. 

Well, clearly, the ethics opinion gives us a lot of
guidance in terms of what we as lawyers and law firms
must be doing from this point forward. But it clearly
offers the opportunity to further explore this area and
to develop new rules that will provide yet additional
guidance. Thank you. 

MR. ZULACK: I’m going to ask for some questions,
but first I want to emphasize a theme that Jim Duffy
has emphasized throughout his tenure as chair. New
York is the gold standard of law in the international
practice, and our Section E, as it is being developed, is
the standard which at some point will be the model for
international practice in jurisdictions throughout the
world.

Now, any questions? 

SPEAKER IN AUDIENCE: I’m with Lawyers With-
out Borders. I had a question on a lateral attorney com-
ing in from the New York City Law Department, Eco-
nomic Development Division, for example. What kind
of checkup? 

MS. MEYER: There are rules on that, but I don’t
know what they are.

SPEAKER IN AUDIENCE: The Law Department
person might not know every matter that he or she
worked on for three years or have a nice set of records.
That’s the basic question.

MS. McLAUGHLIN: Well, obviously you would
ask that question to determine what they could come
up with. And you’d also try to find out whether there
are others at the Law Department that could provide
that information. They have got to have some sort of
record, and I also think that, as a general matter, these
lawyers are subject to the same conflicts issues as every-
body else. Thus, now they too have got to have the sys-
tems in place to do it. From a rudimentary standpoint
that’s how I would approach it. 

MS. MEYER: That’s how we approach it. I had one
of my partners call me last week to say Joe Schmo is
going to work at another major New York law firm.
They have asked for the name of every single client that
he has represented and every single piece of confiden-
tial information he has received. My partner asked
whether we had to give it to them. I said yes, because
we seek that same information when we bring in a lat-
eral partner. And very often the person himself does not
know what the entire organization is working on. And,
just as Cathleen said, it is his or her responsibility to go
to the firm or the organization he’s leaving and get the
relevant information. However, I’m glossing over the
fact that there are guidelines when people have come
from government into the private sector, and I knew
someone was going to ask that question. Unfortunately
it’s not something that I have had to deal with recently,
so it is just not something that I’m knowledgeable
about. But there are probably more well-defined guide-
lines than there are with respect to bringing in lateral
firms.

Catch Us on the Web at
WWW.NYSBA.ORG/ILP
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COMMENTARY

Canada: Immigration Bar Under Attack?
By Sergio R. Karas

I. Introduction
The date 13 April 2004 marked the advent of a new

era in Canadian immigration law. A new regulatory
regime legitimizes the activities of so-called “immigra-
tion consultants,” non-lawyers who were until now
unregulated and the subject of much controversy. The
new regulations arguably compromise the administra-
tion of justice, create unfair competition, and allow,
with the federal government’s blessing, the practice of
law by those without a law license. The regulations
could also be seen as highlighting the failure of the
Canadian legal profession to defend vigorously its
members and protect the public interest and the rights
of those most vulnerable.

To be sure, dealing with the problem of unlicensed
immigration practitioners is a worthwhile goal. But
with the new scheme the federal government has quite
possibly failed to ensure consumer protection, since
instead of prohibiting non-lawyers from representing
prospective immigrants and refugees, the new arrange-
ment chooses to create yet another regulatory body to
legitimize such consultants’ business activities at home
and abroad. 

II. Background
For the past two decades, industrialized immigrant-

receiving countries have grappled with the problem of
how to control the growth of unlicensed immigration
“consultants,“ “practitioners,“ “paralegals“ or “notar-
ios.“ The proliferation of non-lawyers has been most
pronounced in Canada, the United States, the United
Kingdom and Australia, due in part to large numbers of
immigrants in need of professional assistance to navi-
gate cumbersome legal systems, and in part to half-
hearted efforts to prosecute the unauthorized practice
of law. 

In the United States, the notorious “notarios“ set up
shop in states along the Mexican border, taking advan-
tage of the official connotation given to their title in
Spanish, and using it as carte blanche to defraud their
victims, who often mistook them for lawyers, to the dis-
may of consumer protection advocates in California,
Arizona and Texas. This prompted calls for legislative
action, which finally came in the late 1990s and early
2000s, thanks to a broad coalition of consumer advo-
cates, lawyers and law enforcement officials, who came
together and pressured politicians to act.1

In Canada, however, as immigrant populations
grew in number and variety, individuals with commu-
nity clout first began offering assistance to prospective
immigrants on a volunteer basis, but the potential for
profit was quickly discovered. Others were former
immigration officers looking for a more lucrative niche,
and even interpreters who believed that they had
learned enough law to give advice, even though they
usually had had no legal training and were not mem-
bers of the provincial bars.

Immigration consultants began taking advantage of
provisions in the previous legislation, which allowed
applicants to have “counsel of choice,“ but did not limit
representation to licensed members of the Bar.2 As a
result, hundreds of unlicensed individuals began han-
dling immigration matters, traveling abroad, trumpet-
ing political connections and inducing applicants to
retain their services, with little or no disclosure that
they were not licensed lawyers. Stories abound, describ-
ing how unlicensed consultants mishandled applica-
tions for qualified individuals. In the worst cases, some
consultants encouraged prospects to make bogus
refugee claims or presented fraudulent documentation,
and some even participated in immigrant smuggling
rings and visa fraud. Promises of quick immigration
and money back “guarantees“ in the most severely
backlogged visa posts overseas were commonly made
by some unscrupulous consultants. 

In a recent case, one Toronto-area consultant adver-
tising heavily in India was ordered by that country’s
consumer court to repay applicants’ fees, together with
a penalty, for having failed to advise them that they
would no longer qualify under new immigration regu-
lations, and for promising case resolution in six months,
nothing short of lightning speed in a beleaguered visa
post like New Delhi, where processing times average
three years.3 In another case, a consultant operating in
Toronto was charged with several immigration-related
offenses by the Royal Canadian Mounted Police, includ-
ing counseling to commit fraud, but continued to claim
to have a “special connection“ to a former Cabinet Min-
ister, misleading clients to believe that the former Min-
ister would intervene on their behalf.4 Complaints by
lawyers and by some victims, most of whom were too
afraid to talk, fell on deaf ears. 
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III. The Choice to Regulate, Not Prohibit,
Consultants

After twenty years of inaction, the federal govern-
ment was suddenly awakened from its slumber by the
decision of the Supreme Court of Canada, in Law Society
British Columbia v. Mangat,5 which resolved the constitu-
tional question of federal-provincial jurisdiction over
the regulation of immigration consultants. The court
ruled that a conflict between the regulation of the legal
profession, a provincial matter, and the then Immigra-
tion Act, a federal statute giving applicants the right to
have “counsel of choice,“ was within the federal legisla-
tive jurisdiction. After Mangat, the federal government
could no longer escape its responsibility to deal with
non-lawyers involved in the immigration process. The
court, however, was careful about the scope of its ruling
and did not say that the federal government was pre-
vented from prohibiting the activities of consultants. 

Confronted with the need to act, the government
was under pressure from the immigration bar and non-
profit organizations advocating consumer protection on
behalf of immigrants, but at the same time the govern-
ment was mindful of the power exercised in Liberal
party ranks by some immigration consultants enjoying
considerable community clout. In the end, former Min-
ister of Citizenship and Immigration Denis Coderre
opted for a “compromise,” and created yet another
panel, the Advisory Committee on Regulating Immigra-
tion Consultants, which produced a report in May
2003.6 However, the former Minister was careful not to
give the mandate to that Committee to examine the
question of prohibiting consultant activity. The failure
to give that mandate may have been a politically moti-
vated decision.7

The Advisory Committee was co-chaired by a
lawyer, but included heavy consultant representation
and individuals sympathetic to them: of its twelve
members, three were consultants and one was a lawyer
involved in a consultant organization. The Committee
also included another lawyer whose law firm represent-
ed a consultant organization in the Mangat case. The
Committee’s report canvassed regulation of consultants
in some jurisdictions, including the United Kingdom,
Australia and China, all of which permit non-lawyers to
participate with some limitations in the immigration
adjudication process.8 Remarkably, however, the Com-
mittee chose to ignore the highly developed regulatory
schemes of most states in the United States, which with-
out exception prohibit the unauthorized practice of law
and allow prosecution of violators, imposing fines and
even prison terms. Against such a backdrop, it is not
surprising that the Committee’s recommendations crys-
tallized consultants’ wishes to create a mechanism for

legitimacy and ongoing communication between Citi-
zenship and Immigration Canada, the Minister, and the
newly created Canadian Society of Immigration Con-
sultants (CSIC), well within the limitations imposed on
the Committee’s mandate.

Notably, the initial composition of the CSIC board
includes representatives from Citizenship and Immigra-
tion.9 This places the CSIC and that department in a
direct conflict of interest, since the latter will now regu-
late the very individuals who will be allowed to make
representations on behalf of clients. Such cozy arrange-
ment cannot possibly be conducive to independence
and arm’s length dealings.

Further, the creation of the CSIC legitimizes the role
of immigration consultants, equating them to lawyers,
notwithstanding differences in education, background
and regulatory requirements. 

A. What Do the New Regulations Do?

The regulations implementing the new regime (the
“Regulations“) are scanty and drafted in broad lan-
guage. The relevant sections of the Immigration and
Refugee Protection Regulations10 have been amended11

to accommodate the new regime. 

Section 2 of the Regulations now defines an “autho-
rized representative“ as a member in good standing of
a bar of a province, the Chambre des notaires du Québec,
or the CSIC.

Section 10(2) requires detailed information on rep-
resentatives, including if payment for services was
made, as well as proof of membership in a prescribed
regulatory body, which can only be either a provincial
Law Society or the CSIC. If the immigration officer dis-
covers that the applicant is paying for the services of an
unauthorized representative while the application is being
processed, the visa office must no longer conduct busi-
ness with such representative. However, the visa office
must continue to process the application, so as not to
penalize the applicant.

Further, Section 13.1 states the following:

(1) Subject to subsection (2), no person
who is not an authorized representative
may, for a fee, represent, advise or con-
sult with a person who is the subject of
a proceeding or application before the
Minister, an officer or the Board.

(2) A person who is not an authorized
representative may, for a period of four
years after the coming into force of this
section, continue for a fee to represent,
advise or consult with a person who is
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the subject of a proceeding or applica-
tion before the Minister, an officer or
the Board, if

(a) the person was providing any of
those services to the person who is the
subject of the proceeding or application
on the coming into force of this section;
and

(b) the proceeding or application is the
same proceeding or application that
was before the Minister, an officer or
the Board on the coming into force of
this section.

Exemptions have been granted for students-at-law
who work under the supervision of a qualified member
of a provincial Bar while completing their articling
experience as required, and for unpaid representatives
such as family members.

In its implementation instructions, the government
acknowledges that visa offices will receive applications
that appear to have been submitted with third-party
assistance, but a representative has not been identified
in the appropriate form, and the representative may be
“concealed“ by an applicant. These applications should
be accepted by the visa office and processing should
begin. However, after acceptance of the application, the
visa office must determine if further follow up of sus-
pected use of an unidentified paid representative is
warranted. Individual cases where third-party assis-
tance is suspected, but not proven, may not warrant
further follow up. In theory, where visa offices become
aware of a number of applications being submitted by
the same unidentified third party, either through evi-
dence of the use of a similar organization, style of pre-
sentation of the application, or contact addresses, then a
program integrity review may be required. Other pro-
gram integrity issues, such as the use of fraudulent doc-
uments, could also be involved. It is unclear, however,
who will prosecute unauthorized representatives, how
that will be done, or what funding, if any, will exist to
enforce there provisions overseas, assuming that were
possible, which is also in doubt. 

Applications indicating the use of a paid represen-
tative who has not yet become authorized, and were
submitted before 13 April 2004, are subject to a grace
period of four years in which the representative must
meet the regulatory provisions. If at the end of the tran-
sition period, on 13 April 2008, the applicant is still
using the services of an unauthorized representative,
the visa office may no longer communicate with that
representative and must inform the applicant that the
representative is not a member in good standing. The
intent is for the visa office to try to avoid dealing with

the unauthorized representative. The visa office, how-
ever, must continue to process the application. 

B. Problems with the Regulations: 
Ticking Time Bomb for Lawyers?

The Regulations are based on the report by the
Advisory Committee, prepared under the guidelines of
its restricted mandate. The Advisory Committee was
never allowed to consider prohibition of the unautho-
rized practice of law by immigration “consultants” as a
possible means to deal with the problem. 

Amongst the assumptions made in the new scheme
is the concept that the new regulatory body will be self-
sufficient and independent. However, this may not be
true. The Regulatory Impact Analysis Statement accom-
panying the Regulations mentions the prospect that the
newly created CSIC will be self-sustaining “once it reach-
es a membership of 3000.“ Since there appear to be only a
few hundred consultants who may be authorized in a
provisional manner after complying with the initial,
relaxed registration standards set out by the CSIC to
begin functioning, this worrisome figure can only mean
that either standards to become an immigration consul-
tant will be so lax as to attract large numbers of mem-
bers, or that lawyers who practice immigration law or
their staff will eventually be forced to join that body.
The government has failed to clarify how it intends to
reach a membership of three thousand in the newly cre-
ated organization if the standards to be implemented
will be similar to those with which lawyers must com-
ply, under provincial Law Society rules, in order to pro-
vide adequate consular protection and a level playing
field.

Possible lawyer membership in CSIC would mean
double regulation and unnecessary registration fees in
addition to those already paid to provincial Law Soci-
eties and, more importantly, would place lawyers in a
conflict of interest and create potential breaches of solic-
itor-client privilege. The precedent already exists in
Australia, a jurisdiction with double regulation of
immigration lawyers, both under local law societies and
under the Migration Agents Registration Authority
(MARA). The issue of conflict of interest was dealt with
by the Australian Federal Court of Appeal in Joel v.
MARA,12 where a lawyer representing immigration
clients refused to disclose to MARA information
required during an investigation on the grounds that it
would violate solicitor-client privilege and the ethical
rules of the Law Society of New South Wales. The
lawyer in that case found himself in the unfortunate
position of having to respond to two different regulato-
ry bodies with different standards. In that case, the
lawyer was successful in his argument that disclosure
of any documents or information to MARA may consti-
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tute a breach of attorney-client privilege. However,
recent amendments to the Australian legislation now
make it clear that MARA can require such disclosure
notwithstanding attorney-client privilege.

C. Do the Regulations Protect Consumers?

More worrisome, however, is the fact that the Advi-
sory Committee chose to ignore the serious conse-
quences of continuing to allow non-lawyers to practice
law, failing to prohibit their activities, and ignoring well
developed jurisprudence in the United States. Virtually
every state in the United States prohibits the unautho-
rized practice of law. Noting that “aliens are especially
vulnerable to the unauthorized practice of law,“ the Vir-
ginia Supreme Court starkly described its consequences
in the immigration context and states in its rules that
“such unauthorized practice, which may include incom-
petent or fraudulent legal services, can cause serious
economic harm, may result in the separation of families,
and may even result in the death of an individual
forcibly repatriated to another country . . .“13

The Business and Professions Code of the State of
California,14 for example, notes that “the provision
against unauthorized practice of law by non-attorneys
is based on public interest in the integrity and compe-
tency of those who undertake to render legal advice,“
and the New York State Bar15 even imposes on attor-
neys a positive duty to report unauthorized practice in
its Code of Professional Responsibility. This consumer
protection reasoning was best articulated by the Florida
Supreme Court in The Florida Bar v. Brumbaugh,16 where
the court, indicating that non-attorneys are prohibited
from practicing law within that state, shut down a “do
it yourself” legal filing service, citing its previous deci-
sion in State v. Sperry,17 held that:

. . . if the giving of such advice and per-
formance of such services affect impor-
tant rights of a person under the law,
and if the reasonable protection of the
rights and property of those advised
requires that the persons giving such
advice possess legal skill and a knowl-
edge of the law greater than that pos-
sessed by the average citizen, the giv-
ing of such advice and the performance
of such services by one for another as a
course of conduct constitute the prac-
tice of law.

The regulatory regime of CSIC amounts to little
more than rubber-stamping the activities of immigra-
tion consultants. Even the organization’s very name has
the connotation of official sanction and the potential to
mislead the public. In allowing this activity, the Canadi-
an government has made the policy decision to permit

those who do not have a formal legal education to rep-
resent the interests of immigrants, despite the expres-
sions of concern by competent authorities in many
states of the United States.

On the other hand, while consultants will go
abroad and proclaim their membership in a Canadian
national regulatory body with government representa-
tives sitting on its board, lawyers will be handicapped
by merely being members of provincial bars, a concept
that will be difficult to grasp by those in developing
countries or non-common-law jurisdictions. Lawyers
may quickly find themselves forced by market realities
to join the CSIC to achieve the same legitimacy that has
been granted to non-lawyers without the same back-
ground, education, experience or stringent regulatory
requirements exercised by law societies across Canada.

IV. Conclusion
The government, in its eagerness to regulate rather

than prohibit the activities of unlicensed consultants,
was motivated by reasons of political expediency and
failed to understand that the practice of immigration
law also encompasses the broad knowledge that
lawyers must have of other areas of law, including tax,
family, constitutional, employment and human rights.
The notion that a consultant educated superficially for a
few days in one area of law can effectively represent a
client without such general knowledge is naïve.

The Canadian legal profession, by failing to insist
that the unauthorized practice of law be confronted just
as zealously as encroachments on other regulated pro-
fessions, has failed to protect the public and to defend
its members’ interests. The ultimate price will be paid
by those abroad aspiring to immigrate, but who do not
have the protection of sophisticated consumer legisla-
tion or the ability to distinguish between immigration
consultants and lawyers. The new regulation of immi-
gration consultants will almost surely result in
increased litigation.
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Anatomy of a Privacy Incident Response:
Why Good Planning Matters
By the International Privacy Law Committee

I. Introduction
U.S. companies involved in processing personally

identifiable information in either domestic or cross-bor-
der transactions are faced with diverse, and sometimes
conflicting, privacy and data protection laws and regu-
lations. Common to all corporations is the potential for
a “privacy incident.” Corporations in all industries and
jurisdictions are vulnerable to adverse legal and busi-
ness consequences, whether they operate in one or
more locations within or outside the U.S.

How a company handles a privacy incident will in
large part depend on the measures it has taken to
implement a culture of privacy awareness prior to the
incident, and particularly, the efforts it has put into cre-
ating a response plan. As legal requirements related to
privacy incidents multiply, and penalties for failing to
secure information or notify individuals grow, it is
imperative for every company to develop and imple-
ment a privacy incident tracking method and response
plan.1

A “privacy incident” can be defined as the unau-
thorized disclosure or access to: (i) customer data; (ii)
employee records/data; or (iii) any other personally
identifiable information the company has a legal or con-
tractual obligation to keep confidential. 

Although a company’s primary focus is typically on
the first two types of data, it is important to note that
most companies collect and retain a substantial amount
of personal data relating to individuals who are not
customers or employees. For example, such non-
employee or customer data might be collected from
users of a company website subject to the website pri-
vacy statement, clinical trial participants by pharmaceu-
tical companies during trials, or individuals working
for a company’s regular vendors and suppliers. 

Privacy incidents occur as a result of: (i) unautho-
rized access of databases/systems; (ii) unauthorized
access to documents; (iii) loss or theft of documents; (iv)
loss or theft of physical equipment (such as laptops and
PDAs); and (v) breaches of data streams and/or trans-
missions (such as interceptions of unencrypted email or
non-SSL transmissions).2

There are many possibilities for the occurrence of
privacy incidents within the regular course of business
of most companies. Incidents can occur within compa-
ny offices, at data centers, at employee home offices, at
vendor locations, or while information is in transit. 

When a privacy incident occurs, it is imperative
that the incident is reported promptly to people within
the company who know what to do. Notification
should be directed to the appointed person or team,
within the company, who is responsible for privacy and
knows how to respond appropriately to the incident. 

This person or team of privacy professionals must
respond in accordance with the laws, rules and regula-
tions of any industry or jurisdiction that may be appli-
cable. The primary focus of the response should be to
protect the individuals whose information has been
compromised and limit any further damage. This
should generally go hand-in-hand with the obvious
need to minimize the damage to the company (e.g., rep-
utational damage, regulatory fines, litigation, criminal
penalties, etc.). 

This article describes a scenario that would result in
a privacy incident, the laws that would be applied, and
the responses triggered as a result of the privacy inci-
dent. A reasonable response to a privacy incident would
depend on the industry, type of data compromised, and
applicable law. This article highlights many of the
issues that a company will need to address and deci-
sions that will have to be made in connection with the
privacy incident based on this particular fact pattern. 

II. The Privacy Incident
Jack is a senior salesman working for a large multi-

national corporation. His office is located in California,
which is the company’s headquarters. While preparing
for a business trip to the firm’s London office, Jack
decides he needs his customer files to maintain contact
with some of his clients. Jack is going to London to
train a number of new employees and also needs access
to personal information about these trainees. Jack’s
files, which include personal identifiable information,
are related exclusively to individuals. 

Jack does not want to be bothered to access this
information from the firm’s secure computer system in
London. Jack decides to download customer data for
his 1,500 clients onto his personal laptop computer. The
only information Jack needs is his clients’ names and
phone numbers; however, it is much simpler to down-
load all the data in the records, and all of his customer
files rather than to take the time to segregate the data.

As a result, Jack downloads the names, addresses,
phone numbers, Social Security numbers, account num-
bers, credit card numbers and other data relating to his
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1,500 individual clients, who are located in California,
Washington, Oregon, and Canada. 

This information has been collected via application
forms, the firm’s website, and through personal con-
tacts made by Jack over the years. Jack also downloads
the names, office phone numbers, home addresses and
home phone numbers of the twenty new London-based
salespeople he will be training in the firm’s London
office.

Jack thinks that firm policy may prohibit putting
this type of unencrypted personal information onto his
laptop, but feels assured he can secure the firm’s data,
which he has taken without the permission of his
supervisor or the company’s privacy team. 

Jack arrives in London, and due to security delays,
must call his hotel to tell them to hold his reservation.
After loading his luggage onto a baggage carrier, he
uses his cell phone to make the call to the hotel while
looking for his car. When Jack is about to get into his
car, he notices that his laptop bag is not with his other
luggage. A short time later when Jack arrives at the
firm’s London office he has to decide what to do about
his stolen laptop and the data it contained.

III. The Response

A. Reporting the Incident to the Right People

Several months before Jack lost his laptop, senior
executives at his firm decided to establish a privacy
team to address compliance issues relating to existing
privacy and data protection laws, rules, and regula-
tions. One of the team’s initiatives was to establish a
central location for employees and customers to report
privacy incidents, regardless of where the incident took
place. This borderless process would ensure that the
team could coordinate its efforts in a similar manner
each time an incident occurred.

This system would serve two important purposes:
(i) the privacy team would be able to have a global
view of the types of incidents taking place within the
company to help identify unfavorable trends and secu-
rity risks; and (ii) the privacy team would be able to
help the firm develop the proper mechanisms to
respond effectively to specific privacy incidents. 

Shortly before Jack lost his laptop, the privacy team
developed a simple one-page web-based Privacy Inci-
dent Report Form accessible from the Privacy link on
the firm’s Intranet site. The report was developed to
collect basic information about each incident to enable
the team to begin its response. The privacy team also
established a privacy incident response plan outlining
the initial steps that would be taken to respond to an
incident and who, besides the team, should be involved
in the response process. 

Based on the information collected on the Privacy
Incident Report Form, the response team would include
the privacy team, senior executives, client call center
representatives, the fraud group, the data security
group, the physical security group, website administra-
tors, audit and compliance representatives, HR repre-
sentatives, union or other employee representatives,
outside counsel, and public relations representatives. 

When Jack arrived at the London office, he was
very upset and wondered whether he would get reim-
bursed for his laptop. He did recall scanning some
emails about customer privacy, but could not remember
their content. Jack did remember that all of his client
files were on his laptop. He was very concerned that if
his customers found out about their data being stolen,
and subject to identity theft, they would be very angry.

Jack had a friend in the legal department. He decid-
ed she would be the best person to call. She told Jack to
complete the Privacy Incident Report Form immediate-
ly. She directed Jack to the Privacy link on the firm’s
Intranet to report the privacy incident. She then called
the privacy team to alert it to the situation.

Jack completed the report detailing what had hap-
pened, and hit the send button. Within a few minutes
the privacy incident report hit the privacy team’s mail-
box and was read by one of the team members who had
been waiting for its arrival. Jack received a reply by
email immediately indicating that things were in
motion. After reading the report, the privacy team
member began making phone calls to mobilize the team
for the appropriate response. 

B. Protecting the Individuals Whose Information
Was Compromised

The first call by the privacy team was to Jack to
gather more detailed information about the incident.
Jack reported the incident to the authorities at the air-
port, but the laptop had not been found. The team
assumes the laptop has been stolen and will not be
recovered. While the laptop is password protected,
none of the data has been encrypted. The team must
assume an unauthorized person has accessed all cus-
tomer and employee data that was downloaded to the
laptop. 

Following the initial response plan, Jack is asked for
a list of all clients that have been affected by this securi-
ty breach. Jack directs the team to the central database
containing all of the data on his clients and the employ-
ees he downloaded to his laptop. The customer data is
immediately sent to the firm’s call centers so that
enhanced security can be put on all accounts. 

This enhanced security requires anyone calling a
company call center to access one of the affected
accounts to answer additional authentication questions
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either to gain access to any information about the
account, or to initiate any activity on the account. The
call center representative will be on notice, based on the
data on the call center system, to ask these additional
authentication questions and will have a heightened
awareness for any suspicious or unusual behavior.

The team has notified all geographic locations
about the security breach, but Jack also alerts his team
back in California so they know to be on the lookout for
any unusual activity. He wants to prevent any possibili-
ty of identity theft. He is fearful of losing his client base
and possible disciplinary action from the company.

The team has determined it is not necessary to
block website access for affected clients, since no web-
site passwords were compromised. The online group,
however, will monitor the stolen accounts for unusual
activity. The firm’s fraud group is also notified, and will
increase its surveillance on these accounts for any sus-
picious activity. 

The team members now feel like they have locked
down the main access points within the firm. They have
also put all relevant internal groups on notice to detect
any suspicious or unusual behavior with respect to the
affected customer accounts. Having accomplished these
goals, the team must turn to the more difficult ques-
tions of whether to notify the 1,500 clients and twenty
employees whose information has been compromised,
and if so, how this should be done. 

C. Complying with the Law and Other Decisions

Most of the customers whose data was compro-
mised live in California, Oregon, Washington, and
Canada. The employees whose information was com-
promised all live in London. The first question is
whether the firm is required by law to notify the cus-
tomers and employees. Once this is determined, if noti-
fication is either required by law or considered good
business practice, the team must decide how the cus-
tomers and employees should be notified.

1. State-Specific Issues

In Oregon and Washington there are currently no
state law requirements to notify residents that their
information has been compromised.3

In California, a new law was adopted in 20024 that
requires notice when certain personal information is
compromised. The law applies to any business that con-
ducts business in California, regardless of whether the
business is located within or outside of California, and
possibly outside the U.S., that maintains certain ele-
ments of personal information on California residents
in computerized form. 

The notification requirement is triggered if there is
an unauthorized acquisition of computerized data that

compromises the security, confidentiality or integrity of
unencrypted first name or initial and last name, plus
unencrypted: (i) Social Security number; (ii) driver’s
license number; or (iii) financial account number, credit
or debit card number in combination with any required
security code that would permit access to an individu-
al’s financial account. 

The law requires notification to affected persons
upon discovery of a privacy incident “in the most expe-
dient time possible and without unreasonable delay.”5

The California Office of Privacy Protection has pub-
lished a document6 that recommends that notification
be sent within ten business days after the incident.
Additional time in disclosure is permitted where neces-
sary for purposes of a law enforcement investigation
and will generally be deemed reasonable where
required to complete further internal analysis to deter-
mine the scope of the incident. 

The disclosure notice may be written or electronic.
Under the Code, a substitute notice may be used if the
cost of disclosure is greater than $250,000, if the number
of affected parties exceeds five hundred thousand, or if
adequate contact information of affected parties is not
available. Substitute notice must be provided by: (i)
email if the company has addresses; (ii) website post-
ing; and (iii) major statewide media notification. 

In order to minimize the risk of claims the team
determined that it should notify all affected persons as
soon as possible. They will aim to notify individuals
within three or four days after having become aware of
the security breach. 

Although the California law does not provide a
standard notice form or guidance on the content, the
team has decided that, in order to comply, the notice
will include the following information: (i) date of secu-
rity breach; (ii) information compromised; (iii) whether
the term is certain that the information is in the hands
of a specific party; and (iv) a point of contact within the
company. 

2. Canadian Issues

In Canada, there are at least three potential causes
of action resulting from the loss. First, the client infor-
mation may be subject to a duty of confidence, whether
expressly in contracts with each client, or implicitly
under common law. Second, the five provinces of
British Columbia,7 Saskatchewan,8 Manitoba,9 Quebec,10

and Newfoundland and Labrador11 have enacted “pri-
vacy” acts, which enable civil action to be taken for vio-
lations of privacy (the “Privacy Acts”).

Thirdly, a patchwork of additional federal privacy
law (the Personal Information Protection and Electronic
Documents Act or PIPEDA)12 and provincial privacy law
(as of date of writing, in Quebec, Alberta and British
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Columbia13) has developed in Canada that regulates the
protection of personal information. In addition, Alberta,
Saskatchewan, and Ontario have legislation protecting
specifically personal health information.14

This Canadian privacy legislation requires that per-
sonal information be protected with appropriate securi-
ty measures, and PIPEDA, for example, requires that
sensitive information—such as the credit card numbers
and the Social Security numbers that were on the lap-
top—must be protected by a higher level of security
reflective of the greater sensitivity of this information.
In this respect the privacy incident could put the corpo-
ration in breach of Canadian privacy requirements. 

With respect to any requirement to provide the
clients with notice of the loss, currently, of these three
mechanisms, only certain Canadian personal health
information legislation requires that an individual be
notified where their personal health information is sub-
ject to theft, lost or accessed by unauthorized persons. 

Since there was no personal health information on
the laptop, there is no legal requirement in Canada that
the corporation notify the individuals that their data
were stolen. As a result, it is a risk management and
public relations issue for the company as to whether it
is better to inform the individuals of the loss of their
information.

However, once an affected client becomes aware of
the loss, the client may bring a claim for breach of confi-
dence, a civil claim for breach of privacy in Canada
under the Privacy Acts, and/or make a complaint to the
applicable privacy commissioner under the Private Sec-
tor Privacy Laws and face the possibility of significant
fines, personal liability for directors and officers, and
public disclosure by the privacy commissioner of the
breach.

3. UK Issues

In the UK, there are a number of pieces of both
domestic and European legislation that could potential-
ly apply to this scenario. For the company we need to
distinguish in our scenario between those likely to
cause problems with the regulatory authorities (assum-
ing they are notified) and those giving the aggrieved
clients or employees a right of redress against the com-
pany in a civil claim. Additionally, we need to distin-
guish between issues surrounding the UK employee
data versus the U.S. client data.15

The most relevant regulatory regime is under the
Data Protection Act 1998.16 This Act would apply if the
company in the UK acts as a “data controller“ in respect
to the data that have been lost, or otherwise uses equip-
ment in the UK for the processing of such data. Accord-
ing to the Act, a data controller is “a person who deter-
mines the purpose for and the manner in which any

personal data are, or are to be, processed.” The UK
company will generally be seen as a data controller of
the employee’s data as it concerns data of employees in
the London office, and the UK office is presumed to
control the processing of such data. 

With respect to the U.S. client’s data, however, as
long as the UK company does not have any authority
with respect to the purpose for which and the manner
in which these data are being processed, the company
should be able to take the position that the UK compa-
ny is not a data controller under the UK Act and the UK
Act should, in principle, not apply. Following the same
line of reasoning, while it is true that Jack would have
been able to access this information through the compa-
ny’s secure computer system in London, it should be
reasonable to take the position that the UK company
will be deemed merely a data processor for purposes of
the UK Act and not a data controller. 

Although there are obligations under the Data Pro-
tection Act to notify the UK employees of certain infor-
mation relating to the processing, this obligation only
relates to when the data are first processed. There is no
express obligation for a data processor to notify the
data subjects of a breach in security or subsequent dis-
closure of their data to third parties. All processing of
data must, however, adhere to the general data protec-
tion principles as outlined in the Act. 

One of these principles provides that companies
should always take measures to maintain an adequate
level of security to protect against, amongst others,
unlawful processing, loss and/or destruction of person-
al data. These measures must ensure a level of security
appropriate to the harm that might result from a breach
of security and the nature of the data to be protected.

The technical and organizational measures appro-
priate to secure data will depend on the circumstances
of each case. It could be argued that to comply ade-
quately with this principle, the company should imple-
ment a notification procedure to ensure that, to the
extent possible, any unlawful acts are avoided or limit-
ed in the event of a privacy incident. Additionally, if it
is found that the company did not have adequate secu-
rity controls and that its employees were not trained
properly, which resulted in Jack’s inappropriate use of
data, the privacy incident may qualify as a breach of the
Act. This could prove to be the basis for claims against
the company and Jack by the UK employees—and pos-
sibly sanctions from the DPA authorities.

Additionally, the employees and, to the extent that
any of the clients have a contractual relationship with
the UK firm, such clients may potentially bring a suc-
cessful claim in the UK courts against the UK company
for the breach of a contractual duty of confidence,
whether this is express or implied. There is little direct-
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ly analogous case law, but a professional client or
employee-employer relationship in the UK involving
confidential data will be likely to imply not only a duty
of care over the data, but possibly a duty to inform the
data subject in the event of loss. 

As in Canada, the fact that there is no explicit duty
to notify data subjects of a privacy incident means that
it will be a question for the company in terms of risk
management and public relations to determine whether
the best practice would be to inform the individuals of
the incident.

D. The Right Thing to Do

If there are no legal requirements for notification,
the firm must then examine whether any contractual
obligations exist to notify the affected customers and
employees that their data were compromised. Neither
the firm’s privacy statement or online privacy statement
contain any mention of notification. Customer applica-
tion forms and all other relevant agreements and docu-
mentation are also silent on the question of notification.

Good business practice may require notification to
clients in Oregon, Washington, and Canada, despite the
fact that notification is not required by statute or con-
tractual obligation. This decision must be made based
upon what the company determines will be standard
operating procedures in this matter and any future pri-
vacy incidents.17

In London, the firm should contact the U.K. Data
Protection Information Commissioner regarding the
security breach. It is likely the Commissioner’s office
will begin a series of discussions and investigations into
the firm’s procedures and practices to ensure compli-
ance with UK law, and the protection of customer and
employee data. 

With the assistance of senior management and the
media relations and legal teams, the firm determined
that all affected customers would be notified. Based on
the scope of the breach and the type of information that
was compromised, the firm decided that all clients
should receive a notice so they would be in a better
position to protect their other accounts and their indi-
vidual credit ratings. 

Another factor considered by the team was its con-
cern about the firm’s exposure to future litigation.
Although the firm’s privacy policy was silent on the
issue of notice, there is a possibility that the Federal
Trade Commission could consider lack of notification
an “unfair and deceptive trade practice” violation,
despite the absence of legislative authority. 

By notifying all clients, the company’s actions (i)
reduce the possibility of a complaint being made by an
affected client to the applicable data protection regula-
tory authority in each jurisdiction, and (ii) place the

firm in a better position in a case where a regulatory
authority made a decision to investigate the privacy
incident.

The firm, therefore, concluded that its response
should be considered fast, reasonable in light of the cir-
cumstances, and fair to all of its customers. The firm
drafted one notice that satisfied California law and that
was sensitive to the needs of all affected customers. The
notice was sent within the statutory time frame. Since
the London employees are not residents of California
and there were only twenty of them, they were advised
verbally by HR. The privacy team, the business unit,
and the legal department also prepared a standard
internal script and FAQ to the extent Jack or the firm
received any calls on the matter. The company thought
about placing phone calls to all affected clients, but
decided against it because, due to the large number of
affected clients, many would receive the letter prior to
getting the phone call. Jack was advised that he could
proactively begin to contact some of his more important
clients to alert them of the incident and inform them
that they would be receiving a letter. 

An important element of the notice was that each
client was asked to address their questions or concerns
to a specific contact person at the firm; that person was
prepared to respond appropriately to different levels of
concerns, and to escalate serious concerns to a higher
level of response in the company. The objective of the
firm was to manage the questions and concerns of each
client in such a way as to minimize the possibility of a
complaint being made to the applicable regulatory
authority in that jurisdiction.

The firm anticipated that the media might pick up
on the story. It was hoped that the team’s rapid
response, and the company’s determination to notify all
customers of the security breach, would play a role in
how the incident was portrayed to the public. The team
debated whether to contact the media first in order to
try to manage media coverage, but in the end decided
against this strategy.

IV. Conclusion
As information moves exclusively to the digital

world, as systems and networks become ever more
expansive and intertwined, and as companies use and
share information in more expansive and innovative
ways, the privacy rights associated with information
will play an increasingly larger role in how that infor-
mation is collected, used, shared and secured. 

All companies will have privacy incidents. The
companies that fare best will be those that have high-
level support in the protection of personal information
and dedicated resources that focus on thinking about
these issues. Those companies that can respond rapidly,
limit damage to the individuals whose data have been
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compromised, comply with all laws and go beyond
what the law requires in ensuring that clients and
employees are treated fairly when incidents occur
should be able to navigate these types of incidents the
best. 

It is not yet entirely clear whether consumers
choose companies based on how those companies treat
their personal information. However, it is clear that con-
sumers will choose not to do business with a company
if they do not trust the company. In responding to pri-
vacy incidents the most important factor is to not lose
client trust.

It does cost more money to have effective privacy
policies and procedures that make such policies part of
a company’s business philosophy and daily practice.
The benefit of this investment can only be realized
when there is an incident, such as a break-in at a ven-
dor location, a disgruntled employee disclosing sensi-
tive customer information, or a harried employee losing
a laptop with unencrypted data. 

When a privacy incident occurs, a good privacy
program can make the difference between a company
being perceived as the wrongdoer versus the victim
that did all that it reasonably could to protect against
the incident occurring and to minimize the damages
that follow. The cost of litigation, lost customers and
lost business opportunities far outweigh compliance
costs.

The risk that a privacy incident will occur can cer-
tainly be reduced, but is unlikely ever to be fully elimi-
nated. As these incidents occur, companies that have a
good privacy infrastructure will be less likely to face
legal consequences and damage to their reputations,
while companies that do not devote the necessary
resources and planning to privacy will not only suffer
these losses, but client defection.

At the end of the day, good privacy is good busi-
ness.
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Approaching a New Tax Regime for Foreign Sales
By Maureen Monaghan

I. Introduction:
The Three Decades’ Trade War

On 14 January 2002, the Appellate Body of the
World Trade Organization (WTO) ended a two-year
trade dispute between the European Union (EU) and
the United States by declaring that the Foreign Sales
Corporation (FSC) Repeal and Extraterritorial Income
Exclusion Act of 2000 (ETIA),1 which is the current U.S.
system for providing U.S. exporters with special tax
breaks, is in violation of international trade law.2 But
this was only the latest development in an ongoing
trade battle, spanning three decades, in which U.S. trad-
ing partners have persistently and successfully argued
that U.S. tax provisions providing export contingent
benefits to U.S. industries constitute prohibited export
subsidies under the General Agreement of Tariffs and
Trade (GATT), leaving the United States in a seemingly
endless cycle of amending its tax code.3 As the process
goes forward, U.S. lawmakers are faced with increasing
pressure to replace the lost export tax breaks with both
aid for ailing U.S. manufacturing industries and sub-
stantial reform of the nation’s outdated international
tax rules.

II. How the United States and the European
Union Tax Export Industries

The underlying problem at the heart of this trade
battle involves a fundamental difference between the
U.S. tax code and that of most other nations.4 Adopting
a worldwide tax system, the U.S. imposes a direct tax
on the foreign earned income of its residents, including
income arising from export activity.5 The member states
of the EU, on the other hand, utilize a territorial system
and only tax income earned within the physical bound-
aries of the taxing country.6 Thus, EU exporters do not
pay tax on their foreign sales. Additionally, most EU
governments employ an indirect tax system founded on
the taxing of consumption (i.e., a tax is collected on
sales of goods and services), instead of income, in the
country where the final sales transaction takes place.7
This is achieved by means of a Value Added Tax (VAT)
system, whereby a tax credit is refunded to the
exporter.8 Under the GATT rules, a refund of indirect
taxes on exports is permitted, whereas a refund of
direct taxes is not.9 Since the EU does not tax foreign
income of its corporations, many of which have estab-
lished subsidiaries in tax havens, and the European cor-
porations are allowed a VAT credit, EU exports are
shielded from virtually all tax burdens.10 As a result, the

European exporter can sell its goods overseas at a
reduced price and has a competitive advantage over the
U.S. exporter.

III. DISCs, FSCs, and the ETIA

A. DISCs: The First Attempt at Leveling the Playing
Field

In 1971, in response to the growing trade deficit,
Congress attempted to level the international playing
field for U.S. corporations by enacting a law creating
Domestic International Sales Corporations (DISCs).11

The DISC legislation permitted corporations to set up
domestic entities through which they would channel
their sales to foreign countries.12 Profits from DISCs
were only taxed when such profits were distributed to
shareholders as dividends.13 The purpose of this new
tax regime was to allow the U.S.-based DISC to receive
tax deferral.14 However, corporations were able to elude
taxes indefinitely by retaining their profits and reinvest-
ing them within the company.15

The world community complained that the DISC
tax provisions granted a prohibited export subsidy to
U.S. companies in violation of the uniform rules of
trade engagements pursuant to GATT.16 Belgium,
France and the Netherlands eventually brought an
action to prevent the United States from continuing the
tax scheme, arguing that the DISC provisions resulted
in export prices lower than domestic prices, causing
immediate harm to trading partners, a clear violation of
GATT Article XVI.17 The GATT investigative panel
agreed. 

B. The Rise and Demise of the Foreign Sales
Corporation

Following the GATT hearings on the DISC legisla-
tion, the GATT Council adopted the conclusions of the
GATT investigative panel.18 Since adoption was pre-
cluded without the unanimous consent of the contract-
ing parties, final adoption was delayed until 198119

under a mechanism whereby the GATT Council adopt-
ed the factual findings of the dispute subject to an
“Understanding.”20 The 1981 Understanding debatably
incorporated the principles established in a footnote of
the Tokyo Round Subsidies Code, accepting that it was
not an export subsidy when a country refrained from
taxing foreign source income derived from foreign eco-
nomic processes.21 Based on this principle, Congress
created the FSC program as part of the Deficit Reduc-
tion Act of 1984.22
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As the U.S. understood GATT rules, an exemption
from tax on export income was permissible only if the
income was earned extraterritorially.23 Accordingly,
unlike its DISC predecessor, FSCs were required to be
foreign corporations subject to certain foreign-presence,
foreign-management, and foreign-economic-processes
tests.24 The latter requirement includes sales-activities-
participation and direct-costs tests. If the conditions
were satisfied, a portion of income for export sales and
certain services would be exempt from U.S. taxes.25

In order to comply with the GATT rules, income
from foreign sales was segregated and exempted, while
any domestic income earned by the FSC was taxed at
the regular rate.26 Though simulating the effects of a
territorial tax regime in that it separated and exempted
export transactions from taxation, the significant dis-
tinction of the FSC’s tax exemption system was that it
applied only to exports, whereas a territorial tax system
exempts both exports and other foreign-earned income
from taxation. The EU argued that, because FSCs were
export-contingent, they were in violation of trade treaty
obligations.27 In 1997, the EU filed an action challenging
the U.S. FSC program under the new GATT dispute set-
tlement procedures contained in the new WTO treaties
finalized in 1994.28

One of these treaties, the Agreement on Subsidies
and Countervailing Measures (the “SCM Agreement”),
expanded the concept of prohibited subsidies and pro-
vided the stricter definition of subsidy on which the EU
based its complaint.29 Under the SCM Agreement, a
subsidy is deemed to exist when a device results in a
financial contribution by a government, including an
indirect contribution to exports through foregone rev-
enue that is otherwise due, and a benefit is thereby con-
ferred.30 Article 3.1(a) of the SCM Agreement prohibits
subsidies contingent upon export performance and ref-
erences a list of export subsidies, which includes a pro-
hibition against “the full or partial exemption, remis-
sion, or deferral specifically related to exports, of direct
taxes . . . paid or payable by industrial or commercial
enterprises.”31

The WTO ruled in favor of the EU when its dispute
panel issued its report in October 1999,32 and the U.S.
subsequently lost on appeal in February 2000.33 Essen-
tially, the WTO agreed with the EU that the tax benefit
conferred upon FSCs constituted foregone revenue oth-
erwise due and therefore was a subsidy.34 Furthermore,
because the subsidy was contingent upon export perfor-
mance, it was a prohibited subsidy under the SCM
Agreement and thus illegal.35

C. The ETIA: Change Without a Difference

In November 2000, in order to bring the U.S. tax
code into WTO conformity, Congress passed the ETIA,

which was intended to be a simultaneous repeal and
replacement of the FSC legislation. Corporate exporting
interests, however, which were lobbying to preserve the
FSC subsidy, assisted in the passage of the ETIA, which
led to its language and concepts being largely borrowed
from the repealed FSC program.36 As a result, the ETIA
did not bring the U.S. corporate tax code into WTO
compliance, but instead broadened both the benefits
and beneficiaries of the tax abatement.37

Not surprisingly, the EU was unhappy with the
ETIA. Shortly after its passage, the EU requested the
establishment of a WTO panel to determine whether
the new legislation was WTO-compliant.38 The EU
asserted that the new legislation not only maintains, but
possibly even exacerbates, the violations found by the
WTO in the FSC dispute.39 In June 2001, the WTO panel
ruled in favor of the EU,40 and the subsequent U.S.
appeal was dismissed on the merits on 14 January
2002.41 Consequently, the EU received WTO authoriza-
tion to impose approximately four billion dollars in
sanctions against the U.S., equal to the savings afforded
American exporters under FSCs.42 The EU commenced
imposing escalating sanctions on 1 March 2004 in
response to the U.S. failure to meet the deadline to
replace the ETIA by then.43

IV. Approaching Reform
The recent WTO decisions serve as a clear indicator

that the U.S. cannot have a tax system based on the
principle of taxing income from whatever source
derived but then providing exporters with a tax break.
However, if the U.S. does not find a legitimate way to
allow tax breaks on exports, large multinational corpo-
rations will have a significant incentive to incorporate
elsewhere. The U.S. currently has perhaps the most
complex corporate tax and the second highest corporate
tax rate among major nations. No other country has
rules for the immediate taxation of foreign-source
income that are comparable to the U.S. rules in terms of
breadth and complexity. Thus, the WTO ruling was
viewed by some legislators as providing the opportuni-
ty for much needed reform and a rethinking of the
global tax rules. 

A frequently mentioned option for resolving the
debate was to switch to a territorial system of taxation,
since it has already been established that such a system
is WTO-compliant. If the United States would change
its form of corporate income tax to a system under
which only income from sales in the U.S. is taxed, cor-
porations in the U.S. would enjoy an equal playing
field. However, there are several problems with such a
system. First, the U.S. government would lose signifi-
cant tax revenue on which it relies heavily to operate.
Second, implementing a territorial system would
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require a massive revision of the U.S. tax code, some-
thing Congress would likely be unwilling to undertake,
especially in an election year. Though a plan must be
formulated, full-scale tax reform would not come quick-
ly enough to avoid the brunt of escalating EU sanctions
because of the complicated nature of such a fundamen-
tal change in tax law.44 Lastly, if the WTO is able to
place such pressure on the U.S., it suggests serious limi-
tations on the ability to the U.S. to shape the interna-
tional environment. It is unlikely that the U.S. will risk
giving the impression that it will bend to the will of
other entities and allow its taxation scheme to be dictat-
ed by the WTO.

Accordingly, the Bush administration has focused
on replacing the subsidies by lowering the corporate tax
rate for manufacturers. It appears, however, that what
began as an earnest attempt to tackle a fundamental but
narrow tax problem in 2002 has resulted in a tax-break
for special interest groups. On 11 October, the Senate
passed the American Jobs Creation Act of 200445 which
was passed by the House on 7 October. The bill offers
broad manufacturing and multinational cuts, but also
includes a myriad of narrowly written measures to help
specific firms or industries. Included are breaks for the
makers of fish finders, bows and arrows, tackle boxes
and Puerto Rican rum, along with Alaskan whalers,
bank directors, dog-track owners and ethanol produc-
ers. Public-interest groups have criticized the bill as
being a special interest bonanza patched together to
win votes from a majority of legislators, and being
based largely on requests from lobbyists. 

With the pressure caused by the European Union’s
increase of the escalating sanctions to 12% on American
exports as of 1 October, the White House would have
made itself vulnerable to attack if it had halted the Con-
gressional largesse, and President Bush quietly signed
the bill into law on 19 October.46
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Representing Clients from Civil Law Legal Systems in
U.S. Litigation: Understanding How Clients from Civil
Law Nations View Civil Litigation and Helping Them
Understand U.S. Lawsuits
By Gregory F. Hauser

Economic globalization has brought with it an ever
increasing number of U.S. attorneys who find them-
selves representing clients from other nations in civil lit-
igation in courts in the United States. Such an experi-
ence can be challenging enough when the client comes
from another of the common law countries, but the
challenge is commonly dramatically greater when the
client comes from one of the many nations belonging to
the other major category of western legal systems,
namely, the civil law or civil code tradition.

The text below in italics represents the
author’s opinions and observations from expe-
rience along with practical suggestions for
meeting the challenge described. 

I. Introduction to the Civil Law Systems
The civil law legal systems include most of those in

Europe other than in Great Britain (Scotland’s system is
a hybrid), and those in Japan, South Korea, most of
Latin America, and some former non-British colonies in
Africa and Asia.1 Here in North America, the legal sys-
tems of Quebec, Louisiana and Puerto Rico are basically
civil code systems, but all three, surrounded and sur-
mounted as they are by the common law systems of the
nations to which they belong, have evolved to varying
extents into hybrids of the two systems (as is also the
case in South Africa, the Philippines, and several other
countries, albeit with different causes).2 In the United
States, the direct legacy of the civil law system extends
beyond Louisiana and Puerto Rico to the community
property laws of states that had formerly been part of
the Spanish empire.3

While the focus of this article is civil procedure, a
discussion of the overall nature of the civil law tradition
will shed additional light on the mind-set of clients
from the countries within that tradition.

A. Brief Historical Background

As Europe emerged from the Middle Ages, the
growing trade confronted a patchwork of local legal
systems, in which “customary law” played a large role,
many of them rooted to a significant degree in the Ger-
manic legal traditions4 in which the common law sys-
tem—already well along in its evolution in England—
was also ultimately rooted.5

Monasteries had preserved, along with much other
learning, Justinian’s comprehensive Roman Code of the
early sixth century (Corpus Juris Civilis), which was a
basis for canon law.6 The first European university had
been founded in Bologna, in the late eleventh century,
and law was one of its earliest established faculties; by
the twelfth and thirteenth centuries, Bologna had devel-
oped into the first European center of legal studies,
with a focus on Roman and canon law.7 As other Euro-
pean universities developed, and particularly as they
established faculties of law, they drew on the knowl-
edge of a limited community of scholars, many of
whom had studied at Bologna or studied under those
who had, and it was also their writings that dominated
the field.8 Thus, as the need for legal reform grew,
Europe’s scholars turned first to Roman law, which had
in fact survived in practice to some extent in southern
Europe.9

Justinian’s Code—particularly the law of obliga-
tions and property10—provided the foundation for the
“great codifications” of continental Europe, most of
which were accomplished between 1683 and 1911,
although the continental codes all went well beyond
that portion of Roman law upon which they chose to
build.11 The codes supplanted (to some extent by
absorbing) the previous compilations of customary law;
canon law exerted influence as did also the body of
mercantile rules known as the law merchant, or lex mer-
catoria, which had developed from the customs of the
merchants, guilds, markets and fairs, port cities and
other mercantile centers.12 Other, more philosophical,
influences, depending on the nation and the date of
codification, included seventeenth century rationalism,
the eighteenth century Enlightenment’s natural law
movement, humanism, and nineteenth century legal
positivism.13

Unlike the common law system, which had origi-
nated in and evolved for hundreds of years in a largely
illiterate society, the civil law systems did not arise until
their societies were already in the transition to
widespread literacy, which is important in understand-
ing the civil law systems’ comparatively strong empha-
sis on written evidence as opposed to oral evidence.
Few other than academics, however, could read the
Latin in which most legal learning up to that point had
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been written, so their influence in writing and explain-
ing the codes was primary from the outset.14

As an aside, Justinian’s Code and the continental
codes were the chief stimulus for the codification move-
ment in the common law jurisdictions, which achieved
its first real success when New York State adopted the
civil procedure code drafted by David Dudley Field,
who had been inspired by his study of European conti-
nental legal systems.15 The Uniform Commercial Code
has strong German influences.16

B. The Current Nature of the Civil Law Systems

The often dramatically different histories of the var-
ious civil law nations, particularly in regard to their
legal, political and philosophical traditions, and the dif-
fering dates at which codification took place, have
resulted in differences among the civil law systems that
range from the significant to the subtle. What follows is
necessarily a set of generalizations.

The core of a civil law system is a set of legislated
codes, chief among which is a general civil code.17 The
law-making role is confined to the legislature.18 Codes
supply the applicable law, at least in private disputes.19

There is at most a limited background of case law, or it
plays a leading role only in limited areas of public
law.20 Courts are expected only to apply and not to
make law, i.e., there is a true separation of powers.21

The codes, drafted primarily by experts,22 attempt to be
comprehensive, integrated and systematic.23 The codes
also attempt self-sufficiency,24 even supplying their own
rules for gap filling; their goal is to anticipate all needs
coherently and to avoid gaps in the law.25 Many codes
have striven to offer both predictability and accessibility
of the law as a critical component of the full-fledged
democracies that the civil law nations have become.26

Imagine if, in our system, there were a
Restatement written for virtually every area of
law, and the Restatements were then integrated
by cross-references and enacted into law with
an express displacement of all existing case law
in each area (a process not too different from
that which produced the Uniform Commercial
Code). Add the abolition of stare decisis and
the subordination of any effect of precedent to
the principle of consistency with the codes, and
a common law lawyer can begin to have some
idea of how a civil code system works.

In the civil law systems, code sections tend to be
worded more generally and abstractly than statutes in
common law countries, and the nature of the codes
makes for a greater role for higher level generalizations
in the written law.27 Code sections tend to be more con-
cise in wording as befits their general application in
contrast to the more precisely worded statutes of specif-

ic application in common law countries.28 When a code
is enacted or amended, the pre-code history is for the
most part left behind for a “fresh start.”29 Since there is
no background of common law and since codes are the-
oretically comprehensive, doubt whether pre-emption
has occurred does not arise. (The conciseness/precision
dichotomy is also reflected to some extent in accounting
standards.30)

This conciseness coupled with the pre-
sumption that a code supplants any previously
applicable law carries over into other written
materials of a legal nature, such as contracts
and treaties. As a result, lawyers from civil law
systems instinctively bridle at common law
court decisions that interpret a contract’s
forum selection clause as non-exclusive unless
it says “exclusive”31 or holding that the Hague
Evidence Convention was not intended to be
mandatory because it did not say so.32

The codes in civil law systems reflect a fully devel-
oped separation of private civil, public civil (constitu-
tional and administrative), and criminal law.33 Many
civil law nations have separate, specialized courts for
different areas of law (criminal, commercial, labor and
employment, social welfare benefits, constitutional,
administrative, etc.) even at the appellate level, and
courts of more general jurisdiction are almost always
divided into chambers specialized by types of cases.34

Litigants in the civil law systems have access to law
only as already made,35 consistent with the systems’
goals of rationality and predictability—even certainty,
and its primary philosophical principle is that the legis-
lature, not the courts, makes policy decisions, weighs
comparative costs and benefits, and chooses between
competing interests.36 The law is regarded as set by the
legislature,37 awaiting application to disputes by a
judge’s logical reasoning, and the facts of those cases
are “fit into” the law, as it is sometimes described, by
the process of determining the code sections that apply
and their effect;38 judges are expected to find the legal
principle in the code and are bound not to deviate from
the express provisions of the law.39 There is a theoretical
presumption in each civil law system that any given
case would always end in the same result, since there is
always just one, correct answer to a legal question,40 but
this has been termed an “illusion of certainty”41 and is
recognized in practicality as more ideal than reality. 

When a client from a civil law system fac-
ing the first experience with common law liti-
gation of any complexity is, as is almost
inevitably the case, treated to a lengthy discus-
sion of not completely consistent case law42—
often with nary a statute mentioned—along
with the conclusion that the law is not entirely
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settled and then, to top it off, is informed that
the law could change with the client’s case, at
the hands of the trial judge (with potential fur-
ther revision at the hands of an appellate
court), the initial result can be stupefaction.
The next stage of reaction can be serious doubt
about the rationality of such a system and
understandable questions about how an entity
in a common law system comes to a conclusion
about how to conduct itself consistent with the
law when the law is both incomplete and
potentially inconsistent from court case to
court case, depending on when and where a
case is filed.43 These are not questions easily
answered, and American business people pre-
sent can sometimes contribute some caustic
observations on the commercial disadvantages
of the U.S. common law system. 

Judges in the civil law systems are expected to
resolve a case by applying one or more of the code sec-
tions to the facts,44 using deductive and syllogistic rea-
soning with the facts being the minor premise and the
applicable code section(s) the major premise.45 This is in
contrast to the inductive reasoning and use of analogy
utilized in common law adjudication. The traditional
concept has been that precedent plays little or no desig-
nated role in the civil law courts, that—at least in pri-
vate disputes—precedent should be abjured in favor of
the code language,46 invoking the edict of Justinian:
“Adjudicate not by examples but by laws.”47 To the
extent interpretation of a code section is necessary
beyond simply reasoning from its language, resort is
generally had first to a code’s own provisions on pur-
pose, principles and interpretation, and then to a few
leading commentaries and treatises written by aca-
demics and jurists.48 Custom can in some countries play
a minor continuing role in the resolution of civil dis-
putes, usually as a result of code language.49 The
method of code interpretation, i.e., the sources to which
reference is made and in what priority, varies from
country to country.50 The judge is expected to play the
leading role in determining the applicable law on his
own, without necessarily much guidance from the par-
ties’ attorneys.51

Clients from civil countries may resist
authorizing the extent of legal research and
briefing that common law lawyers take for
granted as necessary, not only because they are
used to a system in which the judge does much
of his or her own research but especially since
the research and briefing are both more time-
consuming and otherwise more elaborate than
in civil law countries and are usually—in par-
ticularly painful contrast to their systems—
unrecoverable expenses.

Judges are specially trained professionals and
career civil servants (they enter the profession directly
from law school, sometimes having begun specialized
training there), who speak anonymously for the courts
as entities.52 When it is a panel that has heard the case,
there has traditionally been no such thing as a dissent-
ing judge, although this has changed in the constitu-
tional courts of some countries.53 Indeed, in at least
some countries, a dissenting judge will nonetheless sign
what by common law standards is the majority’s deci-
sion, i.e., all decisions become per curiam, since the
judges speak only for the court.54 Lay judges may serve
in criminal courts and some specialized civil courts,
such as commercial courts,55 but civil juries are for the
most part foreign to the civil law systems.56

The concepts of law (in the sense broader than
statute) and right are not distinct.57 (Indeed, in German,
French, Italian and Spanish, they are the same word.58)
Also, if a legal right has been infringed, this necessarily
implies a remedy.59

Thus, clients from civil law systems find it
incomprehensible that a law for the benefit of
the private sector does not necessarily imply a
private civil remedy, since in their system that
is essentially impossible.

Remedies are determined in a fashion that to some
extent is reminiscent of the common law equity system,
from broad legal principles not necessarily in a code,
with the appearance of broad judicial discretion, e.g., to
order specific performance or provisional remedies.60

There is nothing, however, like punitive damages,61 and
there is little that looks like the contempt power.62 A
law of remedies as known to the common law system
had no reason to develop without either the right to
trial by a transitory jury or the history of separate law
and equity courts.63

The legal profession tends to be more definitively
divided among those in private practice, those in-house
at private entities, those in public employment and
those in academia.64 Attorneys in private practice, in
contrast to the courts and judges, tend to be generalists,
viewed more as guides to the legal system overall,
rather than specialist champions.65 The boundaries of
acceptable advocacy in civil litigation, particularly as
concerns facts, are considerably more constrained than
in the common law systems.66 Privately initiated litiga-
tion is not accepted as a substitute for legislative regula-
tion or other means for societal reform, and there is no
role for private attorneys-general.67

The civil law system is sometimes conceived of as
an effort to approach law as science,68 leaving the com-
mon law system to be described as more resembling
law as art.
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C. Selected Substantive Differences with the
Common Law

Sometimes, the reaction of a client from a civil law
country to a litigation in the U.S. is rooted in differences
in the two systems’ bodies of substantive law. Without
attempting to be comprehensive, and at the risk of con-
siderable generalization and oversimplification, some of
the contrasts with the common law most frequently
seen in civil code countries include the following:

• Contracts are divided into several types, e.g.,
sales, employment, leases, contracts for work,
contracts for services, etc., for each of which some
validity requirements differ and/or different
terms will be implied by law. Contracts often
require greater formalities but generally no con-
sideration (gifts are often enforceable), although
cause may be required for enforcement.69 The
maker of an offer has less control over its dura-
tion than under the common law.70 The civil code,
by either specific provision or presumption, pre-
determines many matters not otherwise specified
by the parties and there is no need to anticipate
the possibility of a change in judge-made law or
to attempt to constrain a jury, so contracts are
much shorter and more succinct than under the
common law.71 Interpretation often focuses on
consent, i.e., to what the parties intended to be
bound, a relatively subjective standard, rather
than the more objective common law standard of
reasonable expectations.72 Contractual penalties
are not disfavored.73 The concept of contractual
good faith is usually more robust.74 Doctrines
comparable to mistake, deceit, duress, misrepre-
sentation, frustration of purpose and third-party
beneficiary contracts differ in concept and some-
times in effect as well.75

• Delict (tort) law is less clearly defined by specific
duties like common law torts and is instead
founded first and foremost on a general duty of
care, to some extent as if prima facie tort were the
primary designation for a non-contractual civil
wrong, whether intentional or not, and individual
torts comprised no more than a non-exhaustive
list of examples.76 Although it was a twentieth
century development, most civil law jurisdictions
have imposed a duty to rescue while the majority
of common law jurisdictions have not.77

• Ownership of both tangible and intangible prop-
erty is less divisible and sometimes less transfer-
able,78 e.g., copyright.79 The transferable right of
use (usufruct) therefore plays an important role in
property law.80 The law of real property is usually
much simpler than under the common law with
its strong, lingering feudal influences, e.g., there

are no future interests.81 Leases are simply con-
tracts.82 There is often still available a retention of
title for personal property in addition to security
interests.83 Recordation or registration can be
more definitive than in common law systems,
e.g., for real property and trademarks, but not for
liens, for which there is often no registration or
public filing system.84

• Publicly held, and the approximate equivalent of
closely held, corporations are two different legal
forms with different capitalization requirements
and different forms of corporate governance (the
smaller form looks to some extent like an Ameri-
can LLC), both of which are different than in the
U.S. system.85 Shareholders usually have stronger
powers than in common law countries,86 but
shareholdings are often more obscure, since bear-
er shares are usually allowed.87 There is usually
more publicly available information about busi-
ness entities that are not publicly traded corpora-
tions, such as the amount of paid-in capital and
the identity and extent of authority of certain firm
officials, as to which there is a legal right of
reliance.88 The concept of corporate officers does
not really exist. A distinction is drawn between
the legal form of business entities and that of
entities not formed to conduct a profit-making
business, i.e., the equivalent of a not-for-profit
corporation seldom much resembles a business
corporation.89

• There is a far broader and more substantive role
for notaries, who handle wills, deeds, other con-
veyances, mortgages, the formation of business
entities, marriage contracts, and several other
types of transactions in a non-adversarial, quasi-
fiduciary process, representing all parties
involved.90

• There is traditionally no law of trusts,91 and dece-
dents’ estates are not legal entities (the assets
technically pass to the heirs upon death,92 hence
there is usually an inheritance tax but never an
estate tax). Wills, like contracts, are usually sur-
prisingly succinct by common law standards.93

II. Civil Litigation in the U.S. for Clients from
Civil Law Systems

A. Why Litigation in the Two Systems Is So
Different

There are five major sources of the differences
between civil litigation in the common law systems and
in the civil law systems:

• As just explained, the history, background philos-
ophy, nature, structure and substance of each sys-
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tem are significantly different, as a result of
which arguing and resolving a court case in a
civil law country involves a different reasoning
pattern from frequently differing premises.94

• There is no jury in civil litigations in the civil law
systems: a judge or group of judges—in some
systems acting in a series, in others as a panel—
decides all factual and legal issues.95 The pre-
sumptive reservation of the resolution of disputes
of fact for a jury has been the leading determinant
of many aspects of U.S. civil procedure, as a
result of which significant differences have devel-
oped between the U.S. and civil law countries,
particularly in regard to the responsibilities and
relative roles of the judge and the attorneys. 

It can be most helpful to sit down at the
outset of a U.S. lawsuit and to point out to a
client from a civil law country the many
aspects of civil procedure that ultimately relate
to the role of the jury, a concept that has no
role in civil litigation in most other countries
and certainly not in the civil law countries.
The civil law client’s view of U.S. juries is
heavily colored by the news and entertainment
media, and, whenever issues relating to a possi-
ble jury trial surface, providing a more accu-
rate picture can result in a more confident
client.

• As compared to the common law system, the his-
tory and underlying theory of the civil law sys-
tems result in a relatively greater emphasis on:

— written rules and principles of more general
application as opposed to the facts of a par-
ticular case;96

— legal doctrine, namely, the codes, commen-
taries and treatises,97 leaving case law, with
the exception of certain areas of public law,
to play a minor and subordinate role (to the
limited extent it may be available and play a
role at all);98

— documentary evidence and other written
submissions as opposed to oral testimony;99

— written summaries of testimony to the exclu-
sion of any verbatim record of testimony
(there is in fact no such record made);100 and

— the judge’s role in determining both the legal
issues and facts ultimately considered and
the evidence adduced, sometimes termed
the inquisitorial model, as opposed to the
common law adversarial model.101

In a case filed on behalf of a German-
owned entity in which there were serious alle-

gations of fraud, the German lawyer supervis-
ing the process indicated at an early stage his
strong concern about the possibility that the
defendants would produce forged documents.
The immediate response of the lead U.S. attor-
ney was: “Actually, my chief concern is the
possibility of their giving false testimony.”
This was a classic illustration of the differing
orientation of the two systems.

• The scope of civil litigation in a civil law system
is generally less expansive.102 Civil litigation is
less moralistic, less regarded as licensing the par-
ties to conduct a search for the truth and more as
providing a public service, making a court avail-
able to effect the resolution of a private dispute
for the sake of public order; it is more narrowly
concerned with whether the plaintiff can prove
the allegations and also more concerned with
avoiding invasion of privacy of both parties and
non-parties (whether natural persons or other
legal entities).103

As a result, there is a greater reluctance in
civil law systems to involve non-parties in a
civil litigation,104 which can come into play
when evidence is sought from non-parties
located in civil law countries pursuant to the
Hague Evidence Convention or letters rogato-
ry. The concerns behind the limits on the scope
of civil litigation in civil law systems include
past (historical) abuses and efficiency. Specific
aspects of their civil procedure, such as restric-
tions on the ability to compel the production of
documents, restriction of attorneys’ fees on all
sides to a proportion of the amount in contro-
versy, and the unspoken responsibility of the
judge, all work together to maintain a relation-
ship between the stakes and the resources
expended in the vast majority of cases. The
very minor role that efficiency concerns are
given in the rules of civil procedure in the U.S.
can leave the client from a civil law country
astounded as the costs spiral to an utterly
unanticipated level with no apparent control. 

• As discussed below in Part II.C., civil procedure
is profoundly different.105

B. General Challenges When the Client Is from a
Civil Law System

The force of the following factors varies with the
familiarity the civil law client has with the client’s own
legal system and with the U.S. legal system, and can be
particularly strong when one of the client contacts is a
lawyer from a civil law system106:

• The absence in the U.S. of comprehensive, sys-
tematic and integrated codes and the incomplete,
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unsettled, ever evolving nature of the common
law, coupled with the attendant uncertainties
concerning the result in any given case, leave
clients from civil law systems very uncomfortable
when confronted with assessing and managing
litigation in the United States. It can be difficult
being fully frank about the comparatively wide
range of potential results while also keeping them
comfortable enough with the risks to avoid an
early, panicked effort to settle at an undue cost.

• As a general matter, the civil law systems regard
the common law litigation system, and particular-
ly that in the U.S., as less efficient and even, in
some respects, more primitive.107 They abhor the
idea of having a complicated commercial case,
whether involving contract, tort, intellectual
property or some other category of issues, decid-
ed by a lay jury that is not required to explain its
decision and is thus apparently free to proceed
out of passion or prejudice.108 They see U.S. jury
trials as composed of too much show and not
enough (legal) substance and juries as too suscep-
tible to manipulation. The use of juries as a rule
in civil trials happens only in the U.S. and some
Canadian provinces. (In England, it is only inten-
tional tort cases where there is a civil jury trial
right, and it is qualified.109) To clients from other
jurisdictions, the U.S. system appears outdated,
isolated, idiosyncratic and even idiotic. They
view punitive damages as anachronistic and irra-
tional.

This has much to do with the overwhelm-
ing preference of foreign clients for arbitration
clauses in contracts with U.S. partners.

• Civil procedure is different enough that the deci-
sion making of a civil law client caught in a com-
mon law litigation can easily become dysfunc-
tional unless the procedural differences, and their
impact on strategy and actions, are explained at
critical junctures.110

• Because judges in the civil law systems are civil
servants, and not officials of a separate branch of
government speaking in their own names, and
the courts have only those powers bestowed by
the code, clients from many civil law systems are
not used to the prestige, authority, and wide-
ranging discretion of trial court judges in the
common law systems.111

As a result, common law attorneys can
appear almost obsequious in comparison to the
less deferential dealings of civil law attorneys
with the judges in their systems, whose view of

trial court judges is commonly closer to our
view of administrative law judges or even of
bureaucrats in general. (While this can vary
considerably from country to country, some
civil law attorneys would barely hesitate before
voicing stern objections in open court to a
judge who kept them waiting for an inconve-
nient length of time.) Films and television have
prepared people from other nations for at least
some of the decorum in American courtrooms,
but not for the formality and deference
involved in other dealings with the courts, e.g.,
concerning scheduling. Foreign clients will
say: “Well, just tell the judge I can’t be there
that day [for a trial or mediation or court-
ordered settlement negotiation or deposition],
because I have a business meeting [or sched-
uled vacation, or other commitment]” and then
be nonplused when the response is that a for-
mal written motion is necessary. The full
impact of the reality that each judge is pretty
much a monarch in that judge’s courtroom and
the range of sanctions at the judge’s disposal,
which far exceeds that available to judges in
civil law systems, needs to be explained.

In addition, since common law judges are
usually chosen by a political process, a concept
foreign to those for whom judges are profes-
sional, career civil servants, clients from civil
law countries can—to the discomfort of their
common law attorney—be disconcertingly
quick to voice questions about the judge’s com-
petence, bias and even corruptibility if deci-
sions are not favorable.112

C. Civil Procedure in Detail

While the civil law systems are certainly not uni-
form in their civil procedure, there are sufficient com-
monalities to discuss them together in generalized
terms.113

1. Jurisdiction, Venue and Service of Process

What common law systems refer to as subject-mat-
ter jurisdiction largely corresponds in the civil law sys-
tem to the concept of competence (sometimes translated
as substantive jurisdiction). Hence, the term compe-
tence-competence in international arbitration is intend-
ed to refer to an arbitration panel’s authority to deter-
mine arbitrability.

A single, nationwide court system is the rule, and
even almost all civil law countries with a federal system
of government have a single court system; having mul-
tiple systems with concurrent jurisdiction is virtually
unheard of.114



NYSBA International Law Practicum |  Autumn 2004  | Vol. 17 | No. 2 135

As a result, the issues concerning federal
and state jurisdiction that often arise in U.S.
litigation almost never have counterparts in
civil law systems and almost always must be
explained from the ground up. The client’s
automatic apprehensiveness about juries in
civil cases means that the available information
about the jury pool and verdicts should be
shared with the client if these are factors in
forum-determining decisions.

The civil law systems do not distinguish between
personal jurisdiction and venue.115 This conceptual dif-
ference gives rise to a translation difficulty when dis-
cussing in English this aspect of civil procedure, an
aspect sometimes translated as jurisdiction, sometimes
venue, and other times territorial competence. Where
within a court system a case may or must be brought is
dealt with in detail in the code of civil procedure (there
is no general, pre-existing “power” jurisdiction in per-
sonam116), and most of what is referred to in the U.S. as
personal jurisdiction, general vs. specific jurisdiction
and venue are dealt with in a series of rules that look to
common law lawyers like venue rules, with the
strongest emphasis usually being on the domicile of the
defendant and with certainty and simplicity preferred
over equity.117 For this reason, any concept comparable
to long-arm or extra-territorial jurisdiction is for the
most part more limited than in the U.S. system (there is
no basis for jurisdiction/venue resembling “doing busi-
ness”), although in some cases, jurisdiction in personam
or in rem can be exercised in a fashion that could fail a
due process test under the U.S. Constitution.118 There is
no concept of forum non conveniens.119 Service of process
is ministerial and not bound up with personal jurisdic-
tion.120

As a result, when these issues result in
expensive motion practice and time delays in
U.S. litigation, frustration can follow if foreign
clients are not forewarned. At the same time,
much about the U.S. concepts of long-arm and
other extra-territorial jurisdiction can seem
overbearing or outrageous to them, and, when
this is coupled with their other reservations
about the U.S. civil litigation system, they can
be very eager to contest personal jurisdiction
asserted on such a basis. The urge to fight this
issue should be tempered by the reality of the
likely outcome and the expense and time
involved.

2. Pleadings

Pleadings (along with briefs and court decisions) in
the civil law systems offer a discussion of facts and law
more integrated than in U.S. practice, with the law, as
already noted, playing a more upfront role.121 The ini-
tial pleadings in civil law systems contain a great deal

more evidentiary detail than in the U.S. Depending to
some extent on the country: key evidentiary documents
are described and attached; key witnesses are identified
and their anticipated testimony summarized; the rela-
tionship of the evidence to the legal theories is
explained; and factual and legal objections of the
opposing party of which there is reason already to be
aware are raised and responded to.122 In common law
terms, it is as if a prima facie case is made out at the
pleading stage.

The amount of damages sought must be stated, but
because it can have consequences for what a party may
have to pay in court fees and/or attorney’s fees, either
to the party’s own attorney and/or to the opponent’s
attorney if the party does not fully prevail, the amount
of any monetary damages claimed is computed careful-
ly.123

Clients from civil law systems often have
to be assured about the adequacy of U.S. notice
pleadings. It will need explaining that nothing
more elaborate is required and that greater
detail at the pleading stage is neither expected
nor needed and can in fact be strategically dis-
advantageous. Foreign defendants inexperi-
enced in U.S. litigation may at first take the
amount of a damages demand more seriously
than it realistically deserves and will need a
reassuring perspective. It can be difficult to
deliver that perspective without doing damage
to the common law system’s credibility.

3. Pre-trial Proceedings

Civil law systems differ in how they proceed imme-
diately after the complaint-equivalent. There may be
only a single response, or there may be a series of writ-
ten exchanges among the attorneys and the judge, or
even one or more preliminary hearings, designed to
refine the legal issues and to narrow the factual issues
necessary to decide the case, and there may or may not
be set time limits.124 There may be the rough equivalent
of a motion to dismiss if the opposing party puts for-
ward a response that claims the complaint is legally
defective or insufficient.125 This is usually the entire
extent of the pre-trial phase. In most civil law systems,
there is no equivalent of motion practice.126

Because they have no juries, civil law sys-
tems do not have the same tight restraints
against resolving factual disputes at the
“pleading” stage, and clients from those sys-
tems can regard our rules in this regard as
frustrating and insanely inefficient. The reason
for these rules in the U.S., namely, the reserva-
tion of factual disputes for the jury as a matter
of constitutional right, should be explained.
Clients from civil law systems will find U.S.
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motion practice bewildering, a sentiment that
can become disgust as the delays and costs
mount. 

Nonetheless, the courts in most civil law
countries have become clogged enough and
court management reforms in the U.S. have
had enough effect so that few foreign clients are
surprised any more by overall time periods in
U.S. litigation.127

4. Provisional Remedies 

Because a judge’s determination of factual issues
prior to trial presents no risk of trammeling a jury’s pre-
rogatives, provisional remedies can often be easier to
obtain in civil law systems than in common law coun-
tries, and they are more often granted ex parte.128 The
concerns are more whether the judge has sufficient facts
and there has been adequate development of the legal
issues to justify an order that could have drastic effects.

Accordingly, clients from civil law coun-
tries are often disappointed and skeptical when
a U.S. attorney is pessimistic about the poten-
tial for a provisional remedy. They need to
understand that the attorney is neither coward-
ly nor lacking in confidence in the case but
faces a powerful presumption against any relief
not based upon a jury’s resolution of factual
issues.

5. The Absence of Pre-trial Discovery

There is no pre-trial discovery in the civil law sys-
tems.129 All evidence is produced during the trial phase
either voluntarily as proof of the party’s own case or at
the direction of the judge.130 Thus, the U.S. system of
party-directed discovery, prior to trial and aimed at the
entire universe containing the constellation of the case’s
facts, is alien to clients from civil law countries.131 The
various U.S. discovery methods, the legal force of the
notices, the use to which the responses can be put, and
the potential sanctions for less than full compliance will
therefore all need to be explained in detail if the foreign
client has not encountered them before. 

Clients from civil law systems are used to
having the major consultations about issues
when the complaint is drafted (and can be
astonished by the alacrity with which a U.S.
attorney prepares a complaint), after which
they are used to seeing the judge play the lead-
ing role in shaping the issues, which often nar-
row during the course of the case. The common
effects of pre-trial discovery, i.e., broadening or
introducing new issues, and the need for both
client consultation and potentially costly anal-
ysis, not to mention another round of pre-trial
discovery, can be unexpected.132

The foreign client may presume that inter-
rogatory answers will be sent directly to the
judge. When informed that the answers will be
sent instead to the opposing attorney, the client
may fail to appreciate the answers’ seriousness
and their potential for use before a jury. 

With regard to documents, foreign clients
may mistakenly assume that, as in their sys-
tem, they retain a great deal of control over
what documents from their own files are pro-
vided.133 Not only the typical scope but also the
actual legal force of document “requests” in the
U.S. is a shock, and the potential consequences
must often be explained before they change an
initial response along the lines of: “Oh, you
don’t need to spend the time reviewing our
files, I’ll do that and just send you what I think
is useful/important.”

The reactions of a client from a civil law
country to the pre-trial discovery process as it
proceeds can begin with a certain eager fascina-
tion with the novel idea that the opposing
party can be forced to empty out the contents
of its files and employees’ memories (sometimes
including outsized hopes for dramatic results)
but can frequently turn to shock and dismay as
the costs mount and there appear to be few con-
trols on either scope or expense.134

6. The Trial

Civil trials in the civil law systems are conducted in
stages, involving a number of discrete hearings over
time, often by issue or by witness.135 There is no set
order of each party’s proof such as at a common law
trial.136 The judge frequently will schedule the hearings
in order of potential impact on the litigation, seeking
initially to hear and to decide one or more issues that
could be determinative and thus to short-circuit the liti-
gation.137

As a result, clients from civil law systems
have an expectation that, if a determinative fac-
tual issue can be identified, the case can be
quickly resolved. It must be explained to them
that the judge has no authority to decide dis-
puted factual issues and that the presence of
any disputed issue of material fact will require
a jury trial, which can occur only after all fac-
tual issues have been investigated by the par-
ties.138

Again, because the civil law systems lack
juries in civil cases, there is no equivalent of a
summary judgment motion. Summary judg-
ment will, however, because of its potential to
avoid a jury, be attractive to a foreign client.
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These “hearings” in the civil law systems may or
may not be public and may or may not include oral tes-
timony.139 They will often be preceded and/or followed
by the filing of documentary and other written evi-
dence and written arguments from the attorneys.140 In
commercial cases, particularly, there is a preference in
many countries for deciding the case based on docu-
ments. If there is witness testimony, it will often initially
be provided by the submission of written witness state-
ments (sometimes signed, but not always sworn affi-
davits), which sometimes may then be the only “testi-
mony” provided.141 A hearing during the trial phase
may consist solely of the attorneys and judge exchang-
ing views on the evidence.142

Because there is no jury, hearings can often veer
back and forth between factual and legal issues. It is
usually ultimately up to the judge which witnesses will
testify143 and which documents, if any, are requested
from a party,144 but the judge’s power to require either
is limited by either law or traditional limits on discre-
tion, and much that to a common law lawyer would
seem relevant and therefore ripe for inclusion in the
trial will not be available.145 For the judge to effect a
document request from a party, it must be quite specif-
ic, often for individual documents or for at most narrow
categories, and there must usually be a showing both
that the documents exist and why they are relevant and
material.146 All documents produced generally automat-
ically become part of the record.147

The cost concerns of clients from civil law
countries can convert to outright ire when they
realize that the enormous expenses of document
discovery are expended only to offer into evi-
dence a mere fraction of the paper produced.

If there is actual oral testimony at a hearing, the pri-
mary or even exclusive questioning will be by the
judge; attorneys may suggest questions but will not
often ask them.148 Non-polemic questioning by a pro-
fessionally trained and experienced neutral is consid-
ered a better avenue to discovery of the truth, and
aggressive cross-examination will not be allowed.149

Attorney preparation of witnesses is usually considered
quite improper, can be fatal to a witness’s credibility,
and may result in sanctions for the attorney.150 Parties
are often exempted from any requirement to be sworn
since self-interest is too obvious to overcome with an
oath.151

Generally, at the end of a witness’s testimony, the
judge will write up a summary from notes, read it back
to the witness or give it to the witness to read, and give
the witness an opportunity to offer corrections or other
changes and perhaps the attorneys an opportunity to
comment.152 It is only the final summary, with whatever
revisions the judge has made, that becomes part of the

record.153 Depending on the specific system, the witness
may be asked to sign the summary.154

Clients from civil law countries can have a
negative reaction to the requirement that all
testimony be under oath or its equivalent, a
reaction that can be aggravated by the tactic of
some U.S. litigators of asking a witness at the
beginning of a deposition whether the witness
is familiar with perjury and its penalties. (The
disfavor of oaths, particularly for parties, also
makes verified pleadings an alien concept.) For-
eign clients must be thoroughly prepared for
the nature of adverse questioning, whether at a
deposition or cross-examination at trial. They
must often be assured that pre-testimony
preparation is entirely proper and expected,
indeed, virtually necessary, since the other side
is certainly going to do it. The importance of
setting aside enough preparation time must
often be explained; foreign witnesses often
expect to arrive the night before they testify
and more or less “wing it.”

Because their civil trials occur in stages,
they often do not fully appreciate the need to
develop a coherent strategy at the outset and
the need to adhere to it or risk great damage to
the case or their credibility. They often believe,
“Well, if this argument doesn’t work at first,
next we’ll be able to try a different argument.”

Witnesses from civil law countries may
not fully appreciate the importance of getting
their testimony right the first time, anticipat-
ing a far greater revision opportunity than is
possible as a practical matter in the U.S.

When a jury trial comes along, since they
are used to situations where even a corporate
representative appears only briefly, perhaps for
only part of one day, foreign clients often resist
the idea of having one or more high-ranking
executives sitting in court for days at a time.
The need for this to humanize the company for
the jury must be explained early on.

7. Evidentiary Issues

As a general matter, the rules of evidence in the
civil law systems are fewer and much looser, as might
be expected in the absence of a jury.155 For example, the
testimony of “fact” witnesses will often include opin-
ions, conclusions and even surmise; what the common
law terms “foundation” will generally play little or no
formal role; and hearsay exclusions are rare.156 Written
statements from witnesses not subject to cross-examina-
tion may be accepted, and often without even any nota-
rization of the signature much less being sworn.
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Clients from civil law jurisdictions can
both become very frustrated with our rules,
which seem to fly in the face of common sense,
and be very frustrating to work with as wit-
nesses because they expect more latitude in
how they testify. Witness preparation needs to
include an explanation of why answers need to
be worded a certain way to avoid objection and
exclusion.

The less central role of oral testimony in the civil
procedure of civil law countries and the absence of
strict evidentiary standards, such as for personal
knowledge of a witness, combined with (a) the statuto-
rily established legal authority of certain officials to rep-
resent a business entity in court (b) concerns about effi-
ciency and witness effectiveness and sometimes (c) a
desire to avoid an accusation that a company official’s
fiduciary duty to have a certain level knowledge about
the firm has been fulfilled, have led to the sometime
practice of firms in civil code countries proffering just
one or two high-ranking representatives as witnesses to
cover the complete content of oral evidence to be
offered on behalf of the company, as if, in U.S. terms, a
party were entitled to invoke the procedure of Fed. R.
Civ. P. 30(b)(6) at trial for its own benefit.

Commercial clients from civil law coun-
tries often greatly underestimate the total num-
ber of their employees and other witnesses who
will have to testify on a commercial case,
assuming that they can avoid the effort of mul-
tiple witnesses and/or having to rely on wit-
nesses whose effectiveness in court is in ques-
tion by designating one or more official(s) of
the firm to present testimony on a wide range
of topics after having been educated within the
company. The extent of requirements for per-
sonal knowledge, e.g., Fed. R. Evid. 602, must
be explained.

Many civil code systems have a broader set of evi-
dentiary privileges than in the U.S., e.g., for patent
agents, accountants, financial information and trade
secrets, and even for certain topics of testimony and cat-
egories of documents.157 To some extent, the privilege
against self-incrimination has also entered civil litiga-
tion in the civil code countries.158

The absence of these privileges in common
law civil litigation, the options such as protec-
tive orders, and their concomitant expense and
risks must be explained, the earlier the better. 

Many more documents are self-authenticating in
civil law litigations (e.g., most notarized documents,159

indeed, their contents may be virtually immune to chal-
lenge160) or presumptively so, absent an objection and a

showing of grounds for exclusion. Authentication
requirements and procedures are usually considerably
less elaborate and strict than in the common law sys-
tems.

Clients from civil code countries are aston-
ished at our authentication requirements and
rituals and will not anticipate the potential
need for oral testimony to authenticate virtual-
ly every document. Again, this needs to be
explained, as does the inalterable inability to
submit written witness statements at trial. The
elaborate evidentiary rules applicable to jury
trials tend to reinforce the foreign client’s high-
ly negative view of the U.S.’s use of juries.

Court-appointed experts, reporting directly to the
court in writing, are the rule in civil law litigations.161

Party-retained experts are the exception and have a lim-
ited role, e.g., to provide a report in support of a party’s
initial claims, to make the case that the court needs to
appoint an expert to report on a given issue, or to aid
the party attorneys in reacting to the court-appointed
expert’s report.162 Even the court-appointed experts sel-
dom testify live.163

Clients from civil code countries will often
expect party-retained experts to be in place,
and even to have rendered their reports, before
the pleading is filed and will over-emphasize
credentials, i.e., hoping to impress the judge, to
the exclusion of the ability to communicate
with a jury. They will also marvel that experts
compensated by the parties and witnesses
extensively prepared by the attorneys retain
any real credibility.164

The civil code creates a fair number of evidentiary
presumptions.165 One of the ways the civil law systems
can compensate for lack of pre-trial discovery is often
that the judge has some authority effectively to shift the
burden of proof (production)—if only by invoking a
negative inference—on issues depending on where the
evidence is.166

Clients from civil code countries are often
surprised at the need to prove a fairly basic and
what in their system is a presumptive proposi-
tion, and they sometimes expect that a key
piece of evidence can result in a legal burden
shifting.

8. Post-trial and Appeal

Without a jury, nothing like post-trial motions exists
in civil law litigation.

As a result of privacy concerns, access by the public
to court decisions in civil cases may be limited, e.g.,
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only by special request, and parties’ names may be
blacked out from photocopies and redacted from the
few published decisions.

The first level appeal can be pretty much a trial de
novo, including the taking of additional evidence, and
while this varies from country to country, there is
always at least a factual review available.167

Clients from civil law systems do not
always appreciate the need to get all evidence
into the record at the trial court level, both
because of the difference in the nature of a first
level appeal and because, in their trials, there is
almost always an opportunity, and often a
right, to have another hearing scheduled at
which a party can respond to evidence present-
ed.168

Higher level appeals usually deal only with issues
of law; at what point a further appeal is by permission
only as opposed to as of right, and whether the prefer-
ence is a remand to the lower court or a revision of the
judgment by the appellate court, varies by nation.169

Courts in civil law systems lack much of the com-
mon law contempt power; enforcement of orders and
judgments in civil cases focuses on power over proper-
ty, not persons.170

Clients from civil code countries may
underestimate the consequences of disregarding
a court order, whether a provisional remedy, an
order enforcing a discovery request, or a per-
manent injunction. They usually do not antici-
pate that a court in a civil case can use what
look like criminal sanctions to enforce its
authority.

9. Miscellaneous

Class actions binding all members of an identified
class do not exist,171 and are considered evidence that
the U.S. litigation system has exceeded the bounds of
reason.172

Compensatory damages in personal injury cases are
distinctly lower than in the U.S. and may be regulated
by law in a way that is somewhat similar to the work-
ers’ compensation system in the U.S.173 Many civil law
nations have universal health insurance with the con-
comitant consequence of what is effectively an anti-
collateral source rule for most or all medical expens-
es.174 Pain and suffering awards are often pittances by
comparison with awards in comparable cases in the
U.S.175 Punitive damages do not exist and are viewed as
a violation of the separation between civil and criminal
law.176 At the same time, there are few if any legal limits
on contractual penalties that in the common law system
would be disfavored or even unenforceable.177

Clients from civil law systems who find
themselves as defendants in a personal injury
case in the U.S. will have some idea that the
verdict can be exorbitant by their standards
but will need to hear the reality concerning the
enormous exposure in chapter and verse. 

Commercial clients used to a civil code
system will not be happy when they are
informed that a contractually negotiated penal-
ty is potentially subject to both an after-the-
fact attack by the other party and a court’s
review as to reasonableness, an issue that
deserves to be raised by the transactional attor-
neys involved in the negotiations in the first
instance.

It is often much easier to recover for defamation,
but that is also true in a common law system such as
England’s. In at least some civil law systems, communi-
cations that we would categorize as non-actionable
insults, opinions or commercial puffery can be action-
able.

This difference will require the U.S. attor-
ney to explain the effect of the First Amend-
ment’s broadly worded guarantee of free speech
when asked whether such a suit for libel or
slander is possible in the U.S

10. Attorneys’ and Court Fees

In all civil code countries, the prevailing party is
reimbursed at least some of the attorneys’ fees by the
losing party.178 Those fees are, at least in some coun-
tries, subject to regulation, e.g., they may be restricted
by law to a set percentage of the amount in
controversy.179 Contingency fees are prohibited by law
in most civil law systems.180

The time intensive nature of U.S. litiga-
tion and the resulting hourly fees, with no
required relationship to the amount in contro-
versy, can be a shock to clients from civil law
countries, especially when added to the reality
that, except in a few categories of cases, the fees
are unrecoverable. Client requests for budgets
should result in estimates that leave no room
for surprise or misunderstanding later in the
litigation. For example, foreign clients may
have little understanding for the fact that the
opponent’s style of litigation practice (e.g.,
engaging in extensive motion practice on rela-
tively minor issues) may have a significant
impact on the legal fees charged to the clients
by his own attorney.

Some clients from civil law countries
assume all U.S. litigation attorneys are willing
to work for a contingency fee and may even
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presume that this is decided at the client’s
option.

Court fees in civil code countries are often based on
the amount in controversy and can be substantial in
comparison to the relatively small amounts required in
the U.S., even of a losing party.181 As with attorneys’
fees, prevailing parties in civil law systems will usually
be able to collect the court fees from the losing oppo-
nent. The potentially very significant obligations of a
plaintiff that does not prevail means that, in many civil
code countries, a plaintiff can be required to post securi-
ty against the potential liability.182

This requirement is sometimes raised—
generally unsuccessfully183—as an argument
opposing a forum non conveniens motion in
an American court when the alternative forum
is in such a country and the amount in contro-
versy is significant in proportion to the plain-
tiff’s means.

11. Settlement Negotiations

Courts in civil code countries traditionally have an
obligation to try to settle the case before hearing it,184

and the loser pays rule provides a powerful incentive
for pre-judgment settlement in many cases,185 but, as
with the civil law system generally, the points of depar-
ture for this effort are legal norms.

Although clients from such countries will
therefore find settlement efforts under court
aegis to be normal, or even expect them, the
American focus in those negotiations on facts,
practicalities such as litigation costs, and
intangibles such as jurors’ potential prejudices
or even the psychology of the other side, rele-
gating legal issues to a minor or even nonexis-
tent role, will strike these clients as seriously
detracting from the legitimacy of the settlement
negotiations.

Negotiating styles can vary tremendously by cul-
ture, and all the civil law systems are in cultures with
negotiating styles that are anywhere from subtly to
drastically different from the American style.186 This is
an extensive topic, more complex than can be thorough-
ly covered here, and therefore issues such as the roles of
time, language, body language, emotional displays, and
“saving face” or similar concepts will be passed over.

A few examples will suffice:

• In many countries, attorneys have only a very
limited role in negotiations, little more than that
of scrivener.

As a result, clients may expect to play an
almost unassisted role in negotiations. Because

of their discomfort with U.S. litigation proce-
dures, this is somewhat less likely in litigation
settlement discussions than in transactional
negotiations, but if the issue of settlement is
raised, they may then expect a meeting between
the party principals—without attorneys pre-
sent—to have the negotiations, or the client
may, after a discussion with the client’s own
attorney about settlement, simply pick up the
telephone and call the other side’s principal
without informing the attorney.

• The American negotiating style of beginning at
opposite ends, widely separated, and gradually
moving towards the middle, always in one direc-
tion, is not necessarily the pattern in other cul-
tures.

As a result, clients from another country
can without prior careful counsel either make a
mistake that is severely disadvantageous, such
as making an opening offer very close to the
bottom line (e.g., as a matter of honor or good
faith) or effect a stratagem that can anger the
other side, such as negotiating in reverse by
reducing an existing offer.

• Americans tend to try to resolve one issue at a
time and then move on to another issue, or to set
a difficult issue aside and to come back to it if
necessary, but basically to adhere to a mostly
sequential model.

Many cultures prefer to negotiate more
holistically, which can frustrate Americans to
the point of walking out, since they develop the
feeling that nothing is being resolved. Keeping
an American opponent in the negotiations can
require either your explaining the client’s cul-
ture to the opponent or convincing your client
that issues need to be found that can be sepa-
rately resolved to keep negotiations “on track.”

12. Coordinating with Companion Litigation in
Civil Code Countries

When a legal dispute transcends national borders
and proceedings arise in more than one country, careful
coordination is critical to avoid serious, even decisive,
prejudice to the client. (The subject of anti-suit injunc-
tions is beyond the scope of this article.) Stratagems
that might be almost automatically effected in the U.S.
can cause grave problems in companion proceedings in
civil law countries where, e.g., “prior action pending” is
an absolute bar,187 and the eventual effect of the com-
pulsory counterclaim rule resulting from a decision to
file in federal court188 can redound to the client’s disad-
vantage elsewhere.
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The liberal pre-trial discovery available in the U.S.
may provide a net advantage or disadvantage, depend-
ing on where evidence is located and which party or
parties can make use of U.S. procedures.

Differences on the criminal law side can mean that
in some civil law countries it is more likely that a public
authority such as the prosecutor or police could be
involved in a business dispute, since the presentation
there of a certain quantum of evidence can trigger a
duty to proceed with a preliminary investigation,
including seizure of potential evidence. Prosecutors in
these countries are, like judges, civil servants and not
political officials and often have less prosecutorial dis-
cretion than in the U.S.189 As a result, they may not as
easily simply relegate business entities to their civil
remedies at the outset by declining even to commence
an investigation, as so often happens in the U.S. when a
case has little perceived value to the prosecutor.

Clients from nations with civil law sys-
tems can be incredulous when their U.S.
attorneys inform them that a local prosecu-
tor will be quite unlikely to pursue minor
matters such as petty theft by an employee
or even a major matter if the consequences
have been purely economic and the matter is
complicated (i.e., would be expensive and diffi-
cult for the prosecutor to pursue), without
apparent political value, and could be the basis
for a civil action by the victim.

13. Translation Issues

The requirement of an oath for all U.S. testimony
coupled with the almost invariably hostile questioning
in pre-trial depositions and the primary importance in
the U.S. system of oral testimony (not to mention the
U.S. litigators’ predilection for wide-ranging, poorly
worded and lengthy questions) militates for testimony
through interpreters at the pre-trial stage for all but the
most fluent English speakers. Since reading knowledge
of a non-native language generally exceeds oral fluency,
English language affidavits or their legal equivalent can
be more readily used. If the case goes before a jury, the
desirability of a more direct personal connection
between witness and jurors may change the calculus for
choice of testifying language.

These issues need to be considered very early on,
for two reasons particularly:

First, finding a truly able interpreter can be very
difficult for many languages in many American locales.
(The ideal situation is for a bilingual attorney to be pre-
sent so the interpreter’s work can be double-checked
and objected to if appropriate.)

Second, to the extent the witness does not provide
testimony in the same language under all circum-

stances, the record must be used to forestall cross-exam-
ination on the issue, e.g., if the witness often conducts
business in English, has provided an affidavit in
English and has sworn to interrogatory answers in
English but insists on testifying at a deposition through
an interpreter, there needs to be an explanation at hand
to resist motions to eliminate the interpreter or to shift
the cost to the testifying party.

Documents present different but equally serious
issues, whether the translation is being offered by or
against the party. Most translations involve some word
choice. It is extremely valuable—in some cases, abso-
lutely necessary—for a lawyer fluent in both languages
to review the translation to assess whether what to the
translator may have been an innocuous word choice
could have serious legal consequences. Also, very few
translators are generally fluent in both languages’ legal
jargon, so the quality of a translation of legalese can
usually not be relied upon without a bilingual lawyer’s
review and final edit. Indeed, because of the procedural
and substantive differences in the legal systems, transla-
tions for many legal terms do not exist at all and can
only be rendered by explanations, and any lesser
attempted translation can be misleading.190

As just one example of the perils of need-
ing to cross a language barrier, in German, the
verb “annehmen” can mean either to accept or
to assume. The legal consequences of this word
being misinterpreted during testimony or mis-
translated in a document can be easily envi-
sioned. Also, because so many aspects of the
common law legal system are unique, terms for
such things as pre-trial discovery, depositions,
document requests/demands, interrogatories,
summary judgment, and many aspects of the
jury system, or even the term “corporate offi-
cer” do not exist in any language other than
English. Conversely, there is no accurate way
to translate into English the terms from Ger-
man, French, Spanish or Italian for their legal
systems’ rough equivalent of a closely held cor-
poration or some of their terms for corporate
officials. 

III. Conclusion
The reactions of clients from civil law legal systems

who are inexperienced with civil litigation in the U.S.
can be a great challenge to the common law attorney’s
duty to defer to the client’s decision making, since some
of those reactions can seem to be at odds with the
client’s own best interests. A better understanding of
the client’s likely pre-conceptions about civil litigation
as they often develop from the nature of the client’s
home legal system can enable the U.S. attorney to enjoy
a far more effective relationship with the foreign client.
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