HeadNotes
New York’s highest court has (finally) handed a significant victory to the much-maligned banking community and its counsel. In a decision on a question certified
to it by the Second Circuit Court of Appeals, the New
York Court of Appeals has confirmed, to paraphrase Mark
Twain, that reports of the death of the “separate entity”
rule, which historically has applied to New York branches
of foreign banks, have been greatly exaggerated. While a
bank’s branches, including those in different jurisdictions,
are part of the parent bank for most purposes, historically
U.S. branches of foreign banks—which predominantly
are located in New York—have been treated as separate
entities for certain specific purposes. Under New York
law foreign bank branches are “ringfenced”—walled off
from the parent—to protect New York depositors and
creditors if the branch becomes insolvent. However, in the
2009 case Koehler v. Bank of Bermuda, the New York Court
of Appeals held that a judgment creditor could enforce a
judgment against assets of the debtor held by a foreign
bank against the bank’s New York branch—even though
none of the assets in question were held in New York. Although it did not directly address the separate entity rule,
Koehler called into question whether the doctrine had, in
fact, been overruled.
The Court’s October 2014 holding in Motorola Credit
Corp. v. Standard Chartered Bank clarified that it had not.
In the Motorola case the plaintiff, a judgment creditor, obtained a freeze order and served restraining notices pursuant to New York CPLR § 5222 on the New York branch
of Standard Chartered Bank (SCB), a non-U.S. bank.
Although SCB had no assets of the judgment debtor at its
New York branch, a search revealed that its United Arab
Emirates branch held about $30 million in assets belonging to the debtor. SCB froze the $30 million, but the UAE
Central Bank took the view that SCB was not permitted to
dishonor its obligation to repay the debtor’s UAE deposits based on an order originating from a non-UAE court,
and debited $30 million from SCB’s account with it.
Faced with the potential of double liability under U.S.
and UAE law, SCB requested relief from the freeze order.
The bank argued that the restraining notice served on its
New York branch was ineffective as to the assets held in
the UAE branch under New York’s separate entity rule.
The creditor argued that the separate entity rule had been
overruled in Koehler. This was the question certified to
the New York Court of Appeals. Noting that the separate
entity rule was based in New York common law dating
from early in the last century, the Court identified three
principal policy reasons for maintaining the separate entity rule: first, as a matter of international comity; second,
to protect banks from unfair financial and regulatory repercussions abroad and eliminate the potential for double
liability; and third, that directing banks to process freeze

6

orders with respect to foreign
assets would impose an
“intolerable burden” by requiring them to identify and
monitor assets in potentially
numerous foreign branches.
An important factor was that
computer systems at New
York branches generally do
not allow them to access
account information at head
office or branches outside
the United States. Finally,
and perhaps most significantly, the Court noted that the
separate entity doctrine had been an important stimulus
to foreign banks opening branches in New York in the
first place, and thus was vital to the State’s “status as the
preeminent commercial and financial nerve center of the
Nation and the world.”
Expressing scorn for the separate entity rule as a
relic from an earlier age, however, the dissent in the 5-2
decision pointed to the trend of “banks…being held more
accountable than ever for their actions vis-à-vis their
customers,” and characterized the majority holding as an
unwelcome “deviation” and a “step in the wrong direction.” So while the doctrine lives to fight another day, it
seems that future cases will be very much fact-driven and
banks cannot afford to view it as a shield.
The attention of businesses of all types and their
counsel has been increasingly focused on the emerging
risks to computer systems and the sensitive and valuable
data they hold. Concerns about data security dominate
the news, with major retailers as well as financial institutions being victimized by hackers and criminal networks.
As such, it is increasingly essential for all attorneys
involved in advising businesses to be up to speed on the
latest developments in this area. The first three articles in
this issue all deal with various ramifications of cybersecurity.
Attorneys are not known for being in the vanguard
of new technology. But while most of us have progressed
beyond quill pens, we remain insufficiently attentive
to the risks of new ways of doing things. Case in point:
Some ninety percent of law firms use email for privileged
and confidential client communications. But the great
majority of us take no measures to protect the confidentiality of those communications, other than attaching the
words “privileged and confidential.” In this issue’s lead
article, “Lawyers and Email: Ethical and Security Considerations,” Scott Aurnou, an attorney and data security
consultant, shows how the failure to use encryption, or
other methods of data protection, not only compromises
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the security of the communications, but can also result
in violating ethics rules that mandate protection of client
information. Mr. Aurnou explains the basics of how email
and data encryption work, and discusses several methods
lawyers can use to better assure the security of email communications.

ing and new rules requiring identification of the ultimate
beneficial owners of client companies, as part of the due
diligence mandated by the Bank Secrecy Act to combat
money laundering and other financial crimes. Ms. Baum
is Senior Counsel of M&T Bank in Buffalo and a member
of the Section’s Banking Law Committee.

In “Cybersecurity: A New Approach Is Necessary,”
Jennifer Juste outlines the elements of a strong cybersecurity program. She notes that the traditional approach
of directing resources to protecting against the largest
known threats is insufficient in the current environment,
and offers practical guidance on the elements of an effective program. Ms. Juste, a Compliance Manager at Interactive Data Pricing and Reference Data LLC, is a graduate
of Fordham Law School and a member of the Business
Law Section’s Securities Regulation Committee.

The editors are pleased to announce that, beginning
with this issue, attorneys Sharon Parella and Leah Ramos, who are respectively a partner and senior counsel
in the Labor & Employment Group of Thomson Hine
LLP, will be providing readers of the Journal with regular
and timely updates on developments in New York and
federal employment law that impact upon businesses. In
this issue’s edition of “Recent Employment Laws Impacting Private Employers in New York,” Ms. Parella and Ms.
Ramos focus on a range of 2014 enactments by the New
York State Legislature and the New York City Council,
dealing with matters such as including unpaid interns under anti-discrimination protections; mandatory provision
of paid sick time; including electronic cigarettes under
anti-smoking prohibitions; and prohibition of discrimination based upon pregnancy or a person’s status as being
unemployed. They also note that the State Legislature is
considering anti-bullying or “abusive work environment”
legislation; businesses and their counsel are well advised
to remain abreast of these and other developments.

The third cybersecurity article conducts an in-depth
exploration of all of the measures that can be undertaken
in response to a cyber attack—collectively referred to as
an “active response continuum,” or ARC. In “What Is
Active Response Continuum and What Does It Cover?”
Wesley Paisley reviews both U.S. and foreign legal precedents and the current state of technology. Mr. Paisley,
a candidate for the JD degree at New York Law School,
explains that ARC can take both aggressive and passive
forms. The former include various means of counterattacking against the hackers’ software and hardware; the
latter include such measures as marking data in order
to detect when it is used illegally (analogous to marking money stolen from a bank). The means that can be
deployed become especially problematical in the international context, as local laws in various jurisdictions may
preclude or limit the use of some of these measures. Mr.
Paisley makes clear that the law is only beginning to come
to grips with the technology. For example, Congress has
considered, but not enacted, the Stop Online Piracy Act,
which would have allowed companies to aggressively
hack into user computers to retrieve stolen data. So while
building a strong system to protect computer systems and
the data they contain remains essential, businesses and
their counsel must also remain cognizant of developing
legal trends in terms of what measures are and are not
permissible.
While cybersecurity is a concern for all businesses,
the banking industry finds itself especially dealing with
other ramifications of technological change not contemplated by the law, such as the proliferating use of “virtual
currencies” such as Bitcoin. In “Banking Law Update,”
adapted from a talk given at the Business Law Section’s
Fall Meeting held in September, Sabra Baum provides
a concise update of key 2014 developments in laws and
regulations affecting New York banks with respect to a
host of payment-related issues—from virtual currency
and cybersecurity to remittance transfers and payroll
cards, along with key regulations relating to payday lend-

Another regular feature of the Journal that has proven
invaluable to practitioners is “Inside the Courts,” a comprehensive survey by the attorneys of Skadden Arps LLP
of current litigation pertaining to securities and corporate
matters in the federal courts. The current issue contains
the usual clear and concise summaries of a wide range
of current matters, ranging from shareholder derivative
suits, to fiduciary duties, to current developments in
Madoff-related litigation.
Our next article highlights a potential game-changer
for corporate and securities litigation. In May 2014 the
Delaware Supreme Court upheld a corporate by-law
provision that shifts the cost of unsuccessful shareholder
derivative suits to the plaintiff shareholders. But unlike
the “loser pays” rule prevalent in the United Kingdom,
whereby the losing party pays the litigation costs of the
winner, the version upheld in Delaware is one-sided—the
plaintiffs are liable for legal costs if they lose, but do not
recover legal costs if they win. Not surprisingly, more
than 20 corporations have adopted similar bylaws since
the May 2014 decision. In “America’s Tweak to the Loser
Pays Rule: A Board-Insulating Mechanism?” Ms. Nithya
Narayanan, a candidate for the LLM degree at Harvard
Law School, explains the so-called “tweaked loser pays
rule” and explores its ramifications.
No issue of the Journal would be complete without
Evan Stewart’s witty and insightful commentary on
various aspects of legal ethics, and this issue is no excep-
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tion. In “Squaring the Circle: Can Bad Precedent Just
Be Wished Away?” Mr. Stewart, a partner at Cohen &
Gresser LLP, takes umbrage with a recent opinion of the
New York County Lawyers’ Association’s Professional
Ethics Committee, which in his view attempts to accomplish exactly that. In an earlier article in the Journal, “Just
When Lawyers Thought It Was Safe to Go Back in the Water” (Winter 2011), Mr. Stewart discussed the no-contact
rule—which generally bars a lawyer from communicating
with a party he knows to be represented by other counsel in the matter. In a 1990 case, the New York Court of
Appeals held that the rule was not violated if an attorney
representing an injured worker contacted ex parte other
employees of the worker’s employer, as long as those
employees were not acting as “alter egos” of the corporation. In the earlier article Mr. Stewart illustrated, and in
this article reviews, the many troublesome ramifications
of this holding. He then critiques the County Lawyers’
Professional Ethics Committee for, in effect, stating that
the worst of these ramifications may be ignored. Along
the way, Mr. Stewart provides his usual array of clever
and amusing references to popular culture, from Lewis
Carroll to The Godfather.

“Benefit Corporations and Certified B Corporations,” attorney Aaron Boyajian, a partner at Goetz Fitzpatrick LLP,
provides a useful overview of New York’s Benefit Corporation Law, enacted in 2012. The law provides for creation
of a new corporate form, the Benefit Corporation or B
Corp, which can define its corporate purpose as serving
the public interest in one of a number of defined ways,
such as promoting human health or the environment, as
well as earning a profit. The directors of the B Corp will
have an explicit duty to fulfill the public interest purpose,
thereby overcoming the primary obstacle to social responsibility missions within traditional corporate structures—
the concern that directors and officers might breach their
fiduciary duty to shareholders by placing social objectives
ahead of maximizing profits. Mr. Boyajian clarifies that
a B Corp is not necessarily the same thing as a Certified
B Corporation. The latter is not a legal corporate form,
but rather a status conferred by a non-profit organization
dedicated to promoting corporate social responsibility.
And while noting that law firms are “not traditionally
thought of as socially responsible” (I beg your pardon!),
Mr. Boyajian suggest that they, too, may be good candidates for B Corp status.

Concluding this issue is an article that should be
of interest to all New York corporate practitioners. In
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