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Message from the Chair

The summer is well under
way as | reflect on the first half
of the year. Most recently our
CLE Committee presented a
program on Cyber Liability,
Data Loss and Privacy Claims
hosted by Brooklyn Law
School. The panel included a
broad array of professionals
including inside and outside
counsel and risk management,
insurance and technology man- 4
agers. The program was well attended and a number
of our members expressed interest in becoming more
involved with the Section. You can read more about the
program and data security law inside.

The Kenneth G. Standard Internship Program con-
tinues to be a shining star of our Section. Our Section
was recognized by the New York State Bar as a Section
Diversity Champion for 2013. Many thanks go to David
Rothenberg of the Ayco Company L.P., who works tire-
lessly to ensure the continued success of the program.
These internships are supported primarily by your dues
and the generous support of our host companies.

As | write this message, planning is going on for
our 5th Corporate Counsel Institute, to be held in Man-
hattan on November 22nd. The full day program will
offer CLE on such topics as Employment Law, Alterna-
tive Fee Arrangements, Ethics, Social Media, Making
Sense of Insurance Policies and Intellectual Property.
Please mark your calendars and plan to attend. | look
forward to seeing you there.

Howard Shafer
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I went to law school in a decade when computers
were very big rectangles stored in their own computer
rooms. (I know I am dating myself but what the heck!)
Rutgers Law School—always in front of a trend—offered
one of the first courses and clubs in “Computer Law.”
Many of us, immersed as per the politically correct times
in the “big issues,” were going to become civil rights
lawyers (we didn’t) and we rolled our eyes at the com-
puter law thing as an affectation by those who couldn’t
make Law Review. Know what? The joke was on us. This
was the next big thing—and still is.

The development of technologies and their impact
on legal substance, processes, and output may be the
biggest thing since Henry Il brought the common law to
England. The General Counsel of a corporation cannot
afford to view techno-law as a niche and live as a Lud-
dite. She must get with the program—and Inside is here
to help.

This Law and Technology special issue is crammed
with not only legal analysis but practical pointers. Mark
Grossman and Joel Greenwald (two of the most practical
and accessible legal writers | know) offer checklists on
negotiating liability clauses in tech deals and employee
privacy rights respectively. For those of you who prefer
lengthier legal analysis (and lots of footnotes), William
B. Bierce writes on “International Trade Regulation of
Internet Businesses.” David Abeshouse, a practitioner in
ADR, tailors his comprehensive discussion of ADR op-
tions specifically to technology companies.

An issue of growing importance to all of us is cyber
security, and we have an excellent article on this topic by
Yanai Siegel as well as a summary by Tara Johnson and
Elizabeth Hersey of the Section’s Spring CLE program on
this topic.

More practical advice issues from Clara Flebus on
“How (Not) to Make a Contract on YouTube”and Paul
Ellis and Jessica Friedman on protecting your company’s
website. Natalie Sulimani, a tech expert, who has written
for us in the past, discusses the ethics of cloud computing
(and we are glad to know there are any).

On a more personal note, | am proud to present a
piece by my former Fordham Law School student, Jamie
Weissglass (with her colleague Rossana Parrotta). Jamie is
now Manager of Business Development at HuronlLegal,
where she deals with litigation readiness amongst other
things. She writes on limiting costs of e-discovery, a sub-
ject of interest to all of us.

It gives me immense pride and pleasure to see a stu-
dent bloom like Jamie has—just as it gives me pride and
pleasure to offer you an issue of Inside which is as expert
and user friendly as is this one.

Janice Handler

Janice Handler is co-editor of Inside. She is the for-
mer General Counsel of Elizabeth Arden Cosmetics Co.
and currently teaches Corporate Counseling at Fordham
Law School.
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Negotiating a One-Sided Limitation of Liability

By Mark Grossman

When clients come to me asking for an evaluation
of their remedies because their tech deal has gone sour,
the single worst remedy and lawsuit killer | often find in
existing tech contracts is that “standard” limitation of li-
ability clause. It never ceases to amaze me how people do
not pay attention to these provisions as they blithely sign
off on a one-sided agreement. It’s just one little clause
and yet it can cause so much damage.

Here is an example of the type of a limitation of li-
ability provision that you will find in tech agreements—
this one is from a Software as a Service agreement:

Vendor shall have no liability with
respect to Vendor’s obligations under
this agreement or otherwise for conse-
quential, exemplary, special, incidental,
or punitive damages even if Vendor has
been advised of the possibility of such
damages. In any event, the liability of
Vendor to Customer for any reason and
upon any cause of action shall be lim-
ited to the lesser of the amount paid to
Vendor under this Agreement or $ .
This limitation applies to all causes of ac-
tion in the aggregate, including without
limitation to breach of contract, breach
of warranty, negligence, strict liability,
misrepresentations, and other torts.

No Tricks Up My Sleeve

Nowy, if your clients signed off on a provision like that
because they figured that you would find some technical-
ity to overcome it if necessary, | think they have made a
serious mistake. As a generalization, limitation of liability
provisions mean what they say and say what they mean.
Judges can read, and a judge would more than likely en-
force it as written in a contract between two sophisticated
parties. | think courts correctly read these provisions as
allocation-of-risk provisions that the court should enforce
as written.

While the sample provision above was clearly one-
sided, courts are not in the business of rewriting deals
to make them fairer. Simply put, that is the purpose of
the negotiation. If your clients failed to negotiate a more
balanced limitation of liability provision, they will almost
certainly have to live with the consequences of their fail-
ure if there is a dispute down the road.

It’s the Norm

When you negotiate your client’s agreement and tell
the vendor that the limit of liability has to go, you are
likely to get a blank look. You knowy, it is the same one
you get from your kids when you remind them that they
have not given you your change.

I know what | say because when | represent the seller
of tech services | say things like: “Limits of liability are the
norm.” “Everybody uses them.” “We have never done a
deal without one.” “We would have to increase the price
dramatically because of the additional risk we would be
assuming.”

Ironically, all of this is true. So, we are done, right?
Wrong. A skilled and experienced negotiator can make
all the difference here. This is where you as the lawyer on
the deal can make a meaningful difference. (A difference
your clients may not appreciate, but that is a different
discussion.)

While it is the norm to see limits of liability in deals
like software-as-a-service, cloud computing, licensing,
telecom and outsourcing deals it is not necessarily true
that they are all as onerous as my example. While getting
the other side to remove a limit of liability completely
may be like climbing Everest and wholly unrealistic, mak-
ing it fairer is not necessarily so hard if you ask for the
right things.

The Negotiation

If the vendor will not eliminate the limit of liability
provision, which no well-represented and solvent tech,
telecom, or outsourcing company would, you have to
start pecking at the provision to put a chink in its armor.
So let us go back to my example where the vendor’s liabil-
ity is “limited to the lesser of the amount paid to Vendor
under this Agreement or $ ” (emphasis added) and
look at some ways to start pecking at it.

Let us say your client has a $5 million deal cooking,
which calls for five equal payments over five months as
work progresses. Let us say that after the first month it
becomes clear that the work the vendor is doing is caus-
ing more harm than good, so your client rightly refuses
to make the second $1 million payment. Finally, let us say
that the vendor has somehow caused your client damages
valued at $2 million.
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Your client might naively think that you could easily
obtain a judgment for their two-million dollars. How-
ever, you are not likely to achieve what your client might
think is the fair result because the limitation of liability
provision limited recovery to the amount paid—i.e., a
refund. Therefore, as written, no matter what the vendor
does and no bad how bad it is, the most your client gets
is a refund of the $1 million paid to date. The vendor
risked nothing!

My first attempt to chink its armor would be to ask
it to agree to a limit of liability of an amount equal to
the total value of the contract ($5 million) and not the
amount paid to date. Failing that, | might ask for some
multiple of the amount paid to date.

As an aside, in the world of service deals like soft-
ware as a service, a typical limitation of liability is equal
to the fees paid by your client to the vendor over some
relatively short period. In my experience, vendors
typically start with three to six months of fees as their
limitation of liability. I can usually get that up to 12 to 18
months, but my goal every time is at least 24 months.

When your contract bases the limitation of liability
provision on fees over a certain period, you must be
sure to draft the provision to deal with the situation of a
breach occurring before the contract has been in place for
as long as that certain period.

So for example, if your contract bases the limitation
of liability on the fees paid over the last 24 months and
the breach occurs in the fifth month, your contract should
include the concept that if the breach occurs before the
24th month of the contract term, then the limitation of
liability would be the average monthly fee up until the
time of the breach times 24 months.

Another approach to chinking vendors’ armor is
“reciprocity.” In fact, | would say that no single word
is more important in moving a one-sided agreement
toward the middle than reciprocity. What is good for the
vendor is good for your client. Do not be embarrassed
to ask. They certainly were not embarrassed to make the
provision one-sided to their advantage.

The idea is that the most that the vendor could ever
recover from your client is equal to the most your client
could recover from the vendor. Why should the vendor
have a protective limit, but not your client? The vendor
will not like that, but it is hard to argue against the pro-
posal’s inherent fairness.

Yet another approach would be to carve out an excep-
tion if the vendor infringes the intellectual property rights
of a third party. In the example as written, if the vendor
“created” software for your client and your client is sued
for millions for infringing some third party’s copyright,
your client could end up with millions in liability. Still,
your client could only recover up to the amount of the
limitation of liability from the vendor as the party who
really caused the infringement. Again, the provision is
simply not fair nor is it a fair allocation of risk. Therefore,
my position is that liability for indemnification arising
from the infringement of intellectual property should be
excluded from the limitation of liability.

Then, | go farther on all third-party indemnification
issues and take the position that vendor should be fully
responsible for all third-party damages of every kind and
nature including third party’s property damage and bodi-
ly injury claims. As with the copyright situation, it seems
inherently unfair that your client should pay unlimited
amounts of money to a third party because of something
your vendor did.

A few other items that | want excluded from a limita-
tion of liability include willful or intentional torts, claims
arising from the vendor’s breach of a confidentiality
provision, a claim arising from the vendor’s improper use
of personal identifiable information, any claim for indem-
nification other than for IP which we discussed above,
claims arising from the vendor’s failure to comply with
the law, and vendor’s intentional breach of contract.

It is almost a waste of time to put effort into negotiat-
ing a contract to have it emasculated by a one-sided limi-
tation of liability provision. Do not let that happen to your
client. While it may be true that these types of provisions
are “normal,” do not assume that the one in the vendor’s
proposed agreement has dropped from the heavens as the
only way it can be.

Mark Grossman is a business lawyer who began
focusing his practice on technology over 20 years ago.
He is also an author and frequent speaker on technol-
ogy, outsourcing, and the art and science of negotiat-
ing deals. Mark is AV-rated by Martindale-Hubbell,
the highest level attainable and his peers chose him
to appear in the last 11 editions of The Best Lawyers
in America. Mark’s clients range from startups to For-
tune 100 companies. Mark authored the book Technol-
ogy Law—What Every Business (and Business-Minded
Person) Needs to Know, and released a revised edition in
20009.
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International Trade Regulation of Internet Businesses

By William B. Bierce

l. Introduction
A. E-Businesses Go Global

In only 20 years, the Internet has become an ocean for
the cross-border transport of information, goods, services
and software. New forms of virtual e-business enterprises
have rapidly scaled into global enterprises and become
a major component of global trade. Nimble, disruptive
new virtual enterprises have emerged as software-driven
Saas services, highly scalable and globally uniform, or as
IT-enabled remote services.? Internet “e-business” models
have reshaped the global workforce, decentralized com-
pany operations away from headquarters, recentralized
employees into shared services and outsourced service
centers and created work-at-home industries.

Given their ubiquity and disruption, e-businesses
have also become the targets of political power, with po-
tential for becoming victims of censorship or exclusion
from local markets for political reasons.® E-businesses
also face a new political world, dependent upon on
global legal protections of intellectual property and con-
strained by conflicting laws on operations and taxation.
They must thread the needle across complex regulation,
particularly on privacy, data protection and consumer
protection.

The current legal framework of global business and
taxation of remotely provided wares was developed in
the era before large-scale Internet businesses. Current
developments in “international trade regulation” of In-
ternet-enabled businesses are anticipated to change U.S.-
EU bilateral “free trade” relations and national rights to
regulate “Internet freedoms” under a UN agency.* These
changes will impact opportunities for startups, equity
investments and online or remote business services.

B. Current Trade Regulation of E-Businesses

Trade regulation reflects national treatment of im-
ports. Abuses by exporting countries are typically re-
solved by the imposition of countervailing duties to offset
foreign export subsidies, anti-dumping duties to prevent
import sales at “less than fair value,” and other forms of
politically inspired economic retaliation against the “abu-
sive” foreign country’s exports. In the context of inter-
national e-business, “trade regulation” and “free trade”
relate to market access and non-tariff barriers, where tra-
ditional anti-abuse rules are unlikely to be needed.

International trade regulation involving free trade
agreements (FTAS) represent a partial relinquishment of
sovereignty in order to gain economic benefits.

1. WTO Multilateral “Free Trade” Framework

The World Trade Organization adopted the Uruguay
Round trade agreements in 1994. The WTO Trade Agree-
ments on Intellectual Property (“TRIPs”), Trade in Ser-
vices and Trade-Related Investment Measures (“TRIMs”)®
require member countries to provide non-discriminatory
treatment, to make trade concessions available to all oth-
ers under the “most favored nation” principle, and main-
tain transparency in regulation of trade. As a result, the
global service economy expanded through outsourcing
and offshoring of IT-enabled services.

2. UN’s ITU Multilateral “Regulatory” Framework

Until December 2012, there was no multilateral
regulation of “Internet freedoms.” In a surprise move,
in December 2012, 89 countries adhered to International
Telecommunications Regulations (ITRs) of the Interna-
tional Telecommunications Union, a UN body consisting
of countries as the only members. The ITRs claim to be
a “binding global” treaty “designed to facilitate interna-
tional interconnection and interoperability of information
and communication services, as well as ensuring their effi-
ciency and widespread public usefulness and availability.”
The treaty sets out general principles for “assuring the free
flow of information around the world, promoting afford-
able and equitable access for all and laying the foundation
for ongoing innovation and market growth.”8

However, the treaty also assures the rights of govern-
ments to regulate the uses of the Internet locally. Hence,
it was not accepted by the U.S., India or major European
countries because it has the capacity to limit Web free-
doms by giving to the ITU jurisdiction over the Internet’s
operations and content, including the right to censor, re-
duce telecommunications speeds and limit access to the
Internet.” As a result, non-signatories to the ITRs have an
incentive to develop their own form of Internet freedoms
by separate trade negotiations.

II. EU-U.S. Free Trade Negotiations Under TTIP

In response to a global economic slowdown and per-
ceived abuses (such as by “free-riders” and state-owned
enterprises, or SOEs) under the WTO agreements, the EU
and the U.S. have begun bilateral free trade negotiations
in July 2013. Called the Transatlantic Trade and Invest-
ment Partnership (TTIP), such trade negotiations seek
to promote transatlantic economic growth, not only in
e-business, but also in aviation, automobiles, financial ser-
vices and other important consumer sectors. At France’s
insistence, it might exclude “cultural” wares such as en-
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tertainment delivered in any form (including online) and
arts.®

[Il.  Conflicts of Law as Barriers to EU-U.S. Trade
in E-Business
U.S. IT- and e-businesses have a lot at stake in TTIP.
Current non-tariff barriers limit U.S.-EU trade in IP, IT
and e-businesses. Currently, more than 13 million Ameri-
can and EU jobs are already supported by transatlantic
trade and investment.?

A. EU Restrictions

American e-businesses must comply with European
Union internal rules when they sell online to European
residents. Such European rules include the Directive on
Distance Selling,'° the Data Protection Directive and EU
norms on environmental, health and safety of consumer
products. Given relatively low tariffs, the comparatively
high compliance costs of non-tariff trade barriersin IP, IT,
e-businesses and other sectors have become a target for
transatlantic trade liberalization.?

B. U.S. Restrictions

European sellers face the same problems with a frag-
mented federal regime of federal, state and local regu-
lation of Internet-based sellers in privacy, data breach
notification, value-added taxation and consumer protec-
tions such as safety norms!® and warranties for consumer
products.’*

IV. Harmonizing the Conflicts: The TTIP Agenda

Negotiations between the EU and the United States
were scheduled to begin in early July 2013 to boost eco-
nomic growth in the United States and the EU. As an-
nounced by the White House, TTIP aims to:

= Further open EU markets, increasing the $458 bil-
lion in goods and private services the United States
exported in 2012 to the EU, our largest export
market.

= Strengthen rules-based investment to grow the
world’s largest investment relationship. The United
States and the EU already maintain a total of nearly
$3.7 trillion in investment in each other’s econo-
mies (as of 2011).

« Eliminate all tariffs on trade.

= Tackle costly “behind the border” non-tariff bar-
riers that impede the flow of goods, including
agricultural goods.

« Obtain improved market access on trade in
services.

= Significantly reduce the cost of differences in regu-
lations and standards by promoting greater [regula-
tory] compatibility, transparency, and cooperation,
while maintaining our high levels of health, safety,
and environmental protection.

= Develop rules, principles, and new modes of
cooperation on issues of global concern, including
intellectual property and market-based disciplines
addressing state-owned enterprises and discrimina-
tory localization barriers to trade.

= Promote the global competitiveness of small- and
medium-sized enterprises.®

Arbitration, tariff elimination, non-tariff barriers (es-
pecially privacy and data protection rules) are of most
concern to e-businesses.

A. Arbitration of Trade-Related Investment Disputes

Under TTIP, U.S. companies investing in European
Union would be entitled to a special arbitration under
well-established principles for disputes between foreign
investors and host governments. Such disputes involve
involuntary “taking” (or “indirect appropriation”) of pri-
vate property for governmental purposes. While the Eu-
ropean Commission asserts that there have been no such
disputes involving intellectual property or other prop-
erty,!6 there is an increasingly fine line between “police
power” and “public order” rights of governments and the
“taking” of private property.

For example, a “taking” of an Internet service pro-
vider’s business might occur when a government shuts
down access in order to reduce public debate on social
networks. Google’s experience in facing interruptions in
access and then exiting from mainland China to Hong
Kong and then entirely out of China is instructive on the
risks of ISPs and e-businesses. A “taking” may also oc-
cur when “extortionate” regulatory conditions to market
access are imposed that exceed a reasonable state police
power.t

Use of an arbitral forum in international investment
disputes is a voluntary erosion of state sovereignty. As
included in bilateral investment treaties (BITs) that the
U.S.18 and the EU' each have with less developed coun-
tries, such arbitrations have been effective in keeping host
governments from adopting unusual regulations that sti-
fle commerce and deplete the value of foreign investment.
By yielding such sovereignty across the Atlantic, the ne-
gotiators hope to inspire others (e.g., India and China) to
follow the model.

B. Elimination of U.S.-EU Tariffs

1. Low Tariffs. By definition, a tariff is the customs
duty payable upon importation, before goods (or ser-
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vices, investments or intellectual property rights and
goods and services incorporating such rights) can enter
the local market. Since current tariff levels between the
U.S. and the EU are approximately 4%, the elimination of
tariffs will not be so important as a trade goal.

2. Brazil’s Tariffs on Importation of Foreign Ser-
vices. As a goal for liberalization of trade, “elimination
of tariffs” should also apply to import taxes on foreign-
sourced services. Brazil has adopted a regime of tariffs on
imported services. Dubbed the ISS, the tax applies to for-
eign services delivered remotely via the Internet or from
a foreign source. Foreign services subject to the ISS tax
include Software as a Service (SaaS), remote IT assistance
(help desk), outsourced software application develop-
ment and maintenance (ADM) and online training and
educational courses.?’ By targeting such practices of the
Brazilians, TTIP could open markets for U.S. and EU ser-
vice providers to provide such online or remote services
to Brazilian customers, assuming Brazil were to join on a
multilateral basis later.

C. Cutting “Behind the Border” Non-Tariff Barriers

1. Why NTBs Are So Difficult to Free Trade. The TTIP
negotiations target “barriers that lie behind the customs
border—such as differences in technical regulations,
standards and certification.”?! By definition, a non-tariff
barrier (NTB) impedes the free flow of goods, services,
investment and/or intellectual property without impos-
ing any tariff on importation. NTBs are not necessarily
“technical barriers to trade’ (TBTs).?2 NTB’s reflect a
country’s regulatory framework for protection of con-
sumers, safety, environment and health. For example, the
EU and the U.S. each impose consumer product safety
standards, but the particular norms are different. As a
result, there is little possibility for selling automobiles
across the Atlantic.

NTBs are politically sensitive just because they reflect
local legislation and administrative rulemaking that are
supposedly “neutral” and “technical.” However, where
technical standards are equivalent, they can be used for
protectionism.

The 1994 WTO agreement on the elimination of TBTs
barriers opened the door to further negotiations to elimi-
nate NTBs.?® In Internet businesses, the primary NTBs
are those that protect consumers from fraud, invasion of
privacy (or one’s “private life”), child pornography, civil
rights abuses and unfair trade practices. Both the EU and
the U.S. have elaborate regimes for consumer protection.

2. TTIP Agenda on NTBs. The impact of any TTIP
agreement would be felt mostly in non-tariff barriers
such as consumer safety, privacy, data protection and
other compliance requirements for e-businesses:

= The objectives of the [NTB] chapter would be to
yield greater openness, transparency, and conver-
gence in regulatory approaches and requirements
and related standards-development processes, as
well as, inter alia, to reduce redundant and bur-
densome testing and certification requirements,
promote confidence in our respective conformity
assessment bodies, and enhance cooperation on
conformity assessment and standardization issues
globally.

= Cross-cutting disciplines on regulatory coherence
and transparency for the development and imple-
mentation of efficient, cost-effective, and more
compatible regulations for goods and services,
including early consultations on significant regula-
tions, use of impact assessments, periodic review
of existing regulatory measures, and application of
good regulatory practices.

= Provisions or annexes containing additional com-
mitments or steps aimed at promoting regulatory
compatibility in specific, mutually agreed goods
and services sectors, with the objective of reducing
costs stemming from regulatory differences in spe-
cific sectors, including consideration of approaches
relating to regulatory harmonization, equivalence,
or mutual recognition, where appropriate.

= A framework for identifying opportunities for and
guiding future regulatory cooperation, including
provisions that provide an institutional basis for
future progress.?*

3. “Harmonization, Equivalence and Mutual Recog-
nition” for NTBs. Current differences in regulatory stan-
dards cost businesses substantial compliance costs and
delay new product introduction. The TTIP negotiators
would pursue the reduction of such non-tariff barriers in
three possible ways.

a. Mutual Recognition. First, each side could agree to
mutually recognize foreign regulations as “legally ad-
equate” to meet its own regulatory purposes, without
having to change its own internal regulations. Akin to
comity, this solution seems the most likely in areas where
the consumer (and the voter) is seen as accepting reciproc-
ity, such as in a “globally compliant” automobile, aircraft,
airline service or online business or entertainment service.

b. Harmonization. Second, the two sides could change
internal regulations by adopting a trade agreement that
defines harmonized standards to supersede the existing
differences. In such a “lowest common denominator” ap-
proach, consumer protections might not be the same, but
they could be substantially equivalent, thereby promot-
ing trade. How far the EU and the U.S. might go towards
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simplification and harmonization of regulating Internet
businesses depends on economics (the number of jobs
likely to be created) balanced against public order con-
cerns (consumer protection in each economy).

c. Equivalence or New Standards. Third, trade negotia-
tors could liberalize trade by adopting “new” “global”
standards for particular industries, or simply declare
that their respective standards conform to a new, higher-
order standard. In essence, governments would look to
experts in non-profit organizations who have already
developed, and continue to improve, “best practices”
and international “standards” for quality, consumer pro-
tection, safety and minimal environmental impact.

4. The Disciplines of Standards. Adoption of a “stan-
dards-based” legal framework would change regulation
from one of government-defined rules to process-driven
standards that change. Businesses would have to follow
processes and procedures for continuous improvement,
not merely adhering slavishly to bureaucratic standards
adopted in a political process. Moreover, to be politi-
cally acceptable, “standards” must be neutral, mature,
administered by globally accepted legitimate standards-
defining organizations? and not controlled by special in-
terests. Finally, any standards-based method for mutual
recognition and enforcement of “minimally acceptable”
regulations depends on the maturity of the industry.
Automobiles and aircraft have a track record over 100
years. Internet-based service industries are younger but
maturing.

a. Consumer Protection Through Quality Standards. The
International Organization for Standardization (ISO)
adopted a general “quality” standard, ISO 9000 that de-
mands fulfillment of eight principles for quality in the
design and management of goods or services. The re-
vised ISO 9000:2008 series of standards is based on eight
quality management principles that senior management
can apply for organizational improvement:

1. Customer focus
Leadership

Involvement of people

2

3

4. A*“process” approach
5. System approach to management

6. Continual improvement

7. Factual approach to decision-making

8. Mutually beneficial supplier relationships.2

Adopting technocratic regulation in lieu of politically
driven regulation would be a novel approach and would

support harmonization only if the political goals are
shared.

b. Environmental Protection Through “Green” Standards.
When it announced the TTIP trade talks, the EU Commis-
sion acknowledged consumers’ fears of losing existing EU
consumer protection. The Commission announced that
TTIP will not eliminate the right of either side to regulate
“environmental, safety or health” issues or result in com-
promises on consumer protection or the environment.?” In
the environmental arena, adoption of international stan-
dards would be highly political and dependent on harmo-
nizing potentially conflicting political objectives. Thus, in
environmental protection, for example, 1ISO Standards in
the 1SO 14000 series specify requirements for establishing
an environmental policy, determining environmental im-
pacts of products or services, planning environmental ob-
jectives, implementation of programs to meet objectives,
corrective action and management review.

D. “Harmonizing” Privacy Rules as an NTB

1. The EU’s “Adequate Protection” and “Opt-In”
Consent Standards. Based on the stated NTB and “har-
monization” principles, in theory a TTIP agreement could
result in harmonized privacy rules. This could occur if
the EU merely declared that the U.S. legal regime of data
protection is “adequate protection” for the specific rights
of EU data subjects under that directive. Harmonization
of privacy laws might be feasible by giving American con-
sumers data privacy rights roughly similar to the rights
of European residents, though enforcement procedures
would have to be developed, and differences in enforce-
ment (such as regulatory versus civil rights litigation)
would have to be developed.

Currently, the core of the EU’s privacy protections
requires organizations collecting personally identifiable
information (PII) to (i) identify the purposes (or to be
very specific about the purposes), (ii) limit the collection
of PII to collecting only those data needed for such pur-
poses, (iii) limit the use and disclosure to what is needed
for such purposes and (iv) delete the PIl when no longer
needed for such purposes. The EU enforces these rules.

The EU adopts an opt-in approach to personal con-
sent, while the U.S. permits an opt-out approach (but does
prohibit spam).?

The European Commission has recognized that some
non-EU countries (even the U.S. in some cases) provide
“adequate protection.”?® Canada’s privacy law sets forth
ten basic principles akin to the EU’s eight principles.®
California’s legislature is considering a draft law that
would broadly define personal data (to include geoloca-
tion, IP address information and many other categories)
and give data subjects information about how their per-
sonal information is being used.3!
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2. Possible New EU “Right to Be Forgotten.” Harmo-
nization means that new policies on privacy would need
to be adopted only after dialogue. For the controversial
proposed European “right to be forgotten,””% the U.S.
constitutional freedom of speech would need to protect
the right to comment on someone’s behavior.®3 One U.S.
diplomat warned that adoption of “the right to be forgot-
ten” would elicit a trade war.®* Since then, the EU has
recognized the vital importance of mutuality in adopting
new “fundamental rights” like privacy.

3. U.S.’s “Inadequate” Protection by “Opt-Out” or
Vague “Opt In.” Current U.S. privacy rules allow vora-
cious collection of PIl with minimal disclosure of uses
or aggregation resulting in pinpointing of individuals.
U.S. Internet businesses can collect and track sensitive
PIl such as geolocation, which, when aggregated with
other data collected by different services and linked by
“cookie” identifiers, can be used commercially. Geoloca-
tional data might be disclosed actively (by the individual
“signing in” to a geolocational website) or inactively (by
GPS tracking). In either case, such data can be used to
push an advertising message or discount coupon. Pend-
ing U.S. legislation would adopt EU-style disclosure and
consent requirements, and would differentiate between
“ordinary” P1l and “sensitive” PI1,% and would prohibit
employers from obtaining from job applicants or employ-
ees “a user name, password, or any other means for ac-
cessing a private email account” for any social network-
ing website, or taking employment disciplinary action in
case of refusal.3®

4. Conflicting Regimes on Remedies for Privacy
Breaches. Any TTIP negotiation would require resolu-
tion of differences in legal enforcement against breaches
of privacy rights. The U.S. approach depends on regula-
tory enforcement of “unfair trade practices” by the FTC
(which can order injunctions and payment of fines) and
on private rights of “victims” (and “whistleblowers” pro-
tecting victims) for damages under defamation and civil
rights laws and, in California, a state data security breach
law. The EU approach depends on regulatory enforce-
ment by Data Protection Agencies (DPAS) which levy
fines and issue injunctions. EU laws do not generally al-
low American-style “class actions.”

5. Possible Convergence

a. HIPAA Standards in the U.S. For certain PII, public
policy is identical on both sides of the Atlantic. Under
the Data Protection Directive, governments must assure
“the fundamental rights and freedoms of natural persons,
and in particular their right to privacy with respect to the
processing of personal data.”%” That directive includes
rules on the electronic exchange, privacy and security
of health information. Similarly, under HIPAA and its
regulations,® the federal government adopts standards

for the electronic exchange, privacy and security of health
information, including on accountability of organiza-
tions and designated agents, obtaining consent, limited
uses, limited disclosures, limited retention, accuracy and
updates, security safeguards, transparency about privacy
practices, individual access and to health matters, limited
disclosures and enforcement procedures.®

A HIPAA-compliant solution for all PIl would be
costly to business and would stunt the growth of many
e-businesses. So businesses need to understand the costs
and risks of an enforcement action under any harmonized
privacy protocols under any TTIP FTA.

b. Mutual Safe Harbor. The agenda for “market access”
invites speculation on possible outcomes based on comity;,
with reciprocity in respecting each other’s regulations as
reasonably sufficient to achieve each other’s public policy
within existing laws. In Internet and e-businesses, liberal-
ization of market access rules might result in making the
unilateral adoption by U.S. businesses of the EU data pro-
tection and privacy rules (adopted by diplomatic frame-
work in 2000) into a bilateral, reciprocal “Safe Harbor”
agreement. European ISPs and e-businesses might be able
to adhere to U.S. privacy, data protection and data breach
notification rules by some similar bilateral agreement.

Such a reciprocal “Safe Harbor” regime could have
significant internal impact on U.S. state and local regula-
tions of e-businesses. While the U.S. Constitution bars the
federal government from regulating many “local” state
businesses, any e-business uses means of interstate com-
merce and thus may be used as a jurisdictional basis for
U.S. federal governmental harmonization of state and lo-
cal rules on data protection, privacy and data breach noti-
fication on networks that access the Internet.*

c. Prior Approval vs. Self-Governance. Under French
law, the sales of a company’s client list requires prior noti-
fication to France’s DPA.*! Assuming the EU and the U.S.
can agree on substantive equivalency of rights, they must
also agree on the mutual recognition of administrative
procedures, such as prior approval instead of self-gover-
nance and later audit.

6. Benefits of Mutual Consultation and Decision-
making. TTIP raises a fundamental question as to how to
best promote trade while protecting a sacred cow (NTB)
of the “fundamental rights” of one’s citizens. In an ideal
world, all nations would adopt basic rights as their own
legislation, and trade agreements only achieve a “lowest
common denominator” because local legislative processes
reflect different cultural and constitutional frameworks.
Harmonization requires continuing consultations, and a
trade agreement might not be politically acceptable for
legislatures or their voters, since a trade agreement is fun-
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damentally non-demacratic except for the technicality of
ratification.

V. Impact of Bilateral FTA on Multilateral Trade

The WTO Doha Round has stalled, if not failed. One
purpose of bilateral trade agreements in this context is to
set standards for WTO participants that could be adopt-
ed by other countries in a new WTO multilateral agree-
ment.*2 TTIP might be used to deny access to the privi-
leged bilateral relationship to “free-rider”” countries that
sign multilateral trade agreements but practice protec-
tionism. Such protectionism might arise from the state’s
refusal to arbitrate its own international responsibility
for illegal and unfair trade subsidies for export markets,
preferring instead to unilaterally impose countervailing
duties against another state that adjudicated such subsi-
dies.®® Or it might arise from the use of SOEs that receive
government financial support and dump products in
foreign markets at less than fair value** or that are “na-
tional champions” whose government refuses to permit
management to sell their e-business subsidiaries to for-
eigners.*® Or it might arise from restrictions on market
access to the free-rider’s economy. The multilateral lib-
eralization of international trade in services, intellectual
property and investment from the Uruguay Round has
failed to address the free-rider problem.

The impact would be felt most by China, where pro-
tectionist laws and/or SOEs enable it to be free-riders
on the MFN and non-discriminatory rules under current
WTO agreements. The negotiations could counter “any
trade-related issues or disputes that arise due to govern-
ment censorship or disruption of the Internet among
United States trade partners.”

VI. Conclusions

Cost-Effective Regulations. TTIP faces the risk of fail-
ure if it cannot reduce levels of regulation, reduce com-
pliance costs, and preserve “fundamental rights” and
“civil rights.” This tightrope will take a few years, but
could yield significant benefits.

Consumer Protections. Depending on implementing
legislation, consumers or businesses could face a reduc-
tion in their current legal rights under U.S. federal and
state laws.*® Any meaningful trade liberalization under
a TTIP agreement could be difficult to achieve because
policymakers might decide that key consumer protec-
tions should not be sacrificed for the sake of improving
trade. Consumer groups may oppose any Internet-
focused TTIP “harmonization” or reduction in consumer
protections as a “back door” tool to defeat existing con-
sumer protections.*” This argument neglects that each
side has strong, and strengthening, policies for consumer
protection.

Data Processing Services After Privacy Harmonization.
Is privacy harmonization necessary for increased trade
and investment? Existing avenues already yield similar
results, except that U.S. data centers cannot process EU
PIl without a Safe Harbor commitment. With a declara-
tion that U.S. privacy rules are “adequate protection” for
EU PII, American data centers, software developers and
business process outsourcers could have a greater market
and might even compete effectively with India and other
low-wage countries based on economies of scale.

Employment. TTIP has been promoted as a tool for
creating jobs in the EU and the U.S.. But the TTIP agenda
omits tech visas. For e-businesses, the jobs that count
require technical skills in software design, databases, ana-
lytics, business process management and cybersecurity.
TTIP could promote employment by including special
FTA-approved tech visas,*® just as the North American
Free Trade Agreement does, particularly to support more
transatlantic tech services.

Taxation. TTIP’s agenda does not include harmoniza-
tion of sales or VAT taxes on digital goods. Pending U.S.
federal legislation might, if enacted, open the debate to
administrative simplification of cross-border collection of
sales and VAT taxes from e-businesses.*® Such simplifica-
tion could be separate from the current OECD, U.S. and
EU core principle, under income tax treaties, to impose
local income tax only if a foreign enterprise has a “perma-
nent establishment” in the taxing jurisdiction.

Cross-Border Startups. Many EU countries promote
startups through R&D tax credits, tax holidays,® hiring
credits and other incentives. Liberalized trade and invest-
ment under a TTIP agreement would heighten the value
of comparative incentives in each direction.

Cross-Border Investments. A TTIP agreement alone
might not increase investment, but it could increase M&A
or joint ventures. The TTIP agenda omits specific atten-
tion to how to “simplify” governmental review of cross-
border mergers and acquisitions.

Business Participation in the TTIP Process. As a a new
process for innovation in regulatory and administrative
procedures, TTIP raises expectations but could result
in surprises for e-businesses. While businesses do not
participate in trade negotiations, they have an interest in
identifying the particular foreign NTBs that limit or bar
their entry into foreign markets or impose unreasonable
burdens. Businesses like automobiles, aviation and data
processing need to identify such NTBs and press their
governments for reduction of regulatory burdens.
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on wines from France and Spain before any international dispute be exempt from such visa quotas.
resolution. 49. “Marketplace Fairness Act of 2013,” S. 743 (113rd Cong., 1st
44. In the Cold War era, Communist Poland was found to have Sess.), approved by Senate on June 14, 2013, referred to House,
“dumped” golf carts at less than fair value, and the U.S. used available at http://thomas.loc.gov/cgi-bin/query/D?c113:2:./
Spain as a reference “free market” economy for measuring the temp/~c1134gVtAv:.. If enacted, it would establish a federal
amount of dumping. regime of mandatory collection by Internet-based businesses of
45.  In 2013, France refused to permit the sale to Google of US sz'ile_s taxes imposed purrently t.)y over 9,600 dome§ti'c taxing
Dailymotion, a French subsidiary of a French government- jurisdictions. Online retailers grossing more than $_1 million per
controlled telecom company. This “national pride” exception year .V\.’OUI.d be forced to cgmpute and collgct taxes in thousands of
to free investment rules highlights the hurdles that TTIP localities, identify exemptions and tax holidays, submit monthly
negotiators face in providing market access and open investment or quarterly tax returns to the 46 state; that haye sal_es taxes, and
opportunities. collect taxes from 565 federal_ly recogn_lzed Indian tribes. New
state-level “one-stop” collections services and software would
46. American Presidents have long used international agreements soften the burdens.
to promote and regulate trade, and American rules can be . . . .
protected (and changed) when implementing multilateral 50. Foryoung innovative companies under e_lght years old, for .
conventions. In the Berne Convention Implementation Act of exa”?p'e* Frange grants (i) 100% exoneration of taxes on profits for
1998, H.R 4262 (100th Cong., 2nd Sess.), 102 Stat. 2853-2861, P.L. the first three fiscal years and a 50% abatement for the next two
100-568, http://www.gpo.gov/fdsys/pkg/STATUTE-102/pdf/ fls_ca_l years, bu? this e_n_ds in 201_3; _(||) 100% exemption fro_m annual
STATUTE-102-Pg2853.pdf (1988), the U.S. did not enact any minimum tax _(lmposﬂlor_l_forfaltalre annuelle) for the entire
“moral rights”(which the Berne Convention protects to prevent period (_Jf special status; (iii) upon local governmental appro_val,
any post-assignment use (or alteration) of a work of authorship exemp tlorj for SEven years on real property_ taxes ((_:o_ntrlbutlon
that impugns the author’s moral character or reputation during foncnerg d entreprlse_s) and_ (iv) under certain conditions, 100%
the author’s lifetime The U.S. changed its own copyright law _exem_ptlon from capltgl gains ta>'< upon the sa_Ie of shares held by
by removing the requirement of registration as a prerequisite to |nd|\{|duals. French Dlrect_lon Générale des Flngnces Publiques,
instituting an action for copyright infringement, but the remedy FAQ son «Jeunes Entreprises In_novant_es,» avallaple at_ htt_p://
for such an action would be limited to injunctive relief (unless www.impots.gouv.fr/portal/dgi/public/popup;jsessionid=
the foreign author registered with the U.S. Copyright Office). The PMEITAKP3XRPNZQFIEIPSFFA?espId=?&typ’»ePage=cpr02&
enabling law also eliminated the previous requirement that the d(?cOId=docum_en_tstan_dard_1656; D"e"“of] d'Informations
author put the copyright notice on all copies. See generally, World Legales et Admmlstratlves, «J_eune Er_]treprlse_ Innovante ou
Intellectual Property Organization (WIPO), “Berne Convention on Unlvers_ltalre,» http://vosdroits.service-public.fr/professionnels-
the Protection of Literary and Artistic Works” of Sept. 9, 1886, as entreprises/F31188.xhtml.
amended; http://www.wipo.int/treaties/en/ip/berne/trtdocs_
wo001.html; Reference for Business, “Berne Convention,” http:// William B. Bierce advises entrepreneurs, investors
www.reference_forbusnness.com/encycloped|a/Assem-Braz/ and multinational enterprises in corporate, commercial,
Berne-Convention.html. . h . .
technology, privacy and cyber law, licensing, strategic
47. Doug Palmer, “Consumer groups worry U.S.-EU trade pact will

weaken health, privacy regulations,” http://www.reuters.com/

alliances, sourcing and cross-border growth. He practic-
es law with Bierce & Kenerson, P.C., in New York City.
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Six Things Every In-House Counsel Needs to Know About

Employee Privacy Rights

By Joel J. Greenwald

Employers need to monitor their businesses and
their workplaces to protect against employee data theft,
employee time abuse, and other actions. Employers also
have certain obligations to respect their employees’ work-
place privacy rights. Here are six things every in-house
counsel needs to know in order to help their clients do
both.

1. Company computer and phone systems are
(almost) never private for employees

Under federal and state law, employers can monitor
employee activity on company computers and phone
systems, but should destroy any expectations of privacy
by having clear monitoring policies with signed employ-
ee acknowledgements. Even so, employers do not have
carte blanche to monitor employees’ personal e-mail and
phone calls made through company equipment. Once an
employer determines that a call or email is personal, then
monitoring must generally stop.

2. Employers can look to video surveillance as a
method of monitoring employees

Generally, employers can monitor the workplace
with video surveillance in public places without employ-
ee consent or notice (unless your workplace is unionized,
in which case certain bargaining issues arise). New York
labor law, however, prevents employers from using video
surveillance to monitor employees in restrooms, locker
rooms, changing rooms, fitting rooms, or other “room[s]
designated by an employer for employees to change their
clothes” unless the employer has a court order.! Sound
recording is prohibited, however, and governed by com-
plex wiretap laws.

3. Employees’ public social media activity is not off
limits to employers

Information that is freely accessible through the Inter-
net is public information so there is generally no privacy
limitation to employers’ monitoring of their employ-
ees’ publicly available activity (e.g., blogging, posting,
commenting, “Like”-ing, “Tweet”-ing, etc.). However,
employment discrimination laws may come into play
and govern how information obtained online can be used
(and should be stored).

Additionally, employers should not take actions to
circumvent employee password protections on their
private social media accounts. New York is poised to join

other states in prohibiting employers from asking em-
ployees and job applicants for password information.?

4. It’s a-OK to track employees using GPS

Knowing your employees’ locations can be important
to track productivity and employee efficiency. To that end,
employers may legally use GPS systems to track employ-
ees who carry company phones or drive company-provid-
ed vehicles—even without notice (although, again, union
bargaining rights may trump). Using GPS offers real-time
tracking of assets and employees, but tracking during
non-work hours is potentially prohibited.

5. Employee images, likenesses, and voice
recordings are protected by statute

Sections 50 and 51 of the New York Civil Rights Law
protect a person’s “name,” “portrait,” “picture,” and—in
the case of section 51 only—*“voice” from being used for
trade or advertising purposes without the person’s “writ-
ten consent.”® Employers should thus obtain their em-
ployees written permission in writing before, for example,
shooting pictures or video for a company website or
marketing brochure. Under section 50, any “person, firm
or corporation” who does otherwise is guilty of a misde-
meanor, so prudence is warranted. Section 51 imposes civ-
il liability and authorizes any victim to seek an injunction.
Providing employees with a consent form to be signed on
hire is a good way to avoid running afoul of these rules.

6. Employee Social Security numbers require
enhanced privacy protections

Social Security numbers (SSNs) have enhanced pri-
vacy protections under New York law and may only be
obtained by employers for taxation and benefits purpos-
es.% But, once obtained, employers must handle SSNs with
care, including “encrypt[ion]” if necessary.> Accordingly,
employers generally may not print SSNs on employee IDs
and must take other precautions to protect this informa-
tion.® These rules apply not only to full nine-digit SSNs,
but also to “any number derived from such number,”
including the last four digits.” Employers enjoy a safe
harbor for unintentional violations of these rules result-
ing from a “bona fide error made notwithstanding the
maintenance of procedures reasonably adopted to avoid
such error.”® But access to such information should be
restricted to those with a business need to know.?
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By being mindful of the New York and federal
employee privacy protections, employers can navigate
these requirements to balance their interests in employee
productivity and honesty, against their privacy obliga-
tions to their employees.

DISCLAIMER: The foregoing is a summary of the laws dis-
cussed above for the purpose of providing a general overview
of these laws. These materials are not meant, nor should they
be construed, to provide information that is specific to any
law(s). The above is not legal advice and you should consult
with counsel concerning the applicability of any law to your
particular situation.

Endnotes
1. N.Y. Labor Law § 203-c.

2. Senate Bill S02434B, which was introduced on January 17,
2013, proposes to add New York Labor Law s 201-g expressly
prohibiting employers from requiring employees or applicants for
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employment to “disclose any user name, password or other means
for accessing a personal account or service through an electronic
communications device.”

N.Y. Civ. Rights Law ss 50-51.

4. N.Y. Gen. Bus. Law s 399-ddd(g), 2012 Sess. Law News N.Y. Ch.
372,s 1.

5. N.Y. Gen. Bus. Law s 399-ddd(1)(a), 2012 Sess. Law News N.Y. Ch.
371, s 1.

6. S 399-ddd(2), 2012 Sess. Law News N.Y. Ch. 371, s 1.

7. S 399-ddd(1)(a), 2012 Sess. Law News N.Y. Ch. 371, s 1; s 399-
ddd(1), 2012 Sess. Law News N.Y. Ch. 372, s 1.

8. 5$399-ddd(7), 2012 Sess. Law News N.Y. Ch. 371, s 1; s 399-ddd(5),
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Web Site Checklist: Minding Your Company’s

Virtual Storefronts

By Jessica R. Friedman and Paul S. Ellis

Any Web site that your company operates has the
potential to be both a blessing and a curse. An attractive
Web site can be a significant boost to your company’s
bottom line. But the same features that make a company’s
Web sites attractive can also spark a variety of legal
claims if they have not been properly vetted. Many of
those claims are not unique to the online environment.
Defamation or false advertising, for example, can occur
in any medium, and counsel should be reviewing all con-
tent in any format that might pose a risk of either claim.
But Web sites present some unique problems.

First, because it is so easy to post new material on-
line, and because there is such pressure to keep content
fresh, people tend to post content without subjecting it to
the same legal review to which they would subject print
content. Second, user-generated content occurs only on
Web sites (and social media pages, which carry some of
the same risks). Finally, only Web sites have terms of use
and privacy policies, and although the average consumer
will probably never read either of them on any Web site,
those legal provisions are the first place a sharp plaintiff’s
lawyer will look when analyzing a potential claim against
your company arising from a user’s interaction with one
of your company’s sites.

Many in-house attorneys would be hard-pressed to
find the time to review their companies’ Web sites on
any type of periodic basis, let alone to conduct the daily
or even weekly review that would really be required to
eliminate all the possible risks. But based on our experi-
ence, if you can find the time, checking for the following
potential problems will significantly reduce your com-
pany’s exposure.

1. Trademark Infringement

Even if your company has a policy that requires that
the legal department clear each and every trademark be-
fore it is used, unless everyone in the company is aware
of and adheres to that policy, even a cursory review is
likely to reveal trademarks and service marks for your
company’s products and services that you have never
seen before. If this happens, you have to decide whether
the mark needs to be removed (is it very clearly likely to
be confused with another company’s mark? How im-
portant is that mark to that other company?), and if so,
how fast (immediately, or can it wait until you clear the
rights?) and for how long (temporarily while you clear
the rights, or permanently?). Not every company, and
certainly not every start-up, can afford to conduct com-

plete clearance on each and every mark that some market-
ing staffer thinks the company should use. Even if you
bring a mark that has not been cleared to the attention of
the head of the relevant business division, he or she may
decide to take a risk and just continue to use the mark.
But by at least keeping an eye out for those potentially
problematic marks on the Web sites, you will be signifi-
cantly reducing the company’s risk.

Also, every company likes to showecase its existing
client list, especially if that list includes heavy hitters
or “household names.” But not all companies like their
names to be used that way. Many companies actually
have provisions in their vendor agreements that expressly
prohibit clients’ use of their names and logos as endorse-
ments without their consent. You should check all of your
companies’ sites periodically for third-party names and
logos. When you find one, you need to check that your
company is authorized to display it, or, at least, that your
company is not prohibited from displaying it.

2. Copyright Infringement

Many people, and especially the younger people who
run many companies’ online operations, think that if con-
tent can be reproduced, it’s perfectly legal to reproduce
and display it on another site, either because it’'s somehow
not subject to copyright, or because doing so is “fair use.”
Both of these assumptions are unfounded.

Under U.S. copyright law, any content that meets a
very minimal originality requirement is automatically
subject to copyright protection, and only the owner of the
copyright in that content has the right to reproduce that
content, modify it, create adaptations of it, distribute cop-
ies of it (which includes transmit it electronically), display
it publicly, and perform it publicly. If anyone other than
the owner does any of those things, it is copyright in-
fringement. Since your company’s Web sites are accessible
all over the world, if your editorial and marketing people
are cutting and pasting in articles, photos or other content
from other sites, the company is vulnerable to a claim of
copyright infringement both in the U.S. and abroad.

Moreover, despite popular misunderstanding, “fair
use” is not a magic wand that automatically converts
infringing use into non-infringing use, and there are no
“bright line” standards that apply to all situations. Fair
use is a specific defense to a charge of copyright infringe-
ment, pursuant to which a court may excuse certain copy-
ing that otherwise would be infringement, after it consid-
ers four factors set out in the Copyright Act, together with
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whatever else the court considers relevant, as applied to
the specific facts at hand.

Even if your company’s sites comply with all the
requirements of U.S. law, it may still be infringing copy-
right laws or related laws of other jurisdictions, which
could result in the company’s being sued in another
country. In 2007, a French court held that Viewfinder,
the owner of a Web site based in the United States that
posts photographs from fashion shows, was liable for
copyright infringement under French law for display-
ing photos from two French fashion houses on its Web
site, because while U.S. copyright law does not recog-
nize a copyright in fashion designs, French law does.*
Viewfinder defaulted, and the French court not only
found Viewfinder liable, but awarded the plaintiffs one
million francs in compensatory damages in a judgment
that the plaintiffs then sought to enforce in court in New
York. (That is not the end of the story, but suffice it to
say that Viewfinder ended up having to spend a good
deal on legal fees just to try to avoid enforcement of that
judgment.)

The takeaway here is that you need to check for
third-party articles, photos, graphics, and any other con-
tent on the company’s sites. If you are told that particu-
lar content is licensed, you should review the license to
make sure it covers Internet usage and has not expired.

Learning that a particular image has been licensed
from a stock photo house should not end your inquiry.
If your company uses a stock image on a Web site under
a license that does not cover Internet use, or if it had a
license for Internet use that has expired, sooner or later
you can expect a letter from the stock house that de-
mands that the company pay not only a license fee but a
penalty fee that your company “agreed” to pay when the
license was signed, or else face a copyright infringement
suit. Often, these kinds of demands can be settled for
less than $5,000, but if your company is small, is a start-
up, or is just not doing well in this economy, even that
amount can be more than you want to spend. The best
way to avoid this is to tell your marketing department
(or whoever is responsible for what appears on the Web
sites) exactly which versions of the major stock licenses
are acceptable.

If you spot any material that turns out not to be
licensed at all, try to find out where it came from, or at
least try to make sure that it is not the result of “scrap-
ing” other sites, which is especially common on real-
estate industry sites and other listing sites.

3.  Right of Publicity Violations

Displaying a person’s name or photo, or using a re-
cording of someone’s voice, to advertise your company’s
products or services without that person’s permission

may violate that person’s so-called “right of publicity.”
Not every state recognizes the right of publicity, and of
the states that do, some have specific statutes and some
only enforce it through judicial decisions, and the penal-
ties vary from state to state. But as a general rule, even if
Madonna is using your company’s products, the company
may not say so on its site or social media pages without
Madonna’s permission. So check for anything that looks
like a celebrity endorsement—even a “candid” photo of
a celebrity using your product. The fact that a celebrity
was actually wearing your company’s sunglasses does
not mean that the celebrity consents to the use of her im-
age to advertise those same sunglasses. In some states,
one’s right of publicity survives death, so that even using
the name or photo of a deceased celebrity can resultin a
legal challenge. So if you happen to see a photo of Rosa
Parks as part of a branding campaign designed to indi-
cate that your company is “revolutionary,” take it down
immediately.

Just looking for celebrity names and photos is not
enough, though, because one doesn’t have to be famous
to bring a right of publicity claim. In 2011, a group of us-
ers brought a class action against Facebook in which they
alleged that Facebook was violating their rights of public-
ity by displaying the fact that they had “liked” certain
products.? Facebook moved to dismiss the claim, but the
court denied the motion because Facebook itself had ad-
mitted that an advertisement with that kind of testimonial
attached to it was twice as valuable as an ad without one.
(The case eventually settled.) So if any consumer-facing
page includes a testimonial of a real person, even if that
person is not famous, check whether the company has
permission to use that person’s name for that purpose.

4.  Outdated Privacy Policies

Your consumer-facing privacy policies should be cus-
tomized for the businesses that they represent. There is no
one-size-fits-all. The online policy for each company Web
site has to say what personal information your company
collects on that site, what your company does with that
information, and with whom your company shares that
information. The language in which you articulate these
policies should be clear and the graphic presentation
should make them conspicuous.

But even if you are sure that each of your online
privacy policies was drafted specifically for the business it
reflects, you need to revisit them every couple of months
to make sure that they are still accurate. If the company
has actually changed its privacy practices in some mate-
rial way—for example, if it has decided to sell its e-mail
lists even though it initially did not do that—it may not be
enough to simply rewrite the online policies. The com-
pany will need to notify users of the changes separately
from its company’s terms of use and privacy policy, and
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preferably before it starts to sell the information, so that
users who do not want their information handled ac-
cording to the new policy have a chance to opt out. One
effective way to notify users is to send out an e-mail to
all your users that contains a link to the impending new
policy. Needless to say, if you propose this, you are likely
to get some serious pushback from the head of your mar-
keting department. But one good antidote to that push-
back would be to describe the burdensome FTC consent
decree that Google was forced to enter into in 2011 after
it violated its own privacy promises when it rolled out its
“Google Buzz” service.®

Although many privacy policies don’t have it, your
policy should include a provision that is required by
California law that says that if a California resident asks
to be told with whom your company is sharing his or her
personal information, you will provide that information
within thirty days.

Finally, even if the facts stated in your consumer-fac-
ing privacy policies have not changed, the laws that gov-
ern what those policies have to say may have changed.

It is beyond the scope of this article to talk about world-
wide privacy law developments, but you should either
have outside privacy counsel or a few good sources you
can turn to for the latest developments.

5. Out-of-Date and/or Unenforceable Terms of Use

Like consumer-facing privacy policies, your terms of
use need to be written specifically for your company. But
even if your company was smart enough to start out with
terms of use that were drafted specifically to fit its opera-
tions, if the company has changed the way that it does
business, those terms of use may no longer be accurate.
Maybe the company has changed its refund policy or the
way its auctions work or its rules concerning the posting
of user-generated content.

Equally important, if up to now your company has
not been requiring users to agree to its terms of use,
consider changing that policy by making them actually
click on an “I agree” icon, either when they enter the site
or at some crucial point, such as when they buy an item
or click on an article (even if it’s free). Just displaying a
statement somewhere on the site that by browsing the
site, a user is bound to the site’s terms of use—which is
sometimes inaccurately called a “browsewrap’ agree-
ment—has been held to be ineffective in many cases.

If your company has been lucky enough not to experi-
ence any serious user disputes, the difference between
a browsewrap agreement and a clickthrough agreement
may not be immediately obvious. For example, if your
user agreement says that the company will only give
refunds within the first 30 days after a purchase, and
someone seeks a refund six months later, not being able
to enforce the 30-day limitation may not be a big deal

(and unless the product was very expensive, the chances
of anyone’s actually initiating legal action are very low
to start with). But if your company is unable to enforce a
disclaimer of warranty, or a limitation on the company’s
liability for an expensive defective product to the price
that the user paid for it, or a requirement that any claims
against the company be subject to arbitration in Miami,
the costs may be very high, especially if you are trying to
fend off multiple lawsuits or a class-action suit by dis-
gruntled users.

Zappos learned this the hard way in 2012 when it
sought to enforce a clause in its terms of use that required
users to submit all disputes to arbitration in Las Vegas.*
Although a link to the terms of use appeared on every
page of the Zappos site, the court found that those links
were “inconspicuous, buried in the middle to bottom of
every Zappos.com webpage among many other links, and
the website never direct[ed] a user to the Terms of Use.”
Because the plaintiffs had never assented to the terms,
no contract existed, so they could not be compelled to
arbitrate. This past May, a court held that Yahoo! could
not enforce a requirement that any litigation be brought
in California.> On the other hand, in a 2011 case, the court
held that Zynga’s terms of use were enforceable even
though users were not actually required to click “I agree”
before accessing the application at issue, because “the
terms were presented right underneath the button which
allowed [the plaintiff] to access the application.”® It’s okay
if your terms of use are in a “scrollbox,” which a user
would have to scroll through to read, as long as assent to
them is mandatory.”

Another reason that the court held that Zappos could
not enforce its terms of use is that those terms provided
that Zappos had the right to change them at any time.
Many terms of use include such unilateral amendment
provisions, but well before the Zappos decision, courts
had held that such a provision converts any agreement
that otherwise might be formed into an “illusory” con-
tract, which is not enforceable. If your company’s terms of
use include such provisions, consider removing them.

Last but not least, make sure that the information
about your DMCA agent—your agent for receiving claims
of online copyright infringement under the Digital Millen-
nium Copyright Act—is up to date. If you never appoint-
ed an agent in the first place, you should do so at http://
www.copyright.gov/onlinesp/agent.pdf, or else the com-
pany will not be eligible for the safe-harbor protections of
Section 512 of the DMCA.

6. “Creation and Development” of Offensive User-
Generated Content
If your company’s sites allow the posting of user-
generated content, you are probably aware of Section
230 of the Communications Decency Act.8 Section 230
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immunizes an “interactive service provider,” which
includes a Web site operator, from most federal and state
liability® arising out of user-generated content (and other
third-party content) as long as the Web site operator is
not “responsible in whole or in part for the creation or
development of the offending content.”

Unfortunately, despite one court’s statement that
“[i]f you don’t encourage illegal content, or design your
website to require users to input illegal content, you will
be immune,”1? Section 230 is not self-enforcing. There
seems to be no shortage of creative plaintiffs’ lawyers—
and even plaintiffs who themselves are lawyers—who
will allege that just by making it technologically possible
to post content, a Web site operator is responsible for
the creation of that content.!! Plaintiffs also continue to
bring cases that allege that newspapers are responsible
for reader comments on account of their having moder-
ated those comments to make sure that they were not
abusive, obscene, profane or otherwise in violation of
the newspaper site’s own terms of use, even though it is
well-established that this is not the case.’? And despite
the seemingly clear protection that Section 230 literally
provides, once in a while, a court will refuse to dismiss
a claim that clearly should be dismissed under Section
230.1%3 Moreover, ever since the Ninth Circuit held in Fair
Housing Council v. Roommates.com that by requiring sub-
scribers to include certain information in their profiles,
Roommates.com in effect became the developer “at least
in part” of that information,* many plaintiffs make sure
to include allegations to the effect that the defendants
have created or developed the allegedly offensive content
“in part,” which is sometimes enough for the court to
permit discovery on the issue of how the offending con-
tent was created.®

Although there is no way to completely insulate your
company against lawsuits over user-generated content,
you still may be able to reduce your company’s risk of
liability by making sure that whoever runs your com-
pany’s forums or message boards is not doing any more
than “moderating” user comments and that the interac-
tive features of your company’s sites are not structured
so as to somehow solicit content that is illegal or that
reasonably can be anticipated to be harmful or offensive.
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How (Not) to Make a Contract on YouTube

By Clara Flebus

It is often said that “it pays to advertise.” But as social
media becomes the lingua franca of business today, law-
yers should educate their clients on how to avoid paying
because they have advertised. In the brave new electronic
world, statements posted on the Internet for the purpose
of reaching a multitude of people across boundaries with
only few clicks can create unintended binding contracts.
The recent decision of Augstein v. Leslie! is instructive on
this point.

In Augstein, the Southern District of New York ad-
dressed the question of whether an online offer of a re-
ward for the return of a stolen laptop computer contain-
ing valuable intellectual property constituted a unilateral
contract, which became binding upon plaintiff’s finding
and delivering the computer, or whether the offer was
merely an innocuous advertisement, or invitation to
negotiate. Another interesting aspect of the decision is a
ruling on sanctions for defendant’s negligent failure to
preserve electronically stored evidence in anticipation of
litigation.

The defendant, Ryan Leslie, is a singer-songwriter
and musician whose laptop computer, external hard
drive, passport, and other personal belongings were
stolen from the back seat of a car during a concert tour
appearance in Germany in October 2010. The laptop
contained music and videos related to his records and
performances. Immediately after the theft, Leslie posted
a video on YouTube offering a $20,000 reward for the
return of the laptop. Few days later, Leslie posted another
YouTube video at the conclusion of which a written mes-
sage appeared stating:

In the interest of retrieving the invalu-
able intellectual property contained on
his laptop & hard drive, Mr. Leslie has
increased the reward offer from $20,000
to $1,000,000 U.S.D.?

Leslie publicized the increased reward also on Facebook
and Twitter, including a post on Twitter which read, “I'm
absolutely continuing my Euro tour plus raised the re-
ward for my intellectual property to $1mm.”® The reward
was reported internationally on various newspapers

and Internet postings. Finally, Leslie appeared on MTV,
where he reiterated his $1,000,000 offer by saying, “I got a
million-dollar reward for anybody that can return all my
intellectual property to me.”

In November 2010, the plaintiff, Armin Augstein,
found a bag in Germany containing Leslie’s laptop, hard

drive, and passport, and brought it to the local police, who
returned it to Leslie in New York.> Knowing about the
$1,000,000 reward, Augstein made a demand for payment,
but Leslie refused to honor his promise. Subsequently,
Augstein retained a law firm in New York and brought
suit to enforce the reward. In response to Augstein’s claim,
Leslie stated that the intellectual property, which made
the laptop valuable to him, was not present on the hard
drive when Augstein returned it.5 According to Leslie, he
tried to access the information on the hard drive, but was
unable to do so.” He then sent the hard drive to the manu-
facturer, which allegedly deleted any material on it prior
to issuing a replacement.? For his part, Augstein claimed
that Leslie caused the information on the hard drive to be
erased in the United States, after receiving correspondence
from Augstein asking for the reward.® Eventually, Aug-
stein moved for summary judgment on the issue of the
validity of the offer, reward, and acceptance by Augstein
in returning the laptop, and for sanctions due to Leslie’s
alleged spoliation of evidence on the hard drive.

l. Was the YouTube Reward Video a Valid
Offer?

The crux of Leslie’s argument was that the video was
merely an advertisement, and, as such, could not result in
a binding contract through unilateral action of Augstein.

First, Leslie relied on Leonard v. Pepsico,1° where a
teenager attempted to redeem a Harrier Jet featured in a
television commercial run in the Nineties by Pepsico, the
producer and distributor of soft drinks, which invited cus-
tomers to collect “Pepsi Points” found on its products and
then redeem the points for “Pepsi Stuff” contained in a
catalog.! The Pepsico commercial started with a teenager
on his way to school wearing some Pepsi merchandise,
such as a t-shirt, a leather jacket, and a pair of sunglasses,
with subtitles listing the number of points necessary for
each item, and concluded with the teen boy landing in
a Harrier Jet by the side of the school building with a
final subtitle: “Harrier Fighter 7,000,000 Pepsi Points.”?
After watching that commercial, an enterprising teenager
obtained a Pepsi Points catalog. Despite noticing that the
catalog did not list the military plane, the teenager set out
to raise the money necessary to purchase the 7,000,000
points required to claim the jet; he then submitted an or-
der form with a check to Pepsico, which, in turn, rejected
the claim and returned the check, explaining that the jet
could not be redeemed because it was not included in the
catalog.13
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In Pepsico, the court relied on the general rule that an
advertisement does not constitute an offer, but an invita-
tion to enter into negotiations, or a solicitation for offers.4
As such, an advertisement requires a further manifesta-
tion of assent by the advertising party to become a bind-
ing contract, and an offeree’s willingness to accept the
offer by filling out an order form is not enough. The court
went on to explain that, by contrast, public offers of a
reward for performance of a specific act are a special type
of unilateral offers that become binding upon perfor-
mance, without requiring a reciprocal promise.®

The rationale of Pepsico was derived from the leading
British case of Carlill v. Carbolic Smoke Ball Co.,'® in which
the purchaser and user of a mysterious “smoke ball” rem-
edy against influenza was stricken with that illness. The
purchaser was awarded a £100 reward pursuant to the
company’s advertisement that it would pay such a sum
to any person who contracted influenza after having used
the ball according to the instructions.'” Carbolic Smoke Ball
held that an advertisement may be construed as an offer
for a reward where it seeks to induce performance, rather
than calling for a reciprocal promise.'®

Applying these principles to the statements made
in the YouTube video, the court in Augstein laptop case
distinguished Pepsico explaining that, unlike the Pepsi
commercial, the video was intended to induce perfor-
mance, i.e., the actual return of the stolen laptop, and not
just a promise from someone to deliver, or help him find,
his property.’® Thus, returning the laptop constituted an
acceptance of the reward offer resulting in an enforceable
contract.

Next, Leslie contended that, in any event, the of-
fer was not legitimate because it was conveyed through
YouTube, a social media site generally used to broadcast
advertisements and promotional videos, along with sev-
eral other kinds of videos. The court found this argument
unpersuasive and noted that several courts have held
that an offer was legitimate even if made via television or
the radio.?° In this regard, the court specifically stated:

The forum for conveying the offer is not
determinative, but rather, the question is
whether a reasonable person would have
understood that Leslie made an offer of a
reward.?!

The reasonable person standard was also used in
Pepsico, where the court stated that when evaluating the
Pepsi commercial it “must not consider defendant’s sub-
jective intent in making the commercial, or plaintiff’s sub-
jective view of what the commercial offered, but what an
objective, reasonable person would have understood the
commercial to convey.”?2 Thus, if an offer is “evidently in

jest,” or done without intent to create a legal relationship,
there may not be a valid contract.?® In Pepsico, the court
concluded that the idea of flying to school in a Harrier
Jet represented an “exaggerated adolescent fantasy,” and
could not be understood as a serious offer by any reason-
able person.?*

Conversely, in the laptop case the court implicitly
held that the offer of a $1,000,000 reward by Leslie, a
popular musician, could objectively be construed as a
serious one considering the potential commercial value
of the intellectual property allegedly stored on the hard
drive, despite the fact that it was conveyed through social
media and amplified over the Internet.

II.  Were Sanctions Warranted for Failure to
Preserve the Data?

The court stated that a party seeking imposition of
sanctions for spoliation of evidence must show that: (1)
the party with control over the evidence had an obliga-
tion to preserve it when it was destroyed; (2) the evidence
was destroyed with a culpable state of mind; and (3) the
evidence destroyed was relevant to the party’s claim
or defense.?®> An obligation to preserve evidence arises
when “the party has notice that the evidence is relevant
to litigation or when a party should have known that the
evidence may be relevant to future litigation.””?6 Here,
the court readily found that Leslie was on notice that
information on the hard drive may be relevant to future
litigation because he was contacted by Augstein about the
reward before sending the hard drive to the manufactur-
er.?” He thus had an obligation to preserve that evidence,
which, undoubtedly, was relevant to the reward claim.?8

A more complex question was determining the level
of Leslie’s culpability, and, consequently, the severity of
the sanctions. The court noted that:

The law is not clear in [the Second Cir-
cuit] on what state of mind a party must
have when destroying [the evidence]. In
Reilly v. Natwest Markets Group Inc., we
noted that at times we have required a
party to have intentionally destroyed
evidence; at other times we have required
action in bad faith; and at still other times
we have allowed an adverse inference
based on gross negligence. In light of
this, we concluded a case by case ap-
proach was appropriate.?

The court went on to cite precedent from the Second Cir-
cuit holding that ordinary negligence, and not only gross
negligence or bad faith, may constitute a culpable state
of mind warranting an adverse inference as a sanction,
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based on the rationale that each party should bear the
risk of its own negligence.

Here, several disputed facts emerged at deposition
as to the extent of Leslie’s efforts to retrieve and preserve
the data from the hard drive. Leslie himself stated that
he never talked with his team about hiring an outside
vendor or computer company to attempt to recover the
information, while one of his assistants stated that he
consulted a technician who examined the hard drive and
concluded it could not be repaired.®! That assistant also
stated that he contacted the manufacturer and requested
data retrieval, but was later told the information could
not be recovered.®

However, the manufacturer, subpoenaed by Aug-
stein, produced an employee, and records, indicating that
a request for data recovery was never made by Leslie
or his team.® In light of this contradictory proof, the
court concluded that Leslie was at least negligent in his
handling of the hard drive.3* It further held that Augstein
was entitled to an adverse inference jury instruction, i.e.,
the jury can infer that the intellectual property was pres-
ent on the hard drive when the plaintiff returned it to the
police.®

Augstein v. Leslie was tried at the end of November
2012. At the conclusion of the trial, the jury rendered a
verdict in favor of Augstein in the amount of $1,000,000
for the return of Leslie’s laptop.38 A lesson to be learned
from this case is to be careful about what you say on the
Internet. The old adage “buyer beware” (caveat emptor)
might be expanded to include “beware of the buyer.”

If a client uses social media and makes an extravagant
reward offer, he or she may be bound by it if a reasonable

5. See Augstein v. Leslie, 2012 WL 77880 at *1 (S.D.N.Y. Jan. 10, 2012).
6.  Seeid.

7. See Augstein v. Leslie, 2012 WL 4928914 at *1.

8.  Seeid.

9.  Seeid.

10. 88 F. Supp. 2d 116 (S.D.N.Y. 1999).
11.  Seeid. at 118.

12. Id. at 118-119. The Pepsico commercial is available at: http://www.
youtube.com/watch?v=2ZdackF2H7Qc.

13.  Seeid. at 119-120.
14. Seeid. at 122-123.
15. Seeid. at 125.

16. See id. (citing Carlill v. Carbolic Smoke Ball Co., 1 Q.B. 256 [Court of
Appeal 1892]).

17.  See id. (citing Carlill v. Carbolic Smoke Ball, 1 Q.B. at 256-57).
18.  Seeid. (citing Carlill v. Carbolic Smoke Ball, 1 Q.B. at 262).
19.  See Augstein v. Leslie, 2012 WL 4928914 at *3.

20. Seeid. n.2 (citing Newman v. Shiff, 778 F.2d 460, 466 [8th Cir. 1985];
James v. Turilli, 473 S.W.2d 757, 760 [Mo. Ct. App. 1971)).

21. Id.at*3.
22.  Leonard v. Pepsico, 88 F. Supp. 2d at 127.

23, 1d.

24. 1d.at129.

25.  See Augstein v. Leslie, 2012 WL 4928914 at *3.
26. Id.

27.  Seeid.

28.  Seeid.

29. Id. at *4 (internal citations omitted).

30. Seeid. (citing Residential Funding Corp. v. DeGeorge Fin. Corp., 306
F.3d 99, 108 (2d Cir. 2002); see also Zubulake v. UBS Warburg LLC,
220 FR.D. 212, 220 [S.D.N.Y. 2003] [“Once the duty to preserve
attaches, any destruction of documents is, at a minimum,

person would have deemed the offer to be a real one. negligent]).
In all events, clients should be advised not to worsen a 31 Seeid. at *5.
problematic situation by negligently handling evidence 2 Seeid.
relevant to the claim for a reward; a court may instruct )
. . . 33.  Seeid.
the jury to infer that the prized property was actually )
35.  Seeid.
36.  See Augstein v. Leslie, 2012 WL 7008147 (S.D.N.Y. Dec. 28, 2012).
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Being Prepared When the Cloud Rolls In

By Natalie Sulimani

With each new technological advance comes at least
one new term, if not a whole new language. It seems as
if once you get a handle on one term there is yet another
one to learn—crowdfunding and crowdsourcing, to name
a few. And then there is social media, which should not
be confused with social networks, of course. All of this
in the spirit of and service to technology and innovation.
But none strike more fear in the heart of attorneys lately
than the ubiquitous term, cloud computing. What is the
cause of the shudder you may have just felt run through
the legal profession? Maybe the discomfort comes from
the natural desire in the field of law to control as much of
our client’s situation as possible, and cloud computing is
an environment that we, as attorneys, cannot ultimately
control. It is, by its very nature, in the hands of someone
else. Hopefully, you have found a trusted IT vendor to
manage your part of the Cloud.

But, while with technology, the players and the termi-
nology may change, what does not and will never change
is an attorney’s ethical obligations. We have a duty to
maintain confidences, a duty to remain conflict free in our
representations and, of particular interest to me lately, a
duty to preserve.

The lesson has been taught, and sorely learned, that
files must be backed up. Hard drive failures are, unfor-
tunately, a reality. So, you backup to an external hard
drive, except the unwritten rule of the cyberverse is, hard
drives always fail. Always. Recently, the onslaught of
natural disasters, the latest being Hurricane Sandy on the
East Coast, has taught some lawyers a very harsh lesson.
Redundancy is important. Maintaining files in multiple
locations is a must. How many files were lost due to
flooding or a server going underwater? How many at-
torneys were unable to access their files because of these
or other similar catastrophes? If it was even one, then it
was too many. And worse yet, there is no reason for such
things to happen.

Early in my solo career, | had a breakfast network-
ing meeting with an attorney from a mid-size firm and
the discussion turned to the topic of working from home.
Now, technically, I do not have a virtual law firm, but | do
consider myself mobile as an attorney. | think most of us
do. Technology allows us to do so. Moreover, the amount
of work necessitates that we work remotely. Clients
expect you to be available on their schedule, and worse
yet, clients or opposing counsel may live in a different
time zone. Not everyone exists on Eastern Standard Time.
So, | casually asked, how do you manage your work

from home? The answer was, “I email my files to myself.”
| followed up with, “Okay, to your firm address?” The
response that mentally gave me pause was, “No, personal
email address.” There seemed something wrong about
this, but more on that later.

Opinions regarding maintaining confidentiality are
numerous and frequent and as we move forward, tech-
nologically, the subject keeps returning like a bad penny.
We all know that we need to maintain confidentiality, but
the challenge as we progress may be understanding new
technology so that we are able to use it to be more effi-
cient while at the same time being confident that we are
maintaining client confidentiality.

History and the Ethics Trail to Cloud Computing

If you have attended seminars on cloud computing
then you may know that the first iteration of the Cloud
was voicemail. Answering machines were replaced with
voicemail, which meant that your messages were stored
on a remote server that required you to use a code to
retrieve them. Although this was a shift in where personal
and official information was stored, | cannot remember
anyone wondering whether this would be an issue, con-
fidentiality or otherwise, and kept answering machines
over voicemail and the convenience of listening to mes-
sages anywhere.

The next step in cloud computing came in the form of
third party email providers like Gmail, Yahoo, MSN, Hot-
mail, AOL, etc. These services stored our communications
on remote servers in any number of locations, but most
importantly, all this information resided in the Cloud.
Again, almost everyone is happy to access his or her email
from anywhere without fretting over the fact that all our
words and thoughts are floating out there in the Cloud.

So how do the courts view this use of the Cloud? The
opinion rendered in 1998 in New York State was that a
lawyer may use unencrypted email to transmit confiden-
tial information since it is considered as private as any
other form of communication. Unencrypted means that
from point to point, the email could be intercepted and
read. The reasoning was that “there is a reasonable expec-
tation that e-mail will be as private as other forms of tele-
communication....” However, the attorney must assess
whether there may be a chance that any confidential infor-
mation could be intercepted. For example, if your client
is divorcing his/her spouse, an email that both spouses
share, or even an email to which the non-client spouse has
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access, should not be the method of communication. The
attorney must seek alternate methods of communicating.

Gmail did add an extra twist which other email
service providers quickly copied. As a “service” to you,
email service providers started to scan emails in order to
provide you with relevant ad content. They would scan
keywords in your email and provide relevant advertising.
For instance, if you were discussing shoes in an email, the
email service provider would tailor ads when you were
in the email inbox and you would now be receiving ad-
vertisements for Zappos or any other shoe vendor. After
all, nothing is better than a captured audience.

So, the question now becomes whether a lawyer can
use an email service that scans emails to provide com-
puter generated advertisements. The New York State
Bar Association opined in Opinion 820 (2/8/08 (32-07))
that, yes, it was okay since the emails were scanned by
machine and not by human eyes. If the emails were read
by someone other than sender and recipient, the opinion
would have certainly been different.

And now to the topic at hand, storing client files in
the Cloud. Through services like DropBox, Box.com,
Rackspace, Google Daocs, etc., an attorney can add to
his or her mobility and efficiency by storing client files
online. Although | know there is a lot of debate surround-
ing this practice, | do not see how it is very different from
storing client files offsite in a warehouse. In the cyber-
world, electronic files are held by a third party in a secure
remote server with a guarantee that they will be safe and
only authorized persons will have access. In the brick
and mortar world, paper files are held by a third party in
a warehouse with the same guarantees. Both are equally
secure and equally liable to be broken into by nefarious
agents bent on getting to the diligently hidden confiden-
tial information. Again, the technology might change but
the principles are the same. One should not be more or
less afraid of one method of storage over the other.

A number of state bar associations have been grap-
pling with the issue of cloud computing and the ethical
issues it raises, including North Carolina, Massachusetts,
Oregon, Florida, as well as our esteemed New York State
Bar Association. However, surprisingly to date, only 14 of
the 50 States have opined regarding use of cloud comput-
ing in the legal profession. One would think more would
have joined the fray in giving its lawyers some guidance.

The American Bar Association amended its model
rules last year perhaps as a beacon to other bar associa-
tions, but certainly as a guide for other states.

Model Rule 1.6 holds:

A lawyer shall make reasonable efforts to
prevent the inadvertent or unauthorized
disclosure of, or unauthorized access to,
information relating to the representation
of a client.

Across the board, opinion is cautious about using
cloud computing in the practice of law but there is noth-
ing about it that could be called unethical. The ethical
standard of confidentiality is reasonable efforts to prevent
disclosure. The question, therefore, lies in what is consid-
ered reasonable efforts.

Rule 1.6(a) of the New York Rules of Professional
Conduct states:

A lawyer shall not knowingly reveal con-
fidential information...[and goes on to
say that] [a] lawyer shall exercise reason-
able care to prevent the lawyer’s employ-
ees, associates, and others whose service
is utilized by the lawyer from disclosing
or using confidential information of a
client....

It is safe to assume that Rule 1.6(c) imposes the obli-
gation for lawyers to use reasonable care in choosing their
cloud computing and/or IT vendors, but indeed those
lawyers may take advantage of the Cloud and employ
those who provide and manage those services in good
conscience.

In fact, in September 2010, the New York State Bar
Association issued Ethics Opinion 842 regarding the
question of using an outside storage provider to store cli-
ent information. The question that was asked of the New
York State Bar Association was whether a lawyer can use
an online storage provider to store confidential material
without violating the duty of confidentiality.

So What Exactly Is the Cloud?

To understand what the issue is and why it may pose
a problem, it is best to understand what it means to store
in the Cloud. A Cloud, in its simplest terms, is a third par-
ty server. The server in which the information is stored is
neither on the law firm’s premises nor owned by the law
firm. The law firm’s IT person or department does not
maintain where the database is stored in any way. It is in
the hands of a third party offering a service.

So an internal storage is a closed circuit, meaning
there is a direct line from your desktop to the firm’s serv-
er. Absent hacking, the information is controlled inter-
nally. Once removed from this closed system and stored
in the Cloud, your information may be more vulnerable
because you have now created access points in which oth-
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ers may gain access to that data. To illustrate, data will
now flow out on the Internet and beyond your control

to get to the remote server where it is housed. However,
encrypt the data, and you have limited the exposure. As
stated above, once encrypted it would take a nefarious
and willful mind to be able to read what you are sending
into the Cloud.

Why Should You Move Your Data to the Cloud?

There are many reasons why you would want to
move to the Cloud and many reasons why it is prudent
to move your storage to the Cloud. To begin with, prop-
erly using cloud computing in the storage of client infor-
mation reduces the possibility of human error. Emailing
yourself files, transferring to a thumb drive, storing client
files in offsite warehouses, to name a few, are all steps
that introduce and increase the chance for human error.
Email to your personal email account runs the risk that
your family would access your email at home, thumb
drives get lost, people break into warehouses and natural
disasters happen that can destroy files. Cloud comput-
ing, by contrast, puts your files in the hands of competent
IT professionals who will secure your information and
provide the necessary redundancy so that if a server goes
down, your files will live on and be available when you
need them from another server. Their major, if not sole,
purpose (and the reason you pay them) is to safeguard
your files and ensure that you will always have access to
them when necessary, so they are highly motivated to do
it well and properly.

In December 2010, the FTC issued a report regard-
ing consumer privacy “in an era of rapid change.” While
attorneys may be subject to higher standards in keeping
client confidences, | think this is a good guide in under-
standing the technology and best practices associated
with it.

The FTC report recognized that businesses are
moving to the Cloud because it improves efficiency and
is cost effective. However, the overarching concern is
privacy. The FTC recommended overall guidelines for
technology and consumer data. In particular, there are
four recommendations that businesses should follow:

1. Scope: Define what information is stored;

2. Privacy by Design: Companies should promote
privacy in their organizations;

3. Simplified Choice: Simplify choice so that the
customer is able to choose how information is
collected and used in cases where it is not routine,
such as order fulfillment;

4. Greater Transparency: Companies should be trans-
parent in their data practices.

Using these guidelines, what are best practices for
attorneys?

= Consider what client information you will store in
the cloud.

= Privacy is easy to ensure, attorney-client privilege
should be maintained.

= Determine what information you will share with
your clients. For example, will you share their case
files with them? You can pick and choose what you
share with your clients in the Cloud for greater col-
laboration and reduction of emails going back and
forth with attachments. They can upload their data
in a secure environment and you can share informa-
tion in a secure, password protected environment
where you can ensure that only a specific client or
clients have access.

= Choice and transparency go hand and hand. While
it is the attorney’s best judgment in deciding how
to reasonably protect client information, you should
make your client aware that you are using these
services. Build it into your retainer. If, for any
reason, your client objects, you will know and can
deal with the reasons why right there at the begin-
ning. It may just take a short conversation about the
confidentiality, reliability and ease of the Cloud to
assuage any fears or concerns.

= Finally, have a breach notification policy in place.
This is not just for your corporate clients; any client
whose information is in the Cloud should be noti-
fied of and subject to this policy.

Now that | have you on board with moving your files
to the Cloud, consider that you need to exercise “reason-
able care” in choosing a Cloud provider. Opinion 842
offers some guidance:

1. Ensure that the online storage has an enforceable
obligation to preserve confidentiality and will
notify you of a subpoena;

2. Investigate the online storage’s security mea-
sures, policies, recoverability methods and other
procedures;

3. Ensure that the online storage provider has avail-
able technology to guard against breaches;

4. Investigate storage provider’s ability to wipe data
and transfer data to the attorney should you de-
cide to sever the relationship.
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Read the Terms of Service and, when you can, nego-
tiate with the Cloud vendor. Cloud vendors update their
policies and may be willing to change their practices to
the needs of their (and your) clients. If you have con-
cerns and/or specific needs, contact them, and if they are
unwilling to change their practices, go somewhere else.
Frankly, there are too many online storage providers to
not be discerning when it comes to client data.

While utilizing an online storage provider consider
its encryption practices. Will your data be stored encrypt-
ed? Will you encrypt the data en route to the online stor-
age and who has access while it is being stored? Also, if
the online storage provides access on mobile devices, just
as you would your computer, laptop, tablet and mobile
phone, add security by password protecting the online
storage’s mobile app. After all, just as in the non-cyber
world, a big threat to effective storage is human error.
Therefore, it is of utmost importance that you know how
to remotely wipe the data if your device is lost or stolen.
One aspect of mobile storage to be aware of is that when
you download client data to your mobile device, it may
be downloaded to your SD card unencrypted. Whether
you want this situation is something to consider, and
take steps to avoid it if desired. This aspect is an example
of the importance of understanding how the technology
works, understanding where problems, such as inter-
ception, may occur, and ultimately how to take steps to
avoid them. Education here is key.

In short, the advantages of cloud computing as
outlined in this article make it a perfect complement to
an effective and successful law practice. There is little

difference in the potential ethical issues or any other such
problems that exist in the Cloud and in the brick and mor-
tar world of physical offsite storage of clients’ files. Rather
than running away from this new technology, it would be
better to embrace it by learning more and making wise
decisions that will minimize potential pitfalls down the
road, while at the same time increasing the ease and use-
fulness of client communication and interaction.
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Corporate Counsel Section’s Spring CLE Presentation

Cyber Liability, Data Loss and Privacy Claims—
Preparing, Protecting and Defending

By Tara A. Johnson and Elizabeth C. Hersey

The information in this article is adapted from the Corporate Counsel Section’s Spring CLE presentation, Cyber Liability,
Data Loss and Privacy Claims—Preparing, Protecting and Defending, dated June 11, 2013. This event was organized by
Howard S. Shafer, Esq., Section and Program Chair of the Corporate Counsel Section. Program speakers included:
Rachelle Stern, Esg. (Senior Counsel, Macy’s Inc.), Joshua M. Ladeau (Assistant Vice President, Allied World Insurance
Company), Bruce H. Raymond, Esg. (Partner, Raymond Law Group, LLC), Greg Osinoff, Esq. (Managing Director,
Navigant), Yanai Z. Siegel, Esq. (Counsel, Shafer Glazer LLP), and Bob Bowman (Vice President, Risk Management,
Macy'’s, Inc.). The views expressed by the panelists were their own and did not necessarily represent the views of their

organizations.

Cyber Liability, Data Loss and Privacy Claims

The majority of data breaches are caused by employ-
ee errors or negligence, rather than malicious cyber-attack
or spyware, and most organizations are ill-equipped to
prevent such breaches. Moreover, the average organiza-
tion takes 90 days to detect a data breach before it can
even begin to implement remedial measures. There are
various forms of encryption software that can be installed
on laptops and devices that can produce immediate re-
sults in a cost effective manner. However, organizations
should also be investing in the creation of comprehensive
internal prevention and remediation plans. This can make
it easier to obtain a thorough insurance policy, which will
protect a company against losses relating to first- and
third-party claims.

Preparing for a Data Breach

Bob Bowman, Vice President of Risk Management
for Macy’s Inc., recommends that organizations develop
internal sensors for detecting potential data security
breaches. To do this, an organization should first develop
a common vocabulary regarding the various types of data
it uses, in order to develop a comprehensive plan. The
organization should strive to develop an organizational
understanding of the vocabulary, consistent with the
relevant industry, regulatory, and statutory vocabulary.
Second, the organization must classify its data according
to the agreed upon vocabulary, by categorization (for ex-
ample, customer versus employee data), and according to
statutory and regulatory obligations, and data sensitivity
(from highly sensitive to protected data). Third, the orga-
nization must inventory the data to understand both the
guantity and form of data that is susceptible to breach.
For example, data may be stored in various databases, on
hardware, in physical form, virtually in a cloud, on the
internet or a website, or it may be in transit. Fourth, an

organization should create a data map to understand the

movement of its data both within and without the organi-
zation. And fifth, the organization should determine how
to control its data, through systemic and cultural controls.

In addition to developing internal sensors, Greg
Osinoff recommends conducting information systems
risk assessments to identify vulnerabilities and proce-
dural gaps. This can include hiring outside specialists to
conduct tests, reviewing internal policies and compliance
procedures, conducting physical monitoring, and obtain-
ing a cyber-security readiness assessment report and gap
analysis. While doing this, an organization should docu-
ment every step taken to be used as a defense in case the
organization’s procedures are later called into question.
These auditing procedures should then be followed by
an enforcement component, in the form of an incident
response plan, to be deployed after the discovery of a
data breach. In developing an incident response plan, an
organization should consider where the data is and how
to stop access or use of the data, compile a list of contracts
or obligations that may be implicated, consider possible
effects on business and insurance coverage, and obtain
possible legal representation. An organization should cre-
ate a team of lawyers, compliance, and risk management
professionals to collaborate with on the plan. The goal of
this enforcement component is to have a documented ac-
count of all precautions the organization took, including
comprehensive accessible instructions to employees, who
can easily report potential violations.

Managing a Data Breach

There are several considerations for an organization
faced with a potential data security incident. On average,
such an incident costs approximately $200, and the top
contributors to that amount are loss of customer business,
legal services, and forensic analysis. Larger public compa-
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nies may be more seriously harmed by the negative effect
on their reputations, and companies that are forced to
suspend operations entirely may lose valuable business
during that time period.

Immediately following a data breach, organiza-
tions are often concerned and uncertain about whether
a breach has in fact occurred, what risks are posed, the
scope of the breach, and the extent of the organization’s
obligation to investigate or remedy the situation. The
most important initial determinations are how the breach
occurred, which data sources or physical information are
involved, and who was involved. Organizations should
try to control the scope of the investigation, and deter-
mine the need to notify clients, employees, or business
partners.

According to Osinoff, an organization’s key re-
sponses to a data breach should include quarantining
the environment, preserving electronic and physical evi-
dence, interviewing key personnel, performing forensic
analysis to determine the root cause, evaluating access to
data sources and physical information, and remediation.
Other common incident-related tasks that companies
deploy following a breach include consultation or inter-
pretation services, forensic imaging and preservation,
forensic analysis, network or application data collection,
documentation or report writing, and other out-of-pocket
expenses.

Bob Bowman recommends that organizations have
in place an organizational compliance plan, an electronic
code of conduct, and an event management process
consisting of a defined decision tree or process map.

The first component of the event management process is
reporting, which should facilitate and encourage com-
munication among employees immediately following a
potential breach. A second component is event intake,
which allows an organization to identify the symptoms
of the breach, including the date of occurrence, the area
affected, and a summary of the event. Following intake,
an organization should conduct analysis and triage of the
event, to determine the scope and extent of the breach,
and any additional mitigation factors. After analyzing
the breach, an organization can begin to respond to it by
deploying an incident response plan, which should be in
place before the breach. Following resolution of a breach,
an organization should review its processes to improve
upon them as a guide for future potential breaches.
Bowman stresses that throughout the event management
process, an organization should encourage communica-
tion—both internally among staff members, and exter-
nally with vendors or customers, where appropriate.

Legal and Insurance Considerations

In the United States, data protection has become in-
creasingly regulated, yet as of May 2013, there is no com-
prehensive federal legislation. There are at least 19 federal
laws related to privacy protection, and there are approxi-
mately 46 distinct state security breach laws. In addition,
the Securities and Exchange Commission currently has
a recommendation that publicly traded companies must
disclose significant data breaches. By contrast, other
countries have national privacy law standards, which
may be useful in predicting the future content of U.S.
data laws. In addition, the United States is behind several
other countries in developing and using technologies, and
therefore also behind in the litigation and resolution of
disputes relating to data breaches. Bruce Raymond notes
that because the Massachusetts privacy statute (940 CMR
27.00) is currently the most rigorous one in the country,
organizations may seek to comply with its requirements
in order to protect themselves. Moreover, there is a dis-
tinction between corporate information and personal in-
formation: personal information is treated as a consumer
protection issue, and is therefore subject to more regula-
tion and oversight as compared to corporate information.

The proposed legal standard for data loss is typically
strict liability, with the requirement that a duty to protect
exists. However, it is currently unclear whether there ex-
ists a private cause of action. If an organization has no
evidence of planning or contingency for data breach, neg-
ligence is implied, or there may be an adverse inference
spoliation charge. It is therefore imperative that organi-
zations document all of their preparation and planning
activities.

There are multiple issues that may arise in litigation
defending against privacy breach and data loss claims.
The first issue that arises for counsel is to understand the
nature of the breach and the resulting potential crimi-
nal liability. Second, during litigation an organization
has multiple reporting obligations to take into account.
Therefore, counsel should consider the possibility that an
organization be required not to report a breach, or delay
reporting, which is seen in some criminal and human re-
sources contexts.

A third issue that commonly arises in litigation relates
to insurance, including when coverage applies and what
triggers the outside counsel defense obligation. Counsel
should distinguish between first party claims and third
party claims. When resolving third party claims specifical-
ly, an organization must seek to contain potential losses,
evaluate and develop protective third-party contract lan-
guage, consider spoliation and preservation issues, and
retain knowledgeable expert witnesses. This process can
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be facilitated by obtaining, prior to a data breach, a favor-
able insurance policy. Josh Ladeau notes that underwrit-
ers are particularly looking for prevention and mitigation
as a part of an organization’s culture, evidenced by the
procedures described above, called “defense in depth.”
By adopting a “defense in depth” culture, an organiza-
tion can obtain broader insurance coverage with lower
premiums. Ladeau also recommends that organizations
fully utilize the resources offered by insurance compa-
nies, including not only money, but also templates for
policies, documents, consultation time, access to vendors,
white papers, and other relevant information.

Finally, document productions during litigation may
lead to potential breaches within themselves because
some databases hold data indefinitely and are not subject
to any data destruction policy. Therefore, organizations
and counsel should implement procedures to safeguard
data throughout the litigation process.

Although there is little uniform statutory guidance
relating to data protection, organizations can begin to
prepare themselves for potential breaches in several
ways. By developing a culture of prevention, communi-
cation, and compliance, organizations can be prepared to
detect breaches quickly. In addition, having internal sen-
sors, conducting information systems risk assessments,
and implementing an event management process prior
to a breach can accelerate response time and allow com-
panies to mitigate losses effectively. Organizations can
build on these internal efforts by obtaining a favorable
insurance policy, which may help streamline any result-
ing litigation.

Tara A. Johnson and Elizabeth C. Hersey are stu-
dents at Brooklyn Law School and summer interns at
Shafer Glazer, LLP.
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The “Reasonable” Perils of Data Security Law

By Yanai Z. Siegel

NEGLIGENCE. “The omission to do something
which a reasonable man, guided by those ordinary
considerations which ordinarily regulate human affairs,
would do, or the doing of something which a reasonable
and prudent man would not do.”?

“When we think about data breaches, we often worry about
malicious minded computer hackers exploiting software flaws,
or perhaps Internet criminals seeking to enrich themselves at
our expense. But the truth is that errors and negligence within
the workplace are a significant cause of data breaches that com-
promise sensitive personal information.””?

According to a recent privacy institute study by the
Ponemon Institute, only 8% of the surveyed data breach
incidents were due to external cyber attack, while 22%
could be attributed in part to malicious employees or
other insiders. Loss of laptops or other mobile devices
containing sensitive data topped the survey, while mis-
handling of data “at rest” or “in motion” were also major
contributors.® A later study showed that 39% of surveyed
organizations identified negligence as the root cause of
their data breaches, while 37% were attributed to mali-
cious or criminal attack.*

Negligent document disposal is a clear source of
preventable negligence. On December 7, 2012, at least
eight garbage bags were left unattended on a dirt road in
Hudson, Florida, containing credit applications to Rock
Bottom Auto Sales, with names, driver’s license informa-
tion, and Social Security numbers. Three days later, in
Pittsburgh, Pennsylvania, job placement documents were
found in a dumpster from the West Pittsburgh Partner-
ship, all containing names and SSNs.® For that matter,
the Internal Revenue Service in 2008 was found to have
disposed of taxpayer documents in regular waste con-
tainers and dumpsters, and that a follow-up investigation
revealed that IRS officials failed to consistently verify
whether contract employees who have access to taxpayer
documents had passed background checks.®

Convincing users to back up their laptops has been
difficult enough in practice; getting them to encrypt
them voluntarily is much more daunting a task. A 2010
Ponemon Institute study, admittedly biased towards
large corporations, concluded that of those surveyed
typically 46% of the laptops held confidential data, while
only 30% had their contents encrypted. A startlingly
low 29% of the laptops had backup/imaging software
installed, which implies that more than two-thirds of all
laptops if lost or stolen would leave no backup of work in
progress.’

Even though more devices are coming to market with
built-in encryption capabilities, these features may simply
be left switched off by their users despite the fact that lost
laptops, tablets, smartphones, U.S.B “thumb” drives and
other portable devices with unencrypted contents contin-
ue to provide a wealth of information to identity thieves.

On March 22, 2013, a laptop used by clinicians at the
University of Mississippi Medical Center was discovered
to be missing. It contained patient names, Social Secu-
rity numbers, addresses, diagnoses, birthdates and other
personal information, protected only by a password.2 On
January 8, 2013, an unencrypted flash drive was stolen
from a Hephzibah, Georgia middle school teacher’s car,
containing student SSNs and other information.® TD Bank
had two unencrypted backup tapes with customers’ and
their dependents’ names, SSNs, addresses, account, credit
and debit card numbers go missing while being transport-
ed between two TD Bank offices in March 2012, but public
notice was not made until March 4, 2013.10

An examination of reported data security incidents
with potential or actual data privacy breaches reveals that
the scope of what is deemed “reasonable” ranges from
ordinary care in the disposal of documents containing
personally identifiable information (“P11””) and personal
health information (“PHI”), to sophisticated data encryp-
tion, access authentication and other highly technical data
security practices “reasonably prudent” persons, compa-
nies and governmental agencies are now expected to em-
ploy to protect the personal data that they have collected.

On October 10, 2012, the South Carolina Department
of Revenue was informed of a potential cyber attack
involving the personal information of taxpayers.* The
origin of the attack was traced to a state Department of
Revenue employee who clicked on an embedded link in
a “salacious” email and compromised his computer.12
The subsequent investigation revealed that “outdated
computers and security flaws at the state’s Department of
Revenue allowed international hackers to steal 3.8 mil-
lion tax records,” according to Governor Nikki R. Haley.
Apparently South Carolina did not encrypt Social Security
numbers, and once the outer perimeter security was com-
promised the hackers were able to log in as tax officials
and read the data.

Users of online services will routinely provide per-
sonal information as a matter of course to shop or obtain
other services, all of which gets recorded and tracked.
Data privacy laws are intended to promote and enforce a
number of fair information practices to give individuals
the ability to find out what personal information is being
kept and by whom, opportunities to correct or remove
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such information, assurances that reasonable measures
will be undertaken to protect such information from
disclosure and to properly dispose of such information
when appropriate, and may include remedial measures
to be undertaken in the event of a data breach.

In the United States, there is no single comprehen-
sive statute for data privacy laws.'* Instead, a number of
sector-specific federal laws have been enacted to address
the particular sensitivity of information generally record-
ed by companies in that market sector, and forty six states
have enacted data breach notification statutes. If there is a
data breach, you may be liable under state law to pro-
vide notice to those affected.’® In some jurisdictions, you
may be required to provide notice to all consumer credit
reporting agencies as well.18

The financial exposure to a data breach by a company
may be insurable to some degree using various forms of
“cyber liability” insurance, which expand and supple-
ment many forms of more standard insurance cover-
ages underwritten today. Premiums for such policies,
however, are dependent upon the extent of data security
practices implemented.

Conducting a data security risk assessment before
encountering a data breach should identify measures that
can be taken at the corporate level to provide additional
protection not only to sensitive data, but also mitigate the
consequences of a security incident where company data
is disclosed, lost or stolen. Encrypted data in many cases
may not be considered “exposed” for purposes of man-
dated notice to affected individuals.

In the event of a data security incident, consider
obtaining a data forensic team to not only identify the
source and extent of the breach, but to preserve evidence
in the event that a potential prosecution may be possible.
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Alternative Dispute Resolution (ADR) Law—Why Tech
Lawyers Should Care, and What They Should Do About It

By David J. Abeshouse

Unfortunately, most clients—as well as their law-
yers—do not know enough about Alternative Dispute
Resolution (ADR—principally arbitration and mediation)
to serve themselves and/or their clients well, and too
much of what they believe they know is based at least in
part on myth and historical misconception. Recent formal
and informal surveys reflect that many corporate coun-
sel are less inclined to employ hardball litigation at least
initially, and tend to favor using mediation to manage
conflict. Many corporations and law firms have signed
the CPR Institute’s 21st Century ADR Pledge, committing
to resolve disputes through ADR processes when appro-
priate.> And arbitration—while controversial for some—
can be highly beneficial and preferable to litigation, if
initiated and managed properly. So it seems appropriate
to address some of the principal benefits (and detriments)
of using ADR in technology and similar business dis-
putes, comparing and contrasting it with court litigation,
so clients and counsel will have the tools to decide when
it likely will be better for them to be in court, arbitration,
or mediation, and how best to implement the decision.

ADR Is a Creature of Contract

It all starts with the contract. Better customized
contractual dispute resolution clauses lead to better ADR
proceedings. Succinctly put: Bad clause, bad process,
unhappy client, unhappy lawyer; good clause, good
process, happier party, happier counsel. Business trans-
actional counsel and their clients need to focus more and
better attention on this seminal issue, because if they give
it short shrift, it can and likely will return to “bite” them
when a dispute arises.

The honeymoon phase of a business relationship—
when the parties are amicably getting together contractu-
ally—is precisely the best time to arrange for a business
“prenup” in the form of a well-crafted ADR clause in the
initial business agreement among the parties, whether
an internal document such as a corporate shareholders
agreement or LLC operating agreement, or an external
agreement between companies entering into a joint ven-
ture, vendor-vendee relationship, or other arrangement.
ADR is not one-size-fits-all; rather, strategic customiza-
tion, based on dispute resolution experience of counsel
targeted to the specific contractual relationship at hand,
carries the day. “Clause-building” software available
online may afford a starting point; actual expertise of

counsel makes the difference between a deficient and an
appropriate clause.

Unfortunately, it is clear, based on extensive review
of many hundreds of executed business agreements, that
most contract-drafting lawyers squander that opportunity
either by not knowing when to include a dispute resolu-
tion clause providing for arbitration and/or mediation
instead of court resolution of disputes, or by using an old,
tired, “standard” dispute resolution clause (a/k/a the
“sub-standard clause”), which in its two-or-three-sentence
simplicity does nothing to assist the parties achieve the
fast, fair, expert, economical, private, customized resolu-
tion of their business dispute for which ADR is suited.

Defining What We Are Talking About—
Contrasting Processes

The state and federal courts generally favor arbitra-
tion, as reflected in numerous decisions, including at the
United States Supreme Court level, upholding broad
interpretations of arbitrability of disputes and encompass-
ing substantial deference—under the applicable federal
(e.g., Federal Arbitration Act) and state (e.g., NY CPLR
Article 75) statutory standards—in sustaining arbitral
awards. As an added bonus: The better the private ADR
systems work, the better it will be for the courts, because
the cases resolved through arbitration and mediation
will be off the court dockets, allowing the court systems
to do a better job when less burdened with an excessive
caseload.

Arbitration:

— is essentially a streamlined version of litigation, cul-
minating in an evidentiary hearing (trial) before a
panel of one or three arbitrators (typically neutral),
who will render an award that is enforceable as a
court judgment

— employs a flexible selection process encompass-
ing neutrality, allowing for parties and counsel to
choose from a list of arbitrators provided by the
forum or independently, and to delineate qualifica-
tions of the neutral arbitrator(s)

— is flexible in many other respects, as it is governed
by the parties’ contract which can be customized
in advance according to the needs of the particular
situation
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— generally is private and may be rendered confi-
dential by agreement (unlike public record court
actions)

results in a binding award akin to a court judgment

offers “finality” in that it is difficult to vacate (ap-
peal) an arbitral award—;judicial review usually is
limited to serious defects in the process, predicated
on statutory standards, rather than on the nature of
the resulting award

provides subject matter expertise of the neutral
hearing the case, in contrast to many judges who
are “generalists” or expert in other areas, and juries
that are unpredictable at best

usually strips away many of the unnecessary yet
time- and money-consuming elements of litigation
such as exhaustive discovery and endless motion
practice, yielding considerable savings of time and
expense, as statistically demonstrated by indepen-
dent studies (cost savings naturally are greater
when a sole arbitrator is used, rather than a panel
of three)

does not set legal precedent, which may benefit
some parties but not others

hearings are scheduled at times and places con-
venient to the parties and counsel rather than at
courthouses and based on the judge’s schedule;
moreover, whereas trial days in court are short and
often interrupted, arbitration evidentiary hearings
are more efficient, often yielding more than double
or even triple the actual number of hours of hear-
ing per day, resulting in shorter proceedings

is managed actively by the arbitrator and, if a
forum (such as the American Arbitration Associa-
tion [AAA], JAMS, NAM, and the like) is involved,
then also by a case administrator, to keep the pro-
cess on track?

often is preferable for situations involving interna-
tional parties, as arbitration usually is more effec-
tive than litigation in any country for obtaining an
enforceable judgment, and also may be perceived
by one or more parties as more fair than the courts
of a particular foreign nation.

Mediation:

— is a settlement negotiation facilitated by a neutral
whose presence and activity changes the settle-
ment dynamic, and assists the parties through a
variety of techniques to achieve a more effective,
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efficient, rapid, beneficial, and permanent settle-
ment of the dispute

lets parties and counsel select the mediator, inde-
pendently or through a forum

is not binding unless and until the parties sign a
written settlement agreement, so the parties control
the resolution of the dispute

allows parties and counsel to manage outcomes; the
mediator does not force a decision on the parties

usually is undertaken with the assistance of coun-
sel, but may encompass elements where counsel
steps back, if counsel and party consent

empowers the parties to meet collectively or
separately in caucus with the mediator, to suit the
situation

permits creative solutions that a judge or arbitrator
could not create

avoids adverse determinations that a judge or arbi-
trator might have to impose

is flexible in style, ranging from transformative to
facilitative to evaluative

is private and typically confidential (and mediators
enjoy general immunity from subpoena if there is a
subsequent court or arbitral proceeding)

focuses on the parties’ interests rather than merely
on their positions

affords parties the opportunity to be heard (and
even “vent”), unrestricted by the rules of evidence
that apply in court

fosters and facilitates communication, identification
of issues, and generation of options for settlement

allows for all parties to benefit rather than having
winners and losers

permits the parties to improve communication and
preserve relationships, even to the point of enabling
them to work together in future

provides considerable savings of time expenditure
both in overall hours, and duration from start to
conclusion

is highly cost-effective, as it takes relatively little
time

is extremely successful, with approximately 85% of
mediated business and technology cases resulting
in settlement agreements
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— encourages parties’ compliance because they retain
considerable control over the process and result

— capitalizes on the experience and creativity of the
mediator, who may help the parties to reach cre-
ative solutions that they might not have achieved
otherwise

— may be used before or instead of litigation or
arbitration; or may occur during the course of a
litigated or arbitrated matter

— often is less stressful for the parties than a court
trial or arbitral evidentiary hearing

— is appropriate for both simple and complex
matters.

The “DR Continuum” graphically reflects the princi-
pal categorical distinctions among four main categories
of dispute resolution: negotiation, mediation, arbitration,
and court litigation:

experienced practitioners. It is more prone to occur
with a three-arbitrator panel, but even then, is far
less likely to become protracted than had it been

in court. Second, arbitration requires payment of
the arbitrator’s fees, often up-front; however, this
relatively modest add-on (the arbitrator expends a
small fraction of the time on a case relative to coun-
sel in the case) is far outweighed by the substantial
reduction in overall costs because the timespan of
the case in arbitration is considerably shorter than
in court, costly segments of the proceedings—such
as discovery and motion practice—are eliminated
or reduced, and the matter proceeds more efficient-
ly through hearing than would a similar matter
consigned to court.

Some believe that arbitrators merely “split the baby”
and do not focus on the merits. Closer consideration
reveals that this simply cannot be accurate in any

Dispute Resolution Continuum

More control by parties

More informal process

Cm e e e
Consensual: Parties Decide Outcome
i
i
Negotiation Mediation
(parties/counsel) (adds mediator)
Cm e e e

More private process
Lower cost of procedures overall

Less assistance/intervention of others

Myths and Misconceptions About ADR

Misunderstandings about ADR persist, notwith-
standing substantial evidence to the contrary; a few
examples follow.

— Some believe that arbitration is more expensive than
court. This assumption results from several sourc-
es. First, occasionally an arbitration proceeding
indeed may become protracted and expensive, but
this is statistically rare, both based on indepen-
dent studies as well as empirical observation of

Less control by parties

More formal process

__________________________________________ >
Adversarial: Neutral Decides Outcome
i
i
Arbitration Litigation
(adds arbitrator) (adds judge)
___________________________________________ >

More public process (less privacy)
Higher cost of procedures overall

More assistance/intervention of others

respect. Arbitration arose and proliferated precisely
because it was intended to address many of the
perceived defects in the court system; if arbitration
merely resulted in a midpoint compromise ruling
in any appreciable percentage of cases, there would
be no reason for anyone to use arbitration. To the
contrary, independent studies demonstrate that
there actually is a statistical dearth of arbitration
awards falling within the 40 to 60% range of mon-
etary claims—the opposite of splitting the baby. The
myth likely results in part from people—including
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lawyers—confusing arbitration and mediation.
Compromise is an element of the latter; modern
arbitrator training incorporates many techniques
for avoiding the natural human tendency to find
middle ground.

Some believe that mediators are not necessary. Parties
and their counsel may think that they have the
tools to reach resolution on their own, but that of-
ten is not the case. Indeed, were that so, they might
not have become embroiled in the dispute in the
first place. Moreover, the presence of a neutral fa-
vorably alters the settlement dynamic in ways that
some have described as “magical,” as parties and
counsel tend to behave more collaboratively when
a mediator is involved. Mediators can dig into
matters and ascertain what really underlies the dis-
pute, as it often is not what it superficially appears
to be about, and can find out what it will take to
satisfy all parties and let them get back to business.
Not only does the mediator use techniques geared
to enhance likelihood of resolution (including the
potentially game-changing opportunity for cau-
cusing, which is not possible absent a mediator),
but the mediator’s experience in prior cases and
his or her creativity in the realm of crafting settle-
ments makes that eventuality far more likely than
it would be absent the neutral facilitator.

Some believe that arbitrators are arbitrary. Arbitrator
gualification and training are quite rigorous and
continuing, and the scope of the arbitrator’s au-
thority over a given matter is predetermined by the
arbitration clause and the rules it invokes. Indeed,
one of the limited grounds for judicial vacatur of
an arbitrator’s award is if an arbitrator is found
to have exceeded the scope of arbitral authority
under the contract. Because very few arbitration
awards are the subject of motions to vacate, and
very few of those motions are granted, this obvi-
ously does not happen regularly, thus underscor-
ing the concrete nature of arbitral awards. For
particularly complex or high-dollar disputes, the
parties can provide for a three-arbitrator panel as
an additional safeguard.

Some outside counsel fear diminished legal fees. These
lawyers may be short-sighted. Clients who have
been through ADR proceedings generally are more
satisfied with and refer more business to their ADR
lawyer than do those who go through court litiga-
tion, all else being equal. They understand that
their ADR lawyer is united in interest with them to
a greater degree than in litigation representation. It
is preferable from a practice management perspec-
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tive for outside counsel to have multiple efficient
ADR matters on the docket rather than one large
litigation: The lawyer is more in control of schedul-
ing, better able to deliver what has been promised
to clients, and is not left wondering where the next
case will come from once the large litigation ends.

When Might One Prefer Court Over ADR? Some
Examples:

— The more moneyed party, if willing to expend the
time and resources, may be able to use the less
streamlined court system to its advantage, applying
that leverage to “bury” its less solvent adversary.

— The party wishing to delay the initial result (judg-
ment or award) and the ultimate result (on ap-
peal) will achieve that aim better in court than in
arbitration.

— The party wanting to create judicial precedent and a
public record only can do so in court (some “repeat
players” may prefer creating precedent, whereas
others may abhor it).

— The party expecting to be able to prevail in the
case on an early motion may prefer court because
arbitral panels tend to be less prone to summary
adjudication than are the courts.

— The party anticipating the need for a temporary
restraining order (TRO) and preliminary injunctive
relief (PIR) likely will be more secure obtaining the
TRO and PIR from a court rather than an arbitration
tribunal, for purposes of enforcement; however,
as a general rule, parties to an arbitration clause
retain the right to seek immediate injunctions such
as a TRO and/or PIR in court to maintain the status
quo pending adjudication by the arbitration panel.
In this context, the two forums peacefully co-exist.
A similar situation exists for enforcing certain
subpoenas.

— ADR is less appropriate when you need to ensure
the ability to conduct significant and far-reaching
discovery.

— ADR may be disadvantageous when one “inherits”
a poorly conceived and/or poorly drafted contrac-
tual dispute resolution clause; the parties may be
bound to governing language that may be ambigu-
ous, logistically impractical, difficult to enforce, or
otherwise problematic, or ironically may have to
litigate over the interpretation of the clause (the bet-
ter route is to try to renegotiate the clause—after the
fact—for the greater good of all parties).
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Application of ADR to Technology Cases—
Selected Issues

Cases involving technology (e.g., intellectual proper-
ty [IP] including copyright, trademark, and patent; licens-
ing and Software as a Service [SaaS] agreements; trade
secrets; NDAs; R&D agreements; computer and Internet
law; and similar matters) that otherwise would reside in
federal or state court may be handled in a variety of ADR
forums or privately.

When parties litigate technology matters in federal
or state court, the statutory procedural rules (e.g., FRCP,
FRE, FRAP, CPLR) are set; but when they decide to
arbitrate, they have a menu of prospective forums—and
even sets of rules within forums—from which to choose,
and even these rules can be contractually modified by the
parties, in advance. For example, within the AAA alone,
at least five sets of rules and procedures are available
for technology disputes: (i) The Commercial Arbitration
Rules and Mediation Procedures; (ii) The Large Complex
Commercial Disputes Procedures; (iii) The Supplementa-
ry Procedures for International Commercial Arbitration;
(iv) The Supplementary Rules for the Resolution of Patent
Disputes; and (v) The International Dispute Resolution
Procedures. They are distinct yet complementary, and
may be used singly or together, as the contract prescribes.
The patent rules, for example, automatically apply to pat-
ent cases (unless the parties have opted out); ensure the
expertise of the neutral; in contrast to the parsimonious
international rules, grant considerable discretion to the
arbitrator regarding the nature and extent of discovery;
and provide expressly for the availability of temporary
and preliminary injunctive relief to maintain the status
quo during the pendency of the matter (again, resort to
court for injunctive relief often may be more efficacious).
Not surprisingly, familiarity with the various ADR rules
when in arbitration or mediation is as essential as know-
ing the FRCP or CPLR when in court.

After the United States Supreme Court decided eBay
Inc. v. MercExchange, L.L.C.,2 judicial injunctive relief has
been less available in patent infringement cases. It may be
more readily obtained, however, in some arbitral forums.
This can play a critical role in facilitating resolution of
patent disputes. Because patent adversaries often are
strangers with whom there is no preexisting contractual
relationship, mutual submission to arbitration would
have to be negotiated. Incentive exists, as it may be bet-
ter for both sides than federal litigation (which often
also encompasses a judicially mandated “mediation”
phase, or a process nominally resembling mediation).
The extensive discovery often conducted in patent cases
is largely unnecessary; the subject invention itself can be
analyzed without examining the minutiae of every e-mail

and memorandum. Infringement and validity are not
necessarily discovery-intensive issues, and the extent of
discovery relating to damages will vary from case to case.
Patent cases indeed can be arbitrated. Patent litigators
would need to break out of the court litigation mindset
to consider the potential advantages of arbitration, and
would need to become conversant in ADR processes,
but this might prove beneficial to their clients, and hence
themselves, in the medium-run, if not immediately. Cor-
porate in-house counsel can influence outside counsel to
encourage steps in this direction.

Federal and state judges—with some exceptions—
generally are not technology experts, and only a handful
of jurisdictions have technology-oriented courts. The
specialized panels of several national and international
arbitral forums stand in stark contrast, with entire panels
of technology law, science, and business experts as neu-
trals. This disparity contributes to technology cases often
languishing in court (while outside advisors may be used
to review the parties’ submissions) whereas these cases
can receive more expeditious treatment via ADR.

ADR also can be useful in adjudicating claims of theft
of confidential information, where breach of an NDA is
asserted. The extent of use of confidential information
often is unclear; this provides ideal fodder for counsel
and parties to have an open and frank discussion about
the evidence, in the context of a confidential mediation.
The presence of the mediator changes the settlement dy-
namic, and helps both sides gain perspective and fashion
creative resolution of the dispute. With earlier resolution,
there remains more of the “pie” with which to work, as
resources have not been squandered on unnecessary legal
fees. Similarly, trademark cases can be mediated—parties
can work out whether existing inventory can be sold off,
whether a disclaimer is sufficient, who retains the web-
site, and whether a limited license can be created (e.g., a
co-existence agreement or consent to use agreement).

International ADR Technology Cases

Many technology cases are international in scope. Be-
cause national court systems are diverse, ADR provides
an appropriate means for resolving cross-border claims.
The Arbitration and Mediation Center of WIPO—the
World Intellectual Property Organization—offers ADR
options for resolution of international commercial dis-
putes between private parties.* The International Cham-
ber of Commerce (ICC) likewise provides ADR services
for a wide range of international business disputes,
including technology cases.® And the International Centre
for Dispute Resolution (ICDR), a division of the AAA,
similarly handles international technology matters.’ The
ICDR often applies the United Nations Commission on
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International Trade Law (UNCITRAL) rules. The ICDR
also was selected by the Internet Corporation for As-
signed Names and Numbers (ICANN) as the dispute
resolution provider for two programs relating to domain
names.

A recent international survey on dispute resolu-
tion in technology transactions conducted by the WIPO
revealed several interesting trends:

— Survey respondents were asked to estimate what
percentage of the technology-related agreements
led to disputes, among NDAs, R&D agreements,
licenses, settlement agreements, M&A agreements
and assignments. Among technology-related
agreements, licenses most frequently give rise to
disputes (25% of survey respondents), R&D agree-
ments rank second (18% of respondents), followed
by NDAs (16%), settlement agreements (15%), as-
signments (13%), and M&A agreements (13%).

— 94% of survey respondents indicated that negotiat-
ing dispute resolution clauses forms part of their
contract negotiations.

— Court litigation was the most common stand-
alone dispute resolution clause (32%), followed by
(expedited) arbitration (30%) and mediation (12%).
Mediation is also included where parties use
multi-tier clauses (17% of all clauses) prior to court
litigation, arbitration, or expert determination.

— Survey respondents generally perceived an in-
creasing trend toward out-of-court dispute resolu-
tion mechanisms.

— Cost and time are the principal considerations for
survey respondents when negotiating dispute reso-
lution clauses, both in domestic and international
agreements.

— For international agreements, survey respondents
placed a higher value on enforceability and forum
neutrality than they did for domestic transactions.

— Enforceability also ranked as a motivating factor
among survey respondents using court litigation
and arbitration clauses. Finding a business solution
was an important factor for respondents choosing
mediation.’

Some forums have specialized panels relating to
technology; for example, CPR’s roster includes:

= Technology/1P—This panel is composed of neu-
trals with experience in all aspects of scientific and
technological disputes. Most have backgrounds in
patent and other intellectual property disputes.

= Trademark—This panel includes practitioners who
are highly experienced in resolving trademark,
copyright, unfair competition, design patent, and
trade dress disputes between corporations.®

Focus on the Contractual Clause

Armed with basic knowledge about the ADR alterna-
tives, the contract-drafter has a better idea about what
might be best to incorporate into the dispute resolution
clause, including, depending on the situation:

— whether the clause will be of “broad” all-encom-
passing scope or limited in some fashion (note:
broad-form clauses limit the need to resort to court
for interpretation)

— whether the clause will specify only mediation
(allowing the case to go to court if not settled) or
med-arb (allowing the case to go to arbitration,
preferably before a different neutral, if not settled
through mediation by a certain milestone) or only
arbitration (rendering pre-arbitration mediation
less likely, and precluding court litigation except in
limited circumstances)

— which forum (e.g., AAA, ICDR, JAMS, NAM, CPR,
ICC, or an independent) to invoke, and in some
circumstances whether to include a back-up forum

— which set of rules should govern (e.g., Commercial
Rules)

— whether one or three arbitrators will constitute the
panel (and whether all will be neutral), and wheth-
er the number of arbitrators will differ depending
on the size or complexity of the case

— setting the locale or venue of the proceeding, and
governing state or federal law

— provision that any arbitration award rendered may
be entered as a judgment and enforced through
courts having jurisdiction

— setting any limitations on the types or amount of
damages that may be awarded

— specifying the language in which the proceeding
will be conducted

— whether the arbitrator(s) will have jurisdiction to
rule on challenges to the validity of the arbitration
agreement

— any experience or credentialing requirements of the
neutral mediator or arbitrator(s) (e.g., for a three-
arbitrator panel, the clause could specify that the
panel will consist of one lawyer with at least 15
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years of IP law experience; one CPA with technol-
ogy valuation experience and credentialing; and
one industry expert focusing on the particular IP
niche at issue)

— requiring basic scheduling availability commit-
ments of prospective arbitration panelists, in an
effort to promote expeditious proceedings

— any exceptions from the set of governing rules
(such as differing discovery guidelines or specific
mandates for the timing of the proceedings, taking
care not to turn the proceeding into the equivalent
of court litigation)

— any optional rules (e.g., emergency measures of
protection) to be invoked

— any additional confidentiality provisions desired

— the repercussions of a party’s failure to pay its
required share of deposits for arbitrator compensa-
tion and/or forum administrative charges

— use of “baseball arbitration” (used for MLB salary
determinations)

— permission for exercise of discretion by the arbitra-
tor in determining the extent of discovery and pre-
hearing motion practice, and whether there will be
a single expert rather than one for each side

— whether the arbitrator has discretion to award at-
torneys’ fees to the prevailing party

— allowing low-dollar claims to be heard in small
claims court

— a severability provision to maintain any provisions
not ruled invalid

— excluding judicial review (but perhaps allowing
arbitral review through the forum)

— whether the award should be in bare/standard
form, or a reasoned opinion

— and a nearly unlimited variety of other prospective
provisions suited to the particular situation.

A contractual ADR clause should: be clear and un-
equivocal, be strategically designed to maximize advan-
tage to the client and/or all parties in as many respects as
possible, include all essential elements, refrain from over-
specificity that might make it impossible to fulfill, avoid
converting the proceeding into the non-court equivalent
of litigation (if the parties want litigation, they should go
to court), and be equitable and enforceable.

With a bit of advance strategic thought, business
owners and their counsel can include a dispute resolu-

tion clause tailored to their particular circumstances.
Opposing counsel often accedes to the proffered terms,
unaware of the alternatives. Unfortunately, in practice,

all too often negotiating dispute resolution clauses is

an afterthought, if it is considered at all. Parties tend to
negotiate them minimally after the rest of the contract has
been negotiated, ignoring that a dispute resolution clause
becomes a key provision when a dispute later arises.

Conclusion

Business owners and their counsel need to know
more about ADR, to protect themselves against the vaga-
ries inherent when inadvertently defaulting to court liti-
gation. Rather, a dispute resolution clause is an essential
element of any business agreement, as it can be uniquely
customized to enhance the likelihood of appropriate reso-
lution of any dispute that might arise out of that agree-
ment. To do so, counsel must have substantial dispute
resolution experience or obtain guidance from one who
does, and apply that knowledge to the circumstances
at hand. This is particularly essential in any technology
agreement, where a dispute about the subject matter
might otherwise result in bet-the-company litigation.
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The Duty to Preserve and the Risks of Spoliation—
How Organizations Can Preemptively Limit the

Costs of Electronic Discovery

By Jamie Weissglass and Rossana Parrotta

l. Introduction

The best defense against spoliation sanctions is
preserving evidence. However, in the era of Big Data,
organizations often face a Goldilocks dilemma: preserve
too much electronically stored information (ESI) and
discovery becomes unwieldy and expensive; preserve too
little and face sanctions, which can range from shifting
the costs of discovery to adverse inference instructions to
dismissal.! Moreover, the more data an organization has,
the more difficult it is to find needed information; delays
in response can lead to noncompliance with court and
government agency rules and result in penalties. Conse-
guently, saving everything is risky and not economically
feasible. On the other hand, it is clear that failing to retain
the right information is equally, if not more, risky. Fortu-
nately, there is a solution that is “just right”: developing
an information governance and management program
that provides for routine, defensible destruction of data
pursuant to well-researched and documented retention
schedules. Under Rule 37(e) of the Federal Rules of Civil
Procedure, federal courts cannot impose sanctions for
data lost “as a result of the routine, good-faith operation
of an electronic information system.” In other words,
routine, automatic deletions of electronic records that
have met their retention requirements and are not subject
to a duty to preserve should not be penalized. The best
defense against discovery sanctions therefore starts with
comprehensive information governance and litigation
readiness programs—that begin well before litigation is
on the horizon.

II. Litigation Readiness

Litigation readiness begins with an organization
focusing on managing information responsibly. The core
of this responsibility is consistently following an informa-
tion governance and management program that ad-
dresses the entire lifecycle of information, from creation
or receipt to disposition.

A. Establish a Litigation Readiness Team

First, the organization should establish a team to cre-
ate and oversee its litigation readiness program. In imple-
menting the program, the team will be responsible for
working with the records and information group (RIM)
to confirm that there is a defensible records retention

policy, establishing procedures relating to preservation

of information when there is a duty to preserve, creating
and monitoring litigation holds to ensure preservation,
and training employees on the program. The team should
consist of representatives from the Legal, RIM, IT, and
Compliance departments, as well as representation from
the business units. The team may also include outside
partners, such as e-discovery specialists and third-party
vendors that the organization will rely upon in the event
of litigation.

B. Assess the Information Landscape

The next task is to identify likely locations of informa-
tion typically sought in litigation. Many organizations
find it helpful to create a data map that memorializes
the locations and types of the organization’s most com-
monly requested forms of ESI. In creating the map, the
team should not overlook legacy data or emerging forms
of information, such as voicemail, social media, and text
messages. It should also account for any data stored in
the cloud or on mobile devices. If the team cannot deter-
mine what is stored in a particular repository, sometimes
sampling or cataloging the data may be of some help. As
important as creating the data map is maintaining it in
what is a very dynamic and constantly changing infor-
mation management landscape. Data maps can quickly
become stale without this vigilance.

C. Create a Defensible Disposal Program

The organization’s information governance program
should define records retention periods and provide
for routine destruction of records, including ESI, whose
retention requirements have expired and are not subject
to a preservation hold order. The records and informa-
tion management team typically develops the retention
schedule by working with the business unit representa-
tives to identify their information and related systems, as
well as the business needs for the records—their purposes
and useful life. The records and information management
team will then conduct the legal research into the applica-
ble recordkeeping regulations, validated and approved by
the team’s legal experts. The legal and operational needs
for the records are then used to determine the appropri-
ate retention period, and the sensitivity classification of
the information determines the method of disposal. It is
particularly important to work with IT to understand the

NYSBA Inside | Fall 2013 | Vol. 31 | No. 2

39



LAw AND TECHNOLOGY

disposal of ESI, because often those processes can be au-
tomatic. (For example, many organizations have systems
that automatically delete emails after a certain period.)

A key procedure to develop is one that addresses re-
cords and information of departing employees to ensure
responsibilities for on-going retention are defined, and
to ensure information is available and accessible. Other-
wise, the information may be lost. For example, data can
be lost if the former employee’s computer is wiped and
given to another employee, if a mailbox or the exchange
server is shut down, or if a file share that belonged to the
former employee is deleted.

Note that the information governance program
and records retention policy is regarded as “best prac-
tice” and is not something to institute in anticipation of
litigation. Instituting a program or changing its rules
after learning of a potential dispute may give rise to an
inference that the party enacted its policy to facilitate the
destruction of evidence.?

D. Determine When the Duty to Preserve May Be
Triggered

Once the information governance program is in
place, it can be helpful for the team to anticipate scenari-
os when the duty to preserve will be triggered. Pre-plan-
ning can mitigate the risk of ad hoc decisions that could
prove inefficient and inconsistent.

Unfortunately, there is no bright-line test to de-
termine when the duty is triggered. Under New York
federal and state law, the duty to preserve arises when
litigation is “reasonably anticipated.”® Obviously, initiat-
ing litigation, retaining counsel, or receiving a complaint,
subpoena, or notice of government inquiry puts a party
on notice. But New York courts have established that the
duty to preserve can arise well before a party receives
notice of a claim.* Consider the following common,
thought-provoking scenarios:

Does a triggering dispute exist? The “mere existence
of a dispute between two parties does not necessarily
mean that a party should reasonably have anticipated
litigation and taken steps to preserve evidence.”® Some
courts have excused parties from the duty to preserve
where they show that claims similar to those in the
lawsuit usually do not lead to litigation;® other courts
disagree.”

Who knows about the dispute? Key personnel must
be aware that litigation is likely.® If only a few employees
in a firm or municipality are aware that litigation may
be imminent, it will not necessarily trigger the duty.
However, if a lawyer receives notice, a higher standard
may apply: in one case, receiving a letter terminating an

attorney’s representation “for some reasons not yet fully
defined” established the duty.®

Is litigation foreseeable for other purposes? At
least one court has found that designating documents
as protected work product prepared “in anticipation of
litigation” triggers the duty to preserve.l? The court ruled
that if “litigation was reasonably foreseeable for one pur-
pose...it was reasonably foreseeable for all purposes.”*

What is the regulatory environment? New York
courts have found regulations requiring the retention of
records sufficient to warn an organization to preserve
documents, even if litigation involving those records is
not reasonably foreseeable.'? Similarly, a duty to preserve
can arise as early as the inception of a relationship be-
tween regulated parties.’® For example, one court relied
on the rules of professional responsibility and ethics opin-
ions in finding the obligation to preserve documents arose
when lawyers began to represent a party.1*

When does the duty end? At some point, the duty to
preserve will end and organizations can resume program-
matic destruction. Settlement talks do not “vitiate the
duty to preserve”; such a standard “ignores the practical
reality that parties often engage in settlement discussions
before and during litigation...[A contrary] argument
would allow parties to freely shred documents and purge
e-mails, simply by faking a willingness to engage in settle-
ment negotiations.”*®

Given the range of circumstances that can create rea-
sonable anticipation, when in doubt, parties should err on
the side of presuming the duty exists.

E. Determine the Scope of the Litigation Hold

Once the duty to preserve is triggered, the next step
is to figure out what data to save. A party must preserve
“what it knows, or reasonably should know, is relevant
in the action, is reasonably calculated to lead to the
discovery of admissible evidence, is reasonably likely to
be requested during discovery, and/or is the subject of a
pending discovery request.”1® This does not mean par-
ties must preserve “every shred of paper, every e-mail or
electronic document, and every backup tape.”!’ Instead,
they must preserve ESI that is relevant and unique; it is
unnecessary to retain multiple copies.

The NYSBA'’s E-Discovery Committee suggests using
the following criteria to determine what to preserve: “the
facts upon which the triggering event is based and the
subject matter of the triggering event; whether the ESI is
relevant to that event; the expense and burden incurred in
preserving the ESI; and whether the loss of the ESI would
be prejudicial to an opposing party.”'8
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Some courts outside New York have directed parties
to The Sedona Conference Commentary on Proportionality,
which suggests weighing the burden of preservation
against the data’s potential value and uniqueness, in
setting the scope.'® Some federal courts also tend toward
considerations of proportionality, and a proposed amend-
ment to Fed. R. Civ. P. 26(b) would limit the scope of dis-
covery to information “proportional to the needs of the
case.” However, New York courts have not been receptive
to this concept. One judge explained that the proportion-
ality “standard may prove too amorphous to provide
much comfort to a party deciding what files it may delete
or backup tapes it may recycle.”?

As with other aspects of preservation, a conservative
approach is best. In consultation with key stakeholders
counsel can identify issues likely to arise; they can then
pinpoint the types of documents likely to be relevant and
the probable key custodians. Before deeming ESI inacces-
sible because of undue burden, counsel should consider
whether the data is available elsewhere; if it is not, courts
can override considerations of undue burden where the
“requesting party shows good cause.”?!

One of the best ways to limit the scope of preserva-
tion and manage costs is to reach an agreement with
opposing counsel regarding the scope of discovery. For
example, agreement can be reached on issues such as the
identity of key custodians, types of information sought,
etc. The “meet and confer” process in federal court and
in New York Commercial Division cases provides struc-
tured venues for discussions with opposing counsel,
but counsel can also reach agreements without formally
required meetings.

F. Stop the Destruction of Data to Be Preserved

Satisfying the duty to preserve requires organizations
to suspend their routine destruction mechanisms.?2 A
litigation hold is the communication mechanism typically
used to document and inform employees of the need to
suspend destruction. It has been held that the “utter fail-
ure to establish any form of litigation hold at the outset
of litigation is grossly negligent.”?® However, the proper
form of litigation holds is an open question: must they be
in writing, or will oral holds suffice? There is arguably a
mix of opinions on the subject.

While at least one federal court held that the failure
to issue a written litigation hold constituted gross negli-
gence,?* the Second Circuit rejected that position.?> New
York state courts have also declined to follow that stance.
For example, one court found “the functional equivalent
of a litigation hold” where a company’s policy was “to
retain all information relevant to the claims and litiga-
tion.”%8 Furthermore, it ruled “a directive to refrain from
purging documents is unnecessary and unwarranted...

[and] would risk confusion regarding the policy and
practice to preserve all documents in all formats for all
files.”?’

At least one New York court has supported tailor-
ing a litigation hold’s form to the organization’s size.?®
The court noted that in smaller organizations, “issuing a
written litigation hold may not only be unnecessary, but
it could be counterproductive, since such a hold would
likely be more general and less tailored to individual
records custodians than oral directives could be.”?®

Even so, the best practice is to issue a clearly written
litigation hold, to provide tangible evidence of a party’s
good-faith attempt to meet its discovery obligations.°
Litigation holds should describe the subject matter and
relevant date ranges, instruct recipients to preserve ESI
until notified otherwise, and provide a contact person in
case of questions.3!

In preserving ESI, it is important for the legal de-
partment to collaborate with IT in stopping automatic
destruction and in issuing the legal hold. Discussions
should cover the types of data that may be implicated
and the names of key custodians. If any of these types of
data are subject to automatic destruction, IT should halt
that process for those categories of data. Some organiza-
tions find it useful to adopt a “triage” approach—imme-
diately addressing data for the most critical custodians
while continuing to identify additional relevant informa-
tion. In addition to stopping automatic destruction and
issuing a legal hold, counsel can consider whether there
is the need for IT to collect any data immediately; for ex-
ample, if certain employees may not follow the directive
to preserve data.

Identifying the sources of data early can also help
determine whether collecting that data may place an
undue burden on the organization, necessitating discus-
sions with opposing counsel or motions to the court for
protection.

G. Ensure Compliance With the Litigation Hold

Issuing a litigation hold is not the final word in
meeting the duty to preserve. Organizations should take
affirmative steps to ensure compliance throughout the
organization; leaving preservation up to lay employees
without adequate guidance is asking for trouble. Counsel
too, should work to ensure compliance.3?

Some organizations require employees to sign an
acknowledgment that they have read, understood, and
agree to the terms of the litigation hold. Tracking the dis-
tribution of the holds as well as any employee acknowl-
edgements is important in demonstrating the organiza-
tion’s efforts to ensure preservation.

NYSBA Inside | Fall 2013 | Vol. 31 | No. 2

41



LAw AND TECHNOLOGY

In addition, organizations should reissue and update
litigation holds periodically to ensure their effective-
ness.® It is also counsel’s responsibility to remind custo-
dians of their duty to preserve, communicating directly
with key players.3* Again, keep in mind that documenta-
tion of these reminders may be important in establishing
the company’s good faith effort to preserve evidence.

In fact, it is a best practice to record every step of the
litigation hold process to ensure defensibility, including
the reasoning for determining when the duty to preserve
was triggered and decisions for what data to preserve. If
the scope of the litigation shifts, not only should the liti-
gation hold be updated to reflect new claims, date rang-
es, and custodians, but the reasoning for doing so should
be memorialized. It is also important to record critical
dates, including when the initial hold and reminders are
issued. Although litigation holds are typically privileged,
courts have required their production when spoliation
has occurred.3®

To help ensure consistency in following litigation
hold procedures, the team may want to consider litiga-
tion hold software, which can build in rules consistent
with a retention policy and document employees’ receipt
and acknowledgement of the hold and reminders.

H. Educate Employees and Monitor Compliance

A litigation readiness program is only as good as the
degree to which its policies and processes are adhered
to. Because employees are on the front lines, they may be
the first to become aware of circumstances giving rise to
potential litigation. Therefore, they should be coached to
approach management or legal counsel as soon as they
learn of any risk. The litigation readiness team can estab-
lish a training program that simply explains the compa-
ny’s discovery process, legal hold policies, and document
retention protocol. To reinforce the training, the team
may want to share examples of the negative ramifications
of failing to follow policy.

I1l.  Conclusion

A proactive litigation readiness program can move
an organization from a reactive to a proactive stance.
When controlled in a systematic, consistent fashion, the
disposal of ESI in compliance with the organization’s
retention policy can enhance defensibility, reduce the
likelihood of spoliation claims and sanctions, and save
significant expense. Furthermore, better information
management leads to more efficient searches for informa-
tion, faster decision making, and better compliance with
recordkeeping rules. In sum, litigation readiness pro-
grams that incorporate strong information governance
will lead to controlled discovery costs and minimize the
risks of unwelcome budget surprises.
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This is a book about—Salt! Sugar! Fat! And if you
don’t believe these mundane and ubiquitous substances
can be a riveting read, you don’t know what a great in-
vestigative reporter Michael Moss is. Moss, a Pulitzer
Prize winning New York Times journalist, sets out to tell us
how the food companies have hooked us on three satisfy-
ing, addictive, and not-so-good-for-you ingredients. Yet
he doesn’t make the companies sound all that evil (unlike
their tobacco counterparts). He makes us all—the con-
sumer, the companies, the regulators—out to be victims of
a vicious cycle that we have been trapped in. Disclaimer:
I worked many years for Unilever, one of the companies
discussed in this book.

Moss begins by documenting a meeting that took
place amongst food company honchos in April, 1999,
where a vice president of Kraft argued that the food in-
dustry should get ahead of the obesity epidemic—and the
regulators and trial lawyers—by acknowledging the role
played by packaged food and drinks in over consump-
tion, and then pull back on their use of salt, sugar and
fat. He was immediately up against a wall—these ingre-
dients, after all, are those that create the greatest allure
for the industry’s products. The 114 slides presented by
the Kraft executive were of little value when the head of
General Foods took the stage and said, “Don’t talk to me
about nutrition. Talk to me about taste, and if this stuff
tastes better, don’t run around selling stuff that doesn’t
taste good.” End of meeting, end of initiative! Said an-
other industry participant “(W)e’re not going to screw
around with the company jewels here and change the
formulations because a bunch of guys in white coats are
worried about obesity.”

According to Moss the guys in white coats have a lot
to worry about. Every year Americans eat over 33 pounds
of cheese (triple the consumption in 1970) and 70 pounds
of sugar. We ingest 8500 mgs of salt, most of it coming
from processed foods. One in three adults and one in five
children are clinically obese. Twenty-six million Ameri-
cans have diabetes. Combining hard facts, industry histo-
ry, and fascinating anecdotes and “people” stories, Moss
tells us how we got here.

He tells us about the food chemists who spend untold
hours calculating the “bliss points” (optimum concentra-

Salt Sugar Fat
By Michael Moss

(Random House, 2013, 122 pages)

Reviewed by Janice Handler

tion of sugar or fat at which sensory pleasure is maximal)
of foods.

He tells us about the marketing campaigns developed
from the ruthless competition of the Coke-Pepsi wars and
drawing on the take-no-prisoners tactics of the tobacco
marketers (at least one of which, Philip Morris, got into
the food business with its takeover of Kraft/General
Foods).

He tells compelling personal stories of industry exec-
utives, past and present, who developed the products and
marketing campaigns we grew up with. He tells of Jeffrey
Dunn, a Coca Cola executive, whose father had worked
at Coke and who had always wanted to work there. Af-
ter arriving at the upper ranks of management, Dunn
left the company after observing its marketing efforts in
impoverished areas of Brazil. “These people need a lot of
things, but they don’t need a Coke,” he thought. Dunn
now works for a company that markets carrots. Dean
Southworth was the food scientist at Kraft who invented
Cheez Whiz. After retirement, he sampled the latest ver-
sion of the product, which seemed devoid of cheese. “You
are putting out a goddamn axle grease,” he complained to
Kraft.

Moss reveals secrets that the industry would not par-
ticularly want you to know—such as what a lower sugar
or salt claim really means (it means they’ve raised one of
the other three ingredients to compensate) or how expen-
sive ingredients are removed to save money (think Cheez
Whiz with no cheese).

Yet the industry is not depicted as an uncomplicated
villain. Although Ron Suskind says on the back jacket
that the book is about a “processed food industry that’s
making a fortune by slowly poisoning an unwitting
population,” | found the accountabilities less simplistic
than that. In part, the food and beverage industry is also a
victim of its own marketing success. If the public wanted
carrots, they’d give us carrots. As an ex CEO of Philip
Morris put it: “People could point to these things and say
‘they’ve got too much sugar, they’ve got too much salt’....
Well, that’s what the consumer wants and we’re not put-
ting a gun to their head to eat it...if we give them less,
they’ll buy less, and the competitor will get our market.
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So you're sort of trapped.” Even the author admits that a
salt-free version of Cheez Its(“which normally | can keep
eating forever”) “felt like straw, chewed like cardboard,
and had zero taste.”

Unfortunately this highly readable and well re-
searched book is longer on problems than solutions.
After comprehensively describing the vicious circle we
find ourselves in, Moss summarizes prescriptions (such
as they are) in his last chapter, “We’re Hooked on Inex-
pensive Food.” He gives up quickly on any notion that
the food industry will be leaders in finding a solution.
He tells of checking out claims that Nestle® (the largest
food manufacturer in the world, described as so rich it
is a “Swiss bank that prints food”) was doing innovative
work in nutritional science, only to find its results disap-
pointing. “The food that people bought in the grocery
store was so perfectly engineered to promote over con-
sumption that Nestlé’s scientists...were finding it impos-

sible to come up with viable solutions.” While the compa-

ny did take steps to reduce sugar, fat, and salt across its
portfolio, Moss concludes it is not the World Health Or-
ganization—just a company doing what companies do,
making money. Moss believes that the deep dependence
the food industry has on sugar, salt, and fat compels even
the best companies to produce foods that undermine a
healthy diet. Nor, says Moss, will the regulators save us
from ourselves. Most regulatory initiatives do not seem
reasonable or terribly smart. Finally, the economics are
against us—it costs more money to eat healthier, fresher
foods than cheap processed foods.

The best Moss offers are some tricks (some taken
from Overeaters Anonymous and its like) to avoid mar-
keting tactics companies pursue to draw us in. Seizing
control to ward off unhealthy dependence on processed
food is the best we can do, he tells us sadly. “Only we can
save us,” he says. “After all, we decide what to buy. We
decide how much to eat.
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A fitting and lasting tribute to a deceased lawyer or loved one can be made
through a memorial contribution to The New York Bar Foundation...

This meaningful gesture on the part of friends and associates will be appreciated by the family of the deceased.
The family will be notified that a contribution has been made and by whom, although the contribution amount
will not be specified.

Memorial contributions are listed in the Foundation Memorial Book at the New York Bar Center in Albany.
Inscribed bronze plaques are also available to be displayed in the distinguished Memorial Hall.

| THE NEW YORK
BAR FOUNDATION
Lawyers caring. Lawyers sharing.
Around the Corner and Around the State.

To make your contribution call The Foundation at
(518) 487-5650 or visit our website at www.tnybf.org
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