Beware of Geeks Bearing Formulas:
The Age of Apps and Financial Regulation
By Nicholas M. Herubin
Today’s financial industry has
undergone a rapid shift from oldfashioned, clubby Wall Street to a
high-tech, lightning-fast world of
software engineers, PhDs, and startups. At the same time, regulations
governing the industry are still based
on an old model. As individual and
independent investors gain access to
increasingly complex investing tools,
it is important that regulators and the
industry work to ensure that these investors are protected.
As more of the financial world
is computerized, individual investors have many opportunities to find
themselves in trouble. Take, for instance, a recent case where an E*Trade
customer attempted to sell five shares
of Apple stock.1 To do so, he used
E*Trade’s interactive voice response
system (IVR). Though the customer
says he told the system to “sell five
shares of Apple stock,” the IVR heard
“sell my shares of Apple stock.” The
system then proceeded to sell all 119
of his shares.
Surprisingly, E*Trade does not
make audio recordings of IVR calls.2
Instead, its system features a “speed
bump.” The system repeats a customer’s command, then asks him to
confirm that it correctly understood
the order. In this case, the customer
said the system never asked him to
confirm the order, and he took his
E*Trade dispute all the way to Financial Industry Regulatory Authority
(FINRA) arbitration. The FINRA arbitrators sided with him, awarding him
compensatory damages for his lost
shares.
The story is one example of what
can go wrong when the ease and
access of technology are so heavily involved in today’s financial
transactions.

programs as “robo-advisors,” but they
are growing in popularity. Typically,
a customer creates an account and
enters basic information regarding his
or her age, financial information, and
investment goals—such as “save for
retirement” or “build wealth.” The
app’s algorithms then create a customer’s risk tolerance profile and determine investments to fit the profile.
There are significant advantages
to these programs. They generally
cost less than traditional financial advisors, and can use their algorithms to
minimize an investor’s tax liabilities
while ensuring that investors invest
in a mix of stocks and bonds.4 These
programs are particularly attractive to
younger clients who tend to have less
money to invest and fewer qualms
about using technology in this way.
However, algorithm-based investing apps do not fit neatly within
the current rules governing brokers
and investment advisors. Current
brokerage regulations are based on
a traditional model where a broker
recommends suitable investments for
a client.5 The laws governing investment advisors contemplate that an
advisor has a fiduciary duty to look
out for the best interests of a client.6
While these rules make sense when
applied to human brokers and advisors, it is unclear how they apply to
online, algorithm-based investing.
Algorithm programming can
behave in unexpected ways. Anyone
who has gotten a wildly misguided
Amazon.com recommendation or
Pandora song suggestion knows that
algorithms are fallible. The “flash
crash” of May 2012 showed that computing glitches in the financial sector
can have severe, adverse effects on the
entire market.7 When an algorithm
is responsible for your 401(k) or college savings, what happens if it goes
haywire?

technology, but it is important to
recognize that many regulatory safeguards were designed for another era.
Customers speak less frequently to
financial advisors or brokers and are
opting, in greater numbers, to use automated apps to manage their money.
In his 2009 annual letter to
shareholders, Berkshire Hathaway
Chairman Warren Buffett issued a
warning against complex, highly
technical investing models. He wrote,
“Constructed by a nerdy-sounding
priesthood using esoteric terms such
as beta, gamma, sigma and the like,
these models tend to look impressive.
Too often, though, investors forget to
examine the assumptions behind the
symbols. Our advice: Beware of geeks
bearing formulas….”8
It is sound advice from one of
history’s most successful investors
and something to keep in mind as our
personal finances become increasingly
technology-based.
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