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To the Members of the Corpo-
rate Counsel Section:

You will be reading this 
message from me—my fi nal 
one as your 2014 Chair—
around the time of the         
Annual Meeting of the New 
York State Bar Association and 
the Corporate Counsel Section 
in January 2015. I’m happy 
to report that the state of our 
Section remains very healthy, 

and we have been active on a number of fronts over the 
course of the year.
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nysba.org website. Members of the Section’s Executive 
Committee have been using our own private Community 
for several months now as a common repository for Sec-
tion-related documents such as minutes of meetings and 
event rosters, announcements and notices, and discus-
sions on topics of common interest. We are now preparing 
to open up the larger Corporate Counsel Section-wide 
community, which will be available to all Section mem-
bers in addition to the Executive Committee. I strongly 
encourage you to join this new Community as soon as 
you receive your email notifi cation of its availability. This 
email will include complete instructions as to what you 
need to do to join. 

As with all NYSBA communities, each Community 
member can select how to receive email communications 
from the Community, whether in real time, or via a daily or 
weekly digest. We have found that participation in our EC 
Community has been slowly but steadily increasing. There 
are a number of other Communities on the nysba.org web-
site that are already accessible to all NYSBA members, such 
as the Technology Community. The more Section members 
who join and become active by starting discussions on any 
topic you think might possibly of interest to others in the 
Community, or who ask questions to which others in the 
Community may respond, the more valuable a resource 
it will be to the Section as a whole. My hope is that in due 
course, but sooner rather than later, the Section Commu-
nity will become a valuable “commons” from which all 
Section members can draw some benefi t. Just how great 
the benefi t will be will depend on each and every one of 
our Section members who decide to contribute to it.

Member Appreciation and Networking and Other 
Events

Our second 2014 MA&N event took place on October 
23, 2014 at The Cornell Club in Manhattan, immediately 
following the Ethics for Corporate Counsel CLE program 
described above. Over 90 people attended this event, 
and I feel certain that those who did come found it both 
fun and worthwhile. Another MA&N event has been 
scheduled for June 18, 2015, once again at Upstairs at the 
Kimberly in Manhattan. Further details and an invitation 
to register will be forthcoming closer to the event.

Annual Meeting of the Section and Two January 
CLE Programs

The Annual Meeting of the Corporate Counsel Section 
will be held on Wednesday, January 28, 2015 at the New 
York Hilton Midtown in Manhattan, beginning at 8:30 
a.m., to elect offi cers and EC members for 2015. As of this 
writing, I can defi nitely say that our Section this year is 
co-sponsoring not just one, but two CLE programs that 
week. The fi rst one, in conjunction with the Business Law 
Section, will take place on January 28th immediately fol-

companies and organizations, namely The Visiting Nurse 
Service of New York, The ACE Group, AllianceBernstein, 
NYSTEC, Pepsi Co., Inc., Pitney Bowes Inc., and Sales-
force.com, for providing this wonderful opportunity to 
the interns; to the many New York State Bar Association 
leaders and New York State judges who underlined the 
importance of this program by honoring us with their 
presence at the reception; to the Kaplan Bar Review, for 
co-sponsoring the event and underwriting generous 
prizes for the interns; and fi nally, to the wonderful class 
of 2014 interns themselves, all of whom shared with us 
how much this opportunity meant to them individually, 
and who we hope will go on to become active members 
of and contributors to the New York State Bar Associa-
tion through the Corporate Counsel Section or otherwise.

Ethics for Corporate Counsel 2014 and Other CLE 
Programs

Our Section’s very well regarded Ethics for Cor-
porate Counsel CLE program, once again under the 
auspices of Program Chair, Steve Nachimson (Compass 
Group USA, Inc.), and Panel Chair, Michael S. Ross (Law 
Offi ces of Michael S. Ross), was offered this year on the 
afternoon of Thursday, October 23, 2014 from 1:00–4:30 
pm at the Cornell Club in Manhattan. Program topics 
included privilege issues, confl icts, supervision of in-
house staff, etc., and also focused on the rule of corporate 
counsel in regulatory investigations. In addition to Mr. 
Ross, the panel consisted of Mark S. Cohen (Cohen & 
Gresser LLP); Anthony E. Davis (Hinshaw & Culbertson, 
LLP); Naomi F. Goldstein (Departmental Disciplinary 
Committee, NYS Supreme Court, First Department); and 
Jerome G. Snider (Davis, Polk & Wardwell). The program 
was followed by an hour-long Member Appreciation and 
Networking reception (free to Section members). 

On November 20, 2014, our Section co-sponsored 
with the Law Practice Management Committee (chaired 
by our Executive Committee member and Inside Co-edi-
tor, Jessica Thaler) a full day, 7 credit hour CLE summit 
in Manhattan on “Hot Topics in Law Practice Manage-
ment,” specifi cally addressing security concerns. Various 
expert speakers and panels covered Offi ce and Physical 
Security, Technology in the Workplace and Equipment 
Security, Metadata, and eDiscovery and Litigation/Secu-
rity concerns. Registration for this valuable and highly 
relevant program cost only $125 for Section members. I 
hope a good number of you were able to attend, but if 
you missed it, just continue to read the balance of this 
issue of Inside, much of which is devoted to written sub-
missions by the panelists who presented this program.

Corporate Counsel Section Web Page and 
“Community”

I have explained in prior Messages that the New 
York State Bar Association is slowly but steadily intro-
ducing electronic “communities” as an adjunct to the (continued on page 3)
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Jessica Thaler is an attorney with Bliss Lawyers, 
currently working on secundment for Credit Suisse. 
Prior to engaging with Bliss, she spent a year acting as 
the Chief Legal Offi cer of My Sisters’ Place, a not-for-
profi t organization working for the benefi t of domestic 
violence and human traffi cking victims throughout 
Westchester County. Jessica has a rich experience as a 
corporate-transactional generalist, gained through her 
work at NYC law fi rms and her solo practice. She is an 
active member of NYSBA, acting as immediate past 
chair of the Committee on Lawyers in Transition, on the 
executive committees for EASL and Corporate Counsel 
Sections, as a long-standing member of the Membership 
Committee and the Committee on Law Practice Manage-
ment and, now, as a co-editor of Inside. Jessica is also a 
House of Delegates representative for the Westchester 
County Bar Association. She is a graduate of UCLA, 
cum laude (1995), and Fordham University School of 
Law (1999).

Matthew Bobrow is a 3L law student at New York 
Law School where he is a Staff Editor for the New York 
Law School Law Review. He is participating in a train-
ing program with a Legal and Compliance rotations 
at Credit Suisse AG and is law clerking with Shafer 
Glazer LLP. Matthew is excited to be helping edit his 
fi rst issue of Inside. Whenever possible, he is always 
looking for ways to contribute to the New York City 
legal community.

We are excited to bring you our fi rst Inside issue as 
co-editors. The theme of this edition of Inside is “security” 
and addresses a broad range of issues such as protecting 
your offi ce and employees, safeguarding your equipment 
and network, shielding cyber and other information, and 
defending and exploiting the use of information, includ-
ing metadata, in litigation through e-discovery and data 
subpoenas. This edition is a follow-up to a joint program 
held in New York City by the Corporate Counsel Section 
and the Law Practice Management Committee in No-
vember 2014. We want to extend a special thank you to 
the panelists from that program, especially those who are 
also contributors to this issue of Inside.

We have also included a report on the Kenneth G. 
Standard Diversity Reception honoring the interns and 
host sponsors who participated in the Corporate Counsel 
Section’s Kenneth G. Standard Internship Program in 
2014, the program’s 9th year. Since its inception in 2006, 
the program has matched 54 interns and host sponsors.

We are looking for contributions for our upcoming is-
sues of Inside. If you would like to publish, please contact 
us directly. Our contact information appears on p. 32 in 
this newsletter. We look forward to working with many 
of Inside’s past and future contributors to provide Section 
members with articles of interest and relevance to their 
practices.

Jessica Thaler and Matthew Bobrow

Inside Inside

lowing the Annual Meeting of the Section. We are doing 
the second program, a full-day CLE, in conjunction with 
the Dispute Resolution Section, on Thursday, January 
29th, starting at 9:00 am. Detailed topics and speakers for 
each of these programs are still being worked out at this 
writing, but I believe you will have received full details 
and an opportunity to register for each of these programs 
well before you see these words in print.

New Editors for Inside
This issue of Inside is the fi rst to be co-edited by our 

new editorial team of Executive Committee member Jes-
sica Thaler and law student Corporate Counsel Section 
member Matthew Bobrow. Please join me in welcoming 
Jessica and Matt, in thanking them for their hard work in 
putting together their inaugural issue, and in giving them 
any feedback you have concerning our Section’s fl agship 

Message from the Chair
(Continued from page 2)

publication, either with respect to this issue or for future 
issues.

Goodbye but Not Farewell 
My second term as Chair of this Section ends more or 

less simultaneously with the appearance of this issue of 
Inside. Although I will no longer be your Chair, it is my 
hope and expectation to continue to take an active part in 
helping to manage the affairs of the Section in my capac-
ity as Immediate Past Chair for the coming year, and 
after that to remain a member of the Section’s Executive 
Committee for as long as the Section sees fi t to continue 
me in that role. It has been a genuine pleasure to serve 
the Section as whole as well as many of you individually 
during this time, and I greatly look forward to continuing 
to do so.

Tom Reed
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important in order to convey the sense that your manage-
ment has prepared the fi rm to anticipate and mitigate the 
possibility of an event occurring, along with the necessity 
to be ready if an emergency event occurs rather than just 
being in a position to react to such an event if and when it 
occurs.

Prepare and Implement a Safety and Security Plan
All of these management responsibilities for a safe 

and secure workplace environment presuppose that you 
have developed and implemented a safety and security 
plan for your workplace. Several fi rms I am familiar with 
have these plans created and updated by members of their 
Business Continuity Committees. Other fi rms have tasked 
their Risk Management Committee with the planning 
responsibility. And still other fi rms look to their facilities 
management team for the plan. Whichever approach you 
select, it is useful to involve representatives from other 
parts of the fi rm, beyond facilities management, including 
human resources, fi nance and accounting, information 
technology, case management and others depending upon 
your fi rm’s practice profi le.

As part of your safety and security planning process, 
it will be important to evaluate and document the current 
way of doing things—things like controlling access to 
the building and your premises, means of communicat-
ing with your personnel during and immediately after an 
“event,” and coordination with building personnel.

The result of this plan should include an update 
to your existing policies and procedures for safety and 
security. It should also include a series of both near- and 
longer-term goals for enhancing safety and security.

Some examples of near-term goals might include the 
addition of locks to access doors; setting parameters for 
after-hours access to your premises; establishing codes 
and other improvements for your internal communica-
tions and establishing protocols for visitor and vendor 
access to your premises.

For the longer term, you should set a regular and 
periodic schedule for meeting with building management 
to review and discuss security issues; review your inter-
nal “security” staffi ng levels, roles and responsibilities, 
physically alter your space and establish physical stores 
of emergency supplies, “fanny packs,” and protocols to 
replenish and refresh them. 

Having a plan in place, supported by policies, pro-
cedures and protocols, however, is not enough to ensure 
that you are creating and maintaining a safe and secure 

Introduction
 We live in interesting and challenging times. Not 

a day goes by when we do not hear at least one news 
report, from somewhere around the country, as well as 
from cities across the globe, describing an event that 
impacted the safety and security of people—innocent 
bystanders, military and law enforcement personnel, 
commercial and residential properties. As a result of the 
globalization of the broadcast media and the explosion 
of social media networks, we learn and see these events 
unfolding before our eyes. And while many people still 
believe that “accidents only happen to others,” this daily diet 
of “bad news” has heightened our awareness and concerns 
for the safety and security of each of us and our loved 
ones.

It is no wonder, then, that offi ce and building security 
has become a key concern of all.

First Priority: Personnel
Employees (from the junior-most staff positions 

up the organization chart through senior management 
as well as the partners) must each feel safe, secure and 
important in the workplace. This is a fundamental truth. 
In fact, employees who do not feel safe, secure and im-
portant will not participate in, or be motivated to, protect 
and secure the premises, your equipment or important 
records and documents. Creating and maintaining an 
environment where the safety, security and importance of 
all is recognized by all personnel as a key responsibility 
of management. 

Relying on news reports and social media broad-
casts is not enough to build awareness in the workplace. 
Periodic and regular internal communications about 
safety and security are required to foster a mindset of 
“if you see something, say something.” Personnel at every 
level need training and education on safety and security 
issues. Conduct drills on a regular basis for all person-
nel. In addition to the “fi re safety teams” that many offi ce 
buildings require of their tenants, your fi rm may pro-
vide CPR training, other onsite fi rst aid procedures and 
physical layouts that limit access to various parts of your 
premises, and a host of other policies and procedures 
that establish a sense of safety and security among your 
personnel.

New employees require orientation into the safety 
procedures of your fi rm. And all personnel must be 
aware of their roles and responsibilities during the many 
different types of events that can occur and negatively 
impact the safety and security of all. This is especially 

Security Concerns for Law Firms: Strategies and Best 
Practices for Building Security
By Gary B. Fiebert
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There are several categories of visitors (and intruders) 
who may attempt to gain access to your premises and the 
steps you and building management take to secure access 
need to consider these different types of visitors.

Beyond employees, there are former employees. Do 
your employees need photo identifi cation or electronic 
card access to enter the building? Are such IDs/card and 
door keys taken from former employees upon termina-
tion? Do you notify building security whenever an em-
ployee terminates so as to restrict future access? 

Outside visitors will include soliciting sales people 
and other uninvited guests; invited visitors including 
clients, adversaries, and others, as well as vendors and 
trades people and various and sundry contractors.

Any and all of these categories may seek access dur-
ing normal work hours or off-hours including nights and 
weekends. Each door to the building, along with each 
door to your premises, must address the access issue. 
This can be exacerbated if your building also has indoor 
parking with direct access to your premises from the 
garage.

The next greatest cause of security or safety breach 
involves mail and package delivery. In addition to the 
procedures and protocols associated with daily mail de-
livery service, your plan should consider the movement 
of parcels in and out of your premises. And you need 
exception routines to accommodate special deliveries, 
process service, deliveries of supplies, transfer of fi les and 
other similar “exceptions.”

Anticipate Recovery Requirements
Because my crystal ball is not any better than anyone 

else’s crystal ball, I still have not come up with a way 
to defi nitively lay out a recovery plan absent the details 
of the event we are trying to recover from. But you can 
make some assumptions and build a portion of your plan 
for a recovery from any of the aforementioned events, 
based upon a reasonable set of assumptions. This addi-
tional planning, combined with some desktop tests and 
drills, will further help your preparedness.

And there are still other steps you can consider 
taking. For example, in my experience as an Executive 
Director/COO for three large NYC-based fi rms over a 
twenty year period, I can recall a few events where we 
lost access to our premises and the Executive Committee 
asked me to arrange an off-site meeting place for us for a 
few days while we assessed the damages to the fi rm and 
the steps we would need to take to get back to “business as 
usual.” Having lived through arranging meeting rooms at 
a hotel or meeting in the home of one or another member 
of management, I started the New York City Law Firm 
Command Center Compact. Together with the Executive 
Directors/COOs of about two dozen other larger NYC 
law fi rms, we created a compact where each fi rm was 
“paired” with two other fi rms—one in their immediate vi-

workplace environment. Develop the habit of constantly 
and continuously reviewing the plan and the results of 
your drills. Ask what can be done differently to make 
things more secure? Make note of the things that are 
being done correctly and compliment and thank those 
staffers involved for their efforts and attention. Routinely 
consider what, if any, additional resources are required.

Security Breaching Events
After the tragic events of September 11, 2001, I recall 

discussions with some members of the Executive Com-
mittee, at the fi rm where I was then Executive Director, 
regarding the steps we needed to take to become a safer 
and more secure workplace. But a few senior partners 
felt that the 9/11 events were such a unique occurrence 
that they were not likely to recur. As such, they were 
not enamored with increasing our spending for safety 
and security. Fortunately, I convinced the majority of the 
committee and we increased our preparedness and readi-
ness. Over the ensuing years, many of the types of events 
outlined below occurred and we were ready for each of 
them.

The most frequent safety and security event involves 
unauthorized access to your premises. The results of such 
access may be burglary, robbery, acts of violence against 
targeted or random personnel, acts of terrorism, or even 
industrial/corporate espionage. 

There are also external acts that can have a direct, 
negative impact upon your premises and your person-
nel. These acts include letter/package bombs, car bombs, 
chemicals, hazardous odors and radiation.

All of these aforementioned events involve one 
or more perpetrators who are intent upon negatively 
impacting the safety and security of your premises and 
personnel. But a well-conceived safety and security plan 
must also consider an array of events that can result in 
limited (or loss of) access to your premises as well as 
injuries to personnel. And such events may not even oc-
cur on or in your premises, but could impact you even if 
they are in the next building, next block or across town. 
The most obvious of these events are fi res and fl oods. 
Sometimes these are caused by building issues and some-
times these events have nothing to do with your building 
directly. There are other building infrastructure events 
including electrical or utility outages, structural defi cien-
cies, and other service outages. And, of course, there are 
always weather-related events.

Each type of event needs to be considered and ad-
dressed in your plan for each one creates unique opportu-
nities to ensure your workplace remains safe and secure.

Subsequent Priorities 
Since the most frequent safety and security breach 

involves access to your premises, I cannot emphasize 
enough the importance of ensuring that you have ad-
dressed all of the issues.
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cinity (a few blocks) and another clear across town. In the 
event any participating fi rm lost access to their premises 
for more than one day, for any reason whatsoever, the 
fi rm’s they were paired with were committed to provide 
a conference room with phone access for 10-12 people for 
up to 5 days. This would enable the management from 
the impacted fi rm to meet, assess their damage reports, 
and set a defi nite plan for recovery and a return to 
normalcy, or a search for a temporary relocation of their 
offi ces. 

While the compact was never activated during my 
term as Executive Director at my last fi rm, I understand 
that there are now some 45-50 fi rms that are in the 
compact and they are asked to renew their commitment 
each year around the anniversary of the September 11th 
attacks.

Another potential recovery step that fi rms can take is 
to participate in the Corporate Emergency Access System 
(“CEAS”). CEAS is a pre-event credentialing program 
which authenticates critical business employees for ac-
cess to restricted access areas following a disaster or seri-
ous emergency. Through CEAS registration, designated 
employees can gain access to your premises to assess 
damage, retrieve critical items or access equipment or 
other items that cannot be accessed remotely. 

Programs such as the Command Center Compact 
and CEAS are clearly post-event activities. However, 
these and the other steps I have outlined will all con-
tribute to creating the sense among your personnel that 
you have created and are maintaining a safe and secure 
workplace—your fi rst priority when addressing building 
security needs.

Gary Fiebert is a Partner with Smock Law Firm 
Consultants. He originally spent seven years in indus-
try applying his education in industrial and manage-
ment engineering in corporate positions and then 16 
years as a general management consultant, fi rst with 
Touche Ross & Company, then with a general manage-
ment consulting fi rm (focusing on fi nancial manage-
ment and operational effectiveness) that he co-founded, 
and fi nally as the President and Chief Operating Of-
fi cer of a leading executive search fi rm.

He is a regular speaker at legal management 
conferences and seminars, focusing on the develop-
ment and implementation of innovative solutions to 
achieve long- and short-term strategic objectives and 
operational improvements. He has also taught law fi rm 
management at the graduate school of Stony Brook 
University—SUNY. Gary holds a Bachelor’s degree in 
Industrial Engineering from New York University and 
a Master of Science in Management Engineering from  
Long Island University. He is a member of the Law 
Practice Management Committee of the NYSBA, the 
American Bar Association, and a former member of the 
New York City Executive Directors Group.
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likelihood that a third person might endanger her hus-
band’s safety. Plaintiff also raised an issue as to whether 
Old Navy satisfi ed the duty, if there was a duty, to offer 
protection against criminal activity. 

This case did not impose liability on the employer. 
Instead, the court granted the plaintiff leave to amend the 
claims to assert causes of action which could give rise to 
the employer’s liability. It should be noted that the motion 
to amend the claims was unopposed. 

Violence in the Workplace—A Statutory 
Framework For Public Employers

In response to the rising number of violent workplace 
crimes, New York, like many other states, has enacted 
legislation to address workplace violence through the 
Workplace Violence Prevention Act (WVPA).8 Rules have 
also been promulgated by the Commissioner of the New 
York State Department of Labor to address the issue.9 

The WVPA applies to public employers with more 
than 20 employees. In broad terms it requires a risk 
evaluation and determination; a written violence protec-
tion program; employee information and training; and a 
notice procedure for the reporting of imminent dangers or 
threats. 

Pursuant to the authority granted in the statute, 
the Commissioner did implement rules, codifi ed at 12 
NYCRR §800.6, but only applicable public employers. 

Neither the statute nor the rules spell out the con-
sequences to the public employer for failure to comply. 
However, it does grant the Commissioner would have the 
authority to issue penalties as with any other Labor Law 
violation. Violation of any provision of the Labor Law, 
the Industrial Code, or any rule, regulation, or lawful 
order of the Department of Labor, is a misdemeanor and 
is punishable by fi ne or imprisonment, or both. The Labor 
Law also provides for the imposition of civil penalties for 
each violation of labor law governing the employment of 
minors under 18 years of age by an employer. The penal-
ties are fi nes of up to $1,000 for the fi rst violation, $2,000, 
for the second, and $3,000 for the third and subsequent 
violations. The largest penalty for injury or death is triple 
the maximum penalty allowed under the law for such a 
violation.

It doesn’t end there. The Federal Fair Labor Standards 
Act authorizes the Secretary of Labor to assess a civil 
money penalty of up to $10,000 for each violation of the 
labor provisions regarding minors or any of its regula-

Introduction
Approximately 2 million employees are victims of 

workplace violence each year.1 Employees are exposed to 
violence ranging from violent actions of third parties or 
co-workers to harmful threats from spouses. Workplace 
violence is an issue that not only affects the safety of the 
employee, but also touches on employers’ liability to 
their employees. Moreover, recent shootings and stab-
bings have opened up a debate on the duty owed by an 
employer to protect an employee. 

On September 26, 2014, Alton Nolen, a former 
employee of Vaughn Foods, was suspended from his 
job for unknown reasons.2 Following his suspension, 
Nolen went home to retrieve a knife and returned to his 
workplace to injure his co-workers.3 Nolen beheaded 
one co-worker and violently stabbed another co-worker.4 
Offi cials remain unaware as to the reason behind these at-
tacks. In order to address this type of issue, New York has 
implemented workers’ compensation laws and asserted 
a common law duty for employers to protect against 
employees who deliberately harm others.5

Employer’s Duty
At common law, employers owe no duty to protect 

employees from harm in the workplace. New York state 
laws and federal regulations do require standards for 
safe work environments. For example, New York Labor 
Law Section 200 mandates that persons employed in the 
workplace be provided with a safe place to work.6 OSHA 
provides similar protections.

With no common law or statutory framework to im-
pose a duty, workplace violence and an employer’s duty 
is an area of the law which is developing.

In New York, courts have held that an employer can 
assume a duty to protect an employee from harm where 
one does not exist. In Ruiz v. Griffi n,7 plaintiff brought 
a wrongful death suit against her husband’s employer 
for negligently protecting her husband. Timothy Ruiz, 
plaintiff’s decedent, was an employee of defendant Old 
Navy. During the course of his employment, he received 
anonymous threats and acts of vandalism against his car. 
As a result, Old Navy employed loss prevention agents 
to escort him from the store to his car. Defendant Grif-
fi n was jealous of Ruiz’s friendship with a coworker and 
fatally shot Ruiz as he was walking to his car. Ruiz’s loss 
prevention agents had stopped to retrieve a cigarette and 
Ruiz was unaccompanied at the time of the shooting. 
Plaintiff submitted evidence to raise triable issues of fact 
as to whether Old Navy knew or should have known of a 

Workplace Violence—An Employer’s Duty to Protect 
Employees from Harm
By Howard S. Shafer
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by a covered employee. The state of the law is, however, 
in fl ux. With the media attention to workplace violence 
and the existing statute covering public employers, 
similar obligations will likely be imposed upon private 
employers.

Endnotes
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tions. This penalty is in addition to those provisions for 
fi nes, imprisonment, or restraint by injunction.

Workers’ Compensation and Violence in the 
Workplace

Generally, the New York Workers’ Compensation 
Law as a whole affords damages to injured employees 
for acts occurring at the place of employment.10 Addi-
tionally, Section 11 of the New York Workers’ Compen-
sation Law serves to protect the interests of employers 
and injured workers in cases of workplace injury and 
violence by barring third-party actions against them 
except in extremely limited circumstances, and limits an 
employer’s liability for an employee’s on-the-job injury 
to workers’ compensation benefi ts.11

In Wilson v. Danka Corp.,12 a co-employee sexually 
and physically assaulted plaintiff. This injury occurred 
when both individuals were on a work trip for their 
employer, Danka Corporation. Plaintiff alleged that de-
fendant employer violated its duty to protect her safety 
during employment as well as failed to reprimand the 
assaulter for his attack on plaintiff. The court determined 
that an employer cannot be held for tortious acts com-
mitted by the employee for motives that are unrelated 
to the furtherance of the employer’s business. The court 
also barred plaintiff’s breach of duty claim by stating that 
workers’ compensation is the exclusive remedy avail-
able to employees who are injured during the course of 
their employment. Since the injury occurred on a work 
trip, plaintiff was not allowed to bring a negligence claim 
against the employer. This case demonstrates the protec-
tion afforded to employers by the Workers’ Compensa-
tion Laws. 

Conclusion
Currently, only public employers in New York are 

subject to the WVPA. Nevertheless, even private employ-
ers can assume a duty to their employees where none 
exists based upon their conduct. Except in very limited 
circumstances, the New York State Workers’ Compensa-
tion Law would protect an employer from a civil action 
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(b) is of good moral character; 

(c) has not been convicted anywhere of a felony or a 
serious offense; 

(d) is not a fugitive from justice; 

(e) is not an unlawful user of or addicted to any 
controlled substance; 

(f) if an alien (i) is not illegally or unlawfully in the 
United States or (ii) has not been admitted to the 
United States under a nonimmigrant visa subject to 
the exception in 18 U.S.C. § 922(y)(2); 

(g)  has not been discharged from the Armed Forces 
under dishonorable conditions; 

(h) having been a citizen of the United States, has not 
renounced his or her citizenship; 

(i) has stated whether he or she has ever suffered any 
mental illness;

(j) has not had a license revoked or who is not under 
a suspension or ineligibility order issued pursuant 
to the provisions of N.Y. CRIM. PROC. LAW § 530.14 
(Consol. 2013) or N.Y. FAM. CT. ACT § 842(a) 
(Consol. 2013); 

(k) in Westchester County, has successfully completed 
a fi rearms safety course; 

(l) has not had a guardian appointed for him or her 
pursuant to any provision of state law, based 
on a determination that as a result of marked 
subnormal intelligence, mental illness, incapacity, 
condition or disease, he or she lacks the mental 
capacity to contract or manage his or her own 
affairs; and

(n) presents no good cause for the denial of the license. 

There are several different types of licenses that one 
can obtain under New York’s statutory scheme. Un-
der N.Y. PENAL LAW § 400.00(2) (Consol. 2013), licenses 
include:

(a) to engage in the business of gunsmith or dealer in 
fi rearms;

(b) to have and possess in a dwelling by a 
householder; 

(c) to have and possess in his place of business by a 
merchant or storekeeper; 

I. Introduction and Summary
In District of Columbia v. Heller, 554 U.S. 570 (2008), 

the Supreme Court resolved a question that had been the 
subject of ongoing debate for the better part of a century. 
The Court concluded that the text, structure, and history 
of the Second Amendment “conferred an individual right 
to keep and bear arms.” Id. at 595. Two years later, the 
Court concluded in McDonald v. City of Chicago, 130 S. Ct. 
3020, 3026 (2010), that this individual right is a funda-
mental one that applies with full force to the States.

Heller’s holding was contrary to the law that had 
governed most of the nation, including in the Second Cir-
cuit. See Bach v. Pataki, 408 F.3d 75, 83-6 (2d Cir. 2005). In 
the wake of these decisions one might have expected to 
see states and municipalities respond by examining their 
laws to determine whether they were consistent with the 
fundamental individual right the Supreme Court recog-
nized. Instead, many states and municipalities have dou-
bled down. This is particularly true in New York State 
and New York City, which have some of the most restric-
tive fi rearms laws and regulations in the United States. 

Generally speaking, one cannot possess a handgun 
in one’s place of business anywhere in New York unless 
that possession is licensed. A license is not required to 
possess a long arm at a business place outside of New 
York City. Within New York City, all long arms must be 
licensed. Throughout the state, all “grandfathered” long 
arms that constitute “assault weapons” as defi ned by 
New York’s SAFE Act must be registered with the State 
Police. Provided this is done, the same can be possessed 
at one’s home or place of business. As long as possession 
is licensed, one has a right to possess a fi rearm at one’s 
place of business. Those who engage in unlicensed pos-
session in the workplace risk loss of the fi rearm, criminal 
prosecution, and possible imprisonment.

II. New York State Licensing Regime
New York law requires an individual to obtain a 

permit in order to possess a fi rearm in his or her home or 
place of business. N.Y. PENAL LAW § 265.01 (Consol. 2013); 
§ 265.20(a)(3); § 400.00. 

The statewide requirements for obtaining a permit 
are governed by N.Y. PENAL LAW § 400.00 (Consol. 2013). 
Under § 400.00(1), no fi rearm shall be issued or renewed 
except for an applicant who:

(a) is twenty-one years of age or older (unless hon-
orably discharged from the United States army, 
navy, marine corps, air force or coast guard, or the 
national guard of the state of New York, in which 
case no such age restrictions apply); 

Weapons in the Workplace—Rights and Risks
By Brian T. Stapleton
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(f) Special Carry—Business or Guard/Gun Custodian.

NYC Unrestricted Concealed Carry Licenses are valid 
throughout the rest of the state. NYC premises-only li-
censes are the licenses issued to average citizens who can-
not show a need for self-defense greater than any another 
average citizen. Most licenses issued in New York City are 
for on-premises possession only, for self-defense within 
the home or business. 

IV.  Penalties
In the absence of a permit, simple possession of a 

fi rearm within one’s home or place of business is a Class 
A Misdemeanor punishable by up to one year in prison, 
a $1,000 fi ne, or both. N.Y. PENAL LAW § 265.01; § 60.01(3); 
§ 70.15. Unlicensed possession of a weapon on school 
grounds is an E Felony (P.L. § 265.01-a), punishable by 
a term of imprisonment of up to four (4) years in jail. § 
70.00(2)(e). Unlicensed/unregistered possession of three 
(3) or more fi rearms, of an assault weapon or a large ca-
pacity feeding device is a D Felony under § 265.02, pun-
ishable by a term of imprisonment of up to three (3) to 
seven (7) years in jail. § 70.00(2)(d). Unlicensed possession 
of fi ve (e) or more fi rearms, is a C Felony under § 265.02, 
punishable by a by a term of imprisonment of up to three 
(3) to fi fteen (15) years in jail. § 70.00(2)(c).

A partner of the fi rm in its White Plains offi ce, Brian 
Stapleton’s practice focuses on the defense of large-ex-
posure products liability, labor law, wrongful death and 
other liability claims across the country. He engages in 
a signifi cant amount of Second Amendment litigation, 
at both the trial and appellate levels, in New York and 
across the country. He also engages in extensive appel-
late advocacy in the courts of New York and the federal 
judiciary.

As a highly experienced trial attorney, he has ob-
tained verdicts in over 100 cases and has tried numerous 
civil cases involving wrongful death, design and manu-
facturing defects, medical malpractice, and bankruptcy 
fraud. He has won high-profi le criminal cases of murder 
and kidnapping, and has successfully defended com-
plex multi-defendant RICO cases in the U.S. District 
Courts for the Districts of New York and Connecticut. 

With several reported cases to his credit, he has suc-
cessfully briefed and argued numerous appellate cases, 
most notably in Illinois v. Dante Brown.

This was a presentation in conjunction with the 
NYSBA CLE seminar “Security Concerns for Law 
Firms—What You Need to Know About Cybersecurity, 
Data Security, Offi ce Security, and More.”

(d) to have and carry concealed while so employed 
by a messenger employed by a banking institution 
or express company; 

(e) to have and carry concealed by a justice of the 
supreme court in the fi rst or second judicial 
departments, or by a judge of the New York city 
civil court or the New York city criminal court; 

(f) to have and carry concealed while employed 
by an institution of the state, or any county, city, 
town or village, under control of a commissioner 
of correction of the city or any warden, 
superintendent or head keeper of any state prison, 
penitentiary, workhouse, county jail or other like 
institution; 

(g) to have and carry concealed, without regard to 
employment or place of possession, by any person 
when proper cause exists for the issuance thereof; 
and 

(h) to have, possess, collect and carry antique pistols. 

III. New York City Licensing Regime
In New York City, fi rearms licensing is controlled 

by the New York City Police Department (NYCPD). See 
also, Rules of the City of New York, Police Department, 
38 R.C.N.Y. § 1.01 (2014). Residents of New York City 
who wish to obtain a fi rearm license must apply through 
the New York Police Department License Bureau at One 
Police Plaza in lower Manhattan. The choice of licenses 
are: 

(a)  Rifl e / Shotgun (38 R.C.N.Y. §3.01);

(b) Gunsmith / Dealer (38 R.N.C.Y. § 4.01); and

(c) Handgun (38 R.C.N.Y. § 5.01)

There are several different types of handgun licenses 
available. Under 38 RCNY § 5.01, these include:

(a) Premises Residence (a restricted carry license 
issued for a specifi c location);

(b) Premises Business (a restricted carry license 
issued for a specifi c location);

(c) Carry Business (an unrestricted license that 
permits concealed carry on the person);

(d) Limited Carry Business (a restricted carry license 
that permits concealed carry to/from specifi ed 
locations on specifi ed dates/times); 

(e) Carry Guard/Gun Custodian (restricted carry 
licenses for those employed as security guards or 
gun custodians); and
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Counsel Section, called attention to the fact that President 
Lau-Kee is NYSBA’s fi rst Asian-American President. He 
also reminded the attendees that the only African-Amer-
ican president before Kenneth G. Standard (2004-2005) 
was Archibald Murray (1993-1994), eleven years earlier. 
He pointed out that it was a shorter interval of eight years 
until the next and most recent African-American Presi-
dent, Seymour James (2012-2013), who was also present, 
was elected after President Standard. 

During the subsequent award ceremony presided 
over by Dave Rothenberg, Chair of the Corporate Coun-
sel Section’s Diversity Committee, in the course of which 
both the employer sponsors and their respective law 
student interns received a handsome metal plaque to 
commemorate their participation, several of the interns 
made colorful remarks. One of the most memorable 
speeches was by Alif Mia, the intern at Pitney Bowes, who 
spoke of his father and the taxi he drove in New York 
City for 20 years. Alif said that his father would drive him 
through Midtown saying how Alif could work for any of 
the companies in any of the buildings (including the one 
we were in that very evening) so long as he did really well 
in school. Alif concluded by thanking all those who made 
the Kenneth G. Standard Diversity Internship possible 
and who helped make his father’s promise come true.

The prevailing atmosphere throughout the reception 
was one of friendly support for the student interns, who 
readily engaged in conversations with the NYSBA mem-
bers and others in attendance. This reporter observed a 
warm smile come over Ken Standard’s face as he studied 
the plaques about to be awarded to the interns. A number 
of employer representatives and others in the room told 
me that their support for the program stems from the 
high quality of the interns and their ability to genuinely 
impress their managers. Many wished to hear more about 
the newest endeavors of the program’s alumni. It was ap-
parent that there is a real connection being made between 
these interns and their employers and other mentors who 
continue to support the program year after year. This was 
perhaps best exemplifi ed when President Glenn Lau-Kee 
took some extra time at the end of the evening to enjoy a 
soda and a private talk with a several of the interns.

Now that the internships have ended for this year, 
each intern will be offered the opportunity to pair with a 
previous Kenneth G. Standard Diversity Internship alum-
ni-mentor to help foster their continued development. 
All intern alumni are also eligible to participate in the 
Corporate Counsel Section’s robust Kenneth G. Standard 
alumni program. This may include joining the Executive 
Committee of the Section and taking on a leadership role, 
as has been the case with our current Section Secretary, 

On July 23, 2014, the Corporate Counsel Section held 
its annual celebratory Reception to honor the Kenneth 
G. Standard Diversity Internship Class of 2014 in the 
beautiful offi ces of Pryor Cashman LLP at Times Square 
in Manhattan.

From its beginning in 2006, the Kenneth G. Standard 
Diversity Internship Program has been one of the Cor-
porate Counsel Section’s signature programs. Over the 
nine summers that this program has been operated by the 
Section, more than 60 New York State law students who 
self-identify as “diverse” have served as summer interns 
in the law departments of upstate New York and New 
York Metropolitan Area-based businesses or non-profi ts 
under the Corporate Counsel Section’s sponsorship so 
that they can experience in-house legal practice. 

The program is named in honor of past New York 
State Bar Association President, Kenneth G. Standard, 
because of his commitment to initiatives designed to 
increase diversity in the legal profession as well as his 
initial and ongoing active support of the program. In part 
due to this program, NYSBA recognized the Corporate 
Counsel Section in 2013 and again in 2014 as a Section 
Diversity Champion. A major goal of the program is 
to create a network of Kenneth G. Standard Diversity 
Internship alumni and to help the alumni forge relation-
ships that will foster greater diversity in corporate legal 
departments throughout New York State and elsewhere.

This year’s honored host companies and their respec-
tive sponsored interns were The ACE Group (Ashley C. 
Dougherty and Neera Roopsingh, both of Albany Law 
School), AllianceBernstein (Susan Rhee of CUNY Law 
School), NYSTEC (Christina Arriaga of Albany Law 
School), Pepsi Co. (Jakarri Hamlin of New York Univer-
sity School of Law), Pitney Bowes (Alif Mia of Fordham 
Law School), Salesforce (Ryan M. Cloutier of Fordham 
Law School), and the Visiting Nurse Service of New York 
(Anita Yee of Brooklyn Law School). Representatives of 
each employer sponsor, the interns, our reception spon-
sor (Kaplan Bar Review), fellow Corporate Counsel 
Section members, and distinguished guests, including a 
number of New York State Judges and Justices as well as 
current and former Presidents of the NYSBA, Kenneth G. 
Standard among them, all attended the reception. While 
intended primarily to honor the host companies and 
the eight interns, the program also honored the entire 
NYSBA and the work its members have done to further 
diversity in the Bar. 

In his remarks to open the ceremonial portion of 
the program by introducing NYSBA’s current Presi-
dent, Glenn Lau-Kee, Tom Reed, Chair of the Corporate 

Report on the Kenneth G. Standard Diversity Reception
By Matt Bobrow 
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ues to work tirelessly to ensure the continued success of 
the program.

Matthew Bobrow is a 3L Law Student at New York 
Law School where he is a Staff Editor for the New York 
Law School Law Review. He is participating in a train-
ing program with a Legal and Compliance rotations 
at Credit Suisse AG and is Law Clerking with Shafer 
Glazer LLP. Matthew is excited to be helping edit his 
fi rst issue of Inside. Whenever possible, he is always 
looking for ways to contribute to the New York City 
legal community.

Yamicha Stephenson, and Executive Committee Kenneth 
G. Standard Alumni Representative, Richard Kim. For 
more information about the Kenneth G. Standard alumni 
program, please contact Yamicha at yamicha.stephenson
@gmail.com.

Section Member dues coupled with the generous 
support of our host companies and, in the case of the 
nonprofi t internship, The New  York Bar Foundation 
Fellowship funded by the Section, provide the necessary 
fi nancial support for these internships. Many thanks go 
to Executive Committee member and former Section 
Chair David Rothenberg of Goldman Sachs, who contin-
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dangerous chemicals including arsenic, mercury, lead and 
cadmium, to name a few. When burned, the PVC plastic 
found in most computers emits a harmful compound 
known as dioxin. All of these hazards are known to cause 
cancer, respiratory illnesses and reproductive problems. 
They are particularly dangerous because of their ability 
to traverse great distances through air and water systems, 
and are toxic even in small amounts. According to The 
Gartner Group, by 2008 over 2 billion PCs were sold since 
the fi rst IBM PC rolled off production lines in the 80s, 
and over 1 billion are still in use today. So, what hap-
pened to the other billion? By 2013, the International Data 
Corporation (“IDC”) estimated there were 1.8 billion cell 
phones in use and project there will be a total of 2.3 billion 
by 2017. Eventually all those devices will be considered 
trash. Countries like the United States, Japan and the Eu-
ropean Union all have laws and systems to regulate and 
control the proper disposal of eWaste. But export systems 
are overwhelmed by the sheer volume of waste, and laws 
are mostly ignored. Furthermore, countries in Southeast 
Asia, such as China and India, do little to prevent the 
illegal import of eWaste because of the lucrative business 
opportunity. Aside from the dangerous elements, eWaste 
contains quite a number of valuable ones such as: gold, 
silver, copper, steel, zinc, aluminum, brass, plastics and 
other precious elements in rare-earth magnets.

The second problem eWaste represents is the potential 
for data leakage. Every business needs to be concerned 
about corporate or personal data falling into the wrong 
hands. Your old computer and electronics are likely to 
contain very important or sensitive fi les on storage sys-
tems like hard drives. Most business executives and IT 
managers are focused on the day-to-day compliance for 
regulations such as those concerning HIPAA/HITECH 
and Payment Card Industry matters. However, that tun-
nel vision can blind you from taking prudent steps once 
systems get powered off and disconnected. The data 
remaining behind still poses a threat. In addition to break-
ing the law, a sloppy error could mean the loss of business 
goodwill or reputation. For example, the recent hacker 
activity at Target and Home Depot has left some feeling 
nervous about continuing to transact with them. 

If you are disposing of, or donating old equipment, 
you should take great care in making sure the data is 
either properly removed or destroyed before it leaves 
the building. This includes items like hard drives, fl ash 
drives, cell phones, backup tapes, copiers, printers, etc. 
Components such as these should be mechanically shred-
ded to physically and permanently destroy the data. Just 
because the device is placed curbside does not mean a 
curious mind won’t fi nd it before the maw of the garbage 
truck does. If a device is donated, make sure your gift 
does not include more than you anticipated.

Basements typically do not invoke feelings of warmth 
or comfort—at least mine does not. It is dark, dingy and 
simply begging for a makeover. For the time being it is 
performing exceptionally well in its relegated role as a 
time capsule for the unwanted and forgotten relics of 
our lives. Boxes, furniture and assorted unknown objects 
are stacked together like a Rube Goldberg contraption 
gone horribly wrong. The creepy-crawlies, however, fi nd 
refuge among this subterranean bramble despite the best 
stalking efforts of our two cats who remain futility fi xed 
to fl ush them out.

In recent years, though, my wife and I had grown 
progressively uneasy with the micro urban sprawl 
growing in our cellar. Thus  began the herculean effort to 
dismantle the mess while suppressing any emotion about 
the once-forgotten and now recently remembered things 
of the past. The cats, however, did not forget about their 
multi-legged tormentors and quickly seized the oppor-
tunity to exact justice for being teased for so long. But 
before they had time to lick their chops we had moved 
most everything to the driveway for the most spectacular 
extravaganza of the year: the mighty garage sale! That’s 
right; it became our goal to get others to part with their 
cash for our old junk.

A business has its proverbial basement too. The 
“boneyard,” as I like to call it, is usually that spare offi ce 
or closet where the carcasses of old computers, machines 
and electronics are exiled. Their useful years are wholly 
spent yet there is no true fi nality for them. They are 
banished to a life (or is it a death?) in perpetual purga-
tory. Some people will visit this graveyard periodically to 
ponder a potentially different fate. Is there not some use 
to this stuff? Is there no one who would want or care for 
these neglected gadgets? Although most homeowners 
fi nd success at unloading their surplus sundries, a busi-
ness may not fi nd it as easy to dispense with its derelict 
devices. Furthermore, what lays buried inside the elec-
tronic waste may be forgotten, but it should be remem-
bered with tremendous gravity. The data these items 
contain could harm your business in a multitude of ways.

The natural instinct of most offi ce managers is to 
task their computer guy with the mission to tackle this 
problem. They will know what to do with all that stuff, 
right? In many cases the answer is no, or the net result 
is plainly not worth their time and effort. In fact, the job 
is quite a burdensome chore very low on the priority list 
and riddled with problems. Let’s examine them.

The fi rst issue is environmental. We cannot (or 
should not) cram the dumpster with old computers, 
monitors and printers. They end up in landfi lls or are 
incinerated. Electronics are chock full of caustic and 

The Boneyard
By Robert Cioffi 
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Third, a few years back I happened upon an impres-
sive organization known as Per Scholas. Located in the 
South Bronx, its mission started in 1995 to put technology 
in the hands of disadvantaged students in low income ar-
eas. It has since grown into a local recycling powerhouse 
with designs on national expansion. It too will recycle sys-
tems in both manners: physical and responsible disposal, 
as well as refurbishing reusable equipment for training 
purposes, and as very low cost alternatives for students. 
It is certifi ed at data destruction services and count major 
Wall Street fi rms among its clients. For a nominal fee you 
can bring your old computers to this organization, or for 
larger quantities you can arrange to have pickup at your 
offi ce.

Finally, there are plenty of organizations that will 
accept your old CDs, DVDs and other magnetic media 
for recycling. Many will freely accept as much as you can 
ship them. The plastics are recycled and end up being 
re-used in things like car parts. A quick Google search will 
yield a ton of these outfi ts.

Despite how well we fared at our garage sale, the 
concept is powerful win-win-win. The seller gets to free 
himself from unessential items, and the buyer is likely to 
fi nd herself a great bargain. But the subtlest and biggest 
winner is the landfi ll. Hopefully you now realize that dis-
solving your offi ce boneyard is no longer a challenging or 
impossible job. Like the garage sale, everybody wins.

Robert Cioffi  graduated Iona College in 1990 with 
a BS in Computer Information Science. After working 
at GE Capital for several years, he pursued an entre-
preneurial calling and founded Progressive Comput-
ing with co-owner and college buddy, Ugo Chiulli. In 
his career at Progressive Computing, he has worked 
diligently to build the solid foundations on which his 
company stands: prompt, reliable, professional and 
expert service. Clients regard him as their Virtual Chief 
Technology Offi cer (vCTO) trusting in his 20+ years of 
business technology experience and pragmatic, decisive 
and creative personality. He is also widely known to be 
an expert public speaker on small business technology 
topics, an offi cial advisor to vendors such as Microsoft, 
CCD Instructor and Lector for his local church, and 
serves on the Leadership Council of the Yonkers Strive 
Partnership.

The third issue is an extension of the second. Most 
people I meet are genuinely willing to help others less 
fortunate. Although their heart is in the right place, 
sometimes their head is not. The reason most electronics 
end up in the boneyard is because they rightfully belong 
there. Nine out of ten times, their utility is gone. For 
decades the world of technology has been laser focused 
on manufacturing new electronic devices, yet no one has 
paid any attention to completing the circle of life. One 
obvious solution appears to be charity. But think about 
that notion for a moment. Here is an old PC that our 
offi ce shoved into the bottom of a closet because it was 
super slow and was a few generations behind in terms of 
operating system and software. Perhaps even a few com-
ponents were beginning to fail. Now I want to give this 
away to a church, a non-profi t, an employee, a school, 
or some underprivileged kid. Are you really doing them 
a favor? Unfortunately, in order to participate in the 
globally interconnected digital society, you must have a 
vehicle that can at least keep up. The information super-
highway has no speed limits but does impose minimum 
speed requirements. Standing still is hardly productive.

Is there hope? Indeed, hope is eternal. In my travels 
(and mainly because I am that computer guy tasked to 
do something about the boneyard), I have found a few 
outlets that can help.

First, there are commercial operations that will recy-
cle your old equipment. The reputable ones achieve and 
maintain certifi cations such as e-Stewards or R2. Both are 
very similar and provide the consumer both assurance 
and peace-of-mind that eWaste is being disposed of in 
accordance with any applicable laws, and that items po-
tentially containing data are physically destroyed. These 
organizations also likely confi rm to the protocols and 
procedures outlined by the NIST 800-88 standard, and 
will offer Certifi cates of Data Destruction if requested. 
Ultimately, every business should perform its own due 
diligence to properly vet their vendors. The right certifi -
cations are a good starting point.

Second, although there is a wealth of online informa-
tion, it is critical to trust your sources. The Basel Con-
vention (www.basel.int) and the Basel Action Network 
(www.ban.org) are two related organizations at the 
forefront of eWaste disposal issues. 
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Lest anyone suggest that the government is any better 
at controlling third party risk, keep Edward Snowden 
in mind. Strip away the political, international and legal 
issues generated by his disclosures, and at the heart of 
the story we have a trusted employee of a trusted vendor 
breaking all of the rules of the data owner. Consider these 
other recent stories as well:

• On August 29, 2014, the Colorado Secretary of State 
wrote to the Governor stating that “thousands of 
employees’ and contractors’ personal information” 
was exposed to unauthorized access on a state 
system.5

• The U.S. Government Accountability Offi ce 
(“GAO”) reported in August 2014 that it had 
reviewed six federal agencies to determine their 
effectiveness in assessing whether their contractors 
had established security and privacy controls for 
government data. GAO stated that fi ve of the agen-
cies “were inconsistent in overseeing the execution 
and review of those assessments, resulting in secu-
rity lapses.”6

Sadly, none of these examples is unique. According to 
a 2013 study of 450 data breaches worldwide, 63% were 
linked to a third party involved in system administra-
tion.7 The third party vendor had actually introduced 
security loopholes “easily exploited” by intruders. One 
of the authors commented that the evaluation process for 
IT vendors tends to focus on cost and services rather than 
security.8

Sample Cases Involving Third Party Incidents
Of course, data breaches generate litigation, often 

class action suits by plaintiffs whose personal information 
was exposed due to a data breach. While courts seem to 
be consistently ruling that exposure alone is not enough 
harm to create a plaintiff class, suits keep coming. For 
our purposes, the following cases illustrate the types of 
underlying breaches that have generated court cases.

Plaintiff Cumis Insurance Society paid millions of 
dollars to credit unions it insured against losses resulting 
from a data breach due to the alleged negligence of Mer-
rick Bank Corporation and its agents.9 One of those agents 
maintained data from the magnetic strips of the credit 
cards for longer than needed and also failed to adequately 
protect the data.10 This is an excellent example of a third 
party’s technical failing leading to a data breach. 

Payment Card Industry (“PCI”) standards set a 
security mandate for any entity involved in processing 

Do what you do best; have someone else take care 
of the rest. This is sound business advice under many 
circumstances. Subcontractors, business partners, ven-
dors and joint ventures are all common manifestations 
of this maxim. When applied to the digital processing of 
your data, however, special care must be taken. Attorneys 
must understand these risks to properly counsel their cli-
ents, as well as to protect their own fi rm and fulfi ll their 
ethical obligation to protect the confi dentiality of client 
information.

The Nature of the Third Party Threat
Before discussing how to protect yourself and your 

clients, we must understand the many ways in which 
third parties pose a risk to the sensitive information 
belonging to you and your clients. Consider these recent 
examples from the business world:

• The Target data breach that exposed the informa-
tion of an estimated 70 million customers in late 
2013 was possible because of a series of security 
lapses within Target. The initial entry point of 
the attack, however, was through Target’s HVAC 
contractor who had authorized access to Target’s 
network.1 That access permitted the vendor to 
manage the HVAC systems in Target’s facilities 
remotely, but also granted the intruder access to 
Target’s Point of Sale terminals.2

• In May 2014, Lowe’s, the home improvement 
chain, blamed a data storage vendor for a possible 
breach of its employees’ personal data. The vendor 
backed up the employee data, including names, 
addresses, dates of birth, social security numbers 
and driver’s licenses, onto a server that was read-
ily accessible over the Internet. A mistake, not an 
attack, but with similar results for the individuals 
affected.3

• In June 2014, AT&T notifi ed an undisclosed num-
ber of its mobile customers that “… employees 
of one of our service vendors violated our strict 
privacy and security guidelines by accessing your 
account without authorization…”4 Strong privacy 
policies are not always enough to deter misconduct 
by a vendor’s employees. 

An intrusion through a vendor, a vendor’s mistake 
and a deliberate policy violation by a vendor’s employee 
are three different variations on a common theme: every 
person who has access to your data creates a risk.

Protecting Proprietary and Other Information When 
Using Third Party Vendors
By Kenneth C. Citarella
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• Have an enforceable obligation that the vendor will 
preserve confi dentiality;19

• Perform your due diligence on the vendor,20 and be 
sure the vendor has adequate security and recovery 
procedures;21

• Be sure the vendor can completely remove data and 
export it to another vendor if needed;22

• Periodically reconfi rm all of the above;23

• Consider obtaining the client’s consent, perhaps in 
the retainer agreement;24

• Use encryption;25 and

• Establish your own data management policies and 
procedures,26 and enforce them.

Conclusion
Almost every law fi rm and almost every client will 

have some dependency on third party vendors for the 
storage and processing of information that is confi dential 
to employees, clients and perhaps the public at large. The 
ethical obligation to be competent27 certainly embraces 
some understanding of the risks third parties represent to 
a law fi rm’s and its clients’ data. Attorneys must under-
stand the risks, and guide their clients through contrac-
tual and insurance-related issues to minimize them.
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cising reasonable care that “employees, associates, and 
others whose services are utilized” do not reveal either.16 
Whether storing client information on an offi ce computer 
or in the Cloud (a fancy word for off-site or remote stor-
age), third party cyber security is now a front-and-center 
ethical obligation.

One case depicts the substantial risks. Three em-
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to another law fi rm. They then altered the copies in their 
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So, what exactly satisfi es the standard of reasonable 
care? After all, no system is foolproof. Fortunately, the 
decisions do provide some guidance:
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know that we need to maintain confi dentiality. But the chal-
lenge as we progress may be to understand new technology 
so that we are able to use it to be more effi cient, while at the 
same time being confi dent that we are maintaining client 
confi dentiality.

History and the Ethics Trail to Cloud Computing
If you have attended seminars on cloud computing, 

then you may know that the fi rst iteration of the cloud 
was voicemail. Answering machines were replaced with 
voicemail, which meant that your messages were stored on 
a remote server that required you to use a code to retrieve 
them. Although this was a shift in where personal and of-
fi cial information was stored, I cannot remember anyone 
wondering whether this would be an issue of confi dential-
ity or otherwise. The result was everyone chose voicemail 
over answering machines for the convenience of listening to 
messages anywhere.

The next step in cloud computing came in the form of 
third-party email providers like Gmail, Yahoo, MSN, Hot-
mail, AOL, and others. These services stored our commu-
nications on remote servers in any number of locations, but 
most important, all this information resided in the cloud. 
Again, almost everyone is happy to access his or her email 
from anywhere without fretting over the fact that all our 
words and thoughts are fl oating out there in the cloud.

So how do the courts view this use of the cloud? An 
opinion rendered in 1998 in New York State said that a 
lawyer may use unencrypted email to transmit confi dential 
information since it is considered as private as any other 
form of communication. Unencrypted means that, from 
point to point, the email could be intercepted and read. The 
reasoning was that there is a reasonable expectation that 
e-mail will be as private as other forms of telecommunica-
tion. However, the attorney must assess whether there 
may be a chance that any confi dential information could 
be intercepted. For example, if your client is divorcing his 
or her spouse, an email that both spouses share, or even an 
email to which the non-client spouse has access, should not 
be the method of communication. The attorney must seek 
alternate methods of communicating.

Gmail did add an extra twist, which other email service 
providers quickly copied. As a “service” to you, email 
service providers started to scan emails in order to provide 
you with ad content. They would scan keywords in your 
email and provide relevant advertising. For instance, if you 
were discussing shoes in an email, the email service provid-
er would tailor ads when you were in the email inbox and 
you would now be receiving advertisements for Zappos 
or any other shoe vendor. After all, nothing is better than a 
captive audience.

So, the question now becomes whether a lawyer can 
use an email service that scans emails to provide computer-
generated advertisements. The New York State Bar Associa-

With each new t echnological advance comes at least 
one new word, if not a whole new language. It seems as 
if once you get a handle on one term there is yet another 
one to learn – crowdfunding and crowdsourcing, to name 
a few. And then there is social media, which should not be 
confused with social networks, of course. This is all in the 
spirit of service to technology and innovation. But none 
strike more fear in the heart of attorneys lately than the 
ubiquitous term “cloud computing.” What is the cause of 
the shudder you just may have felt run through the legal 
profession? Maybe the discomfort comes from the natural 
desire in the fi eld of law to control as much of our client’s 
situation as possible, and cloud computing is an environ-
ment that we, as attorneys, cannot ultimately control. It is, 
by its very nature, in the hands of someone else. Hopefully, 
you have found a trusted Information Technology vendor 
to manage your part of the cloud.

But, while with technology the players and the termi-
nology may change, what does not change is an attorney’s 
ethical obligations. We have a duty to maintain confi denc-
es, a duty to remain confl ict free in our representations 
and, of particular interest to me lately, a duty to preserve.

The lesson has been taught, and sorely learned, that 
fi les must be backed up. Hard drive failures are, unfortu-
nately, a reality. So, you back up to an external hard drive. 
Except the unwritten rule of the cyberverse is hard drives 
always fail. Always. Recently, the onslaught of natural di-
sasters, the latest being Hurricane Sandy on the East Coast, 
has taught some lawyers a very harsh lesson. Redundancy 
is important. Maintaining fi les in multiple locations is a 
must. How many fi les were lost due to fl ooding or a server 
going underwater? How many attorneys were unable to 
access their fi les because of these or other similar catastro-
phes? If it was even one, then it was too many. And worse 
yet, there is no reason for such things to happen.

Early in my solo career, I had a breakfast network-
ing meeting with an attorney from a midsize fi rm and 
the discussion turned to the topic of working from home. 
Now, technically, I do not have a virtual law fi rm, but I do 
consider myself mobile as an attorney. I think most of us 
do. Technology allows us to do so. Moreover, the amount 
of work necessitates that we work remotely. Clients expect 
you to be available on their schedule, and worse yet, cli-
ents or opposing counsel may live in a different time zone. 
Not everyone exists on Eastern Standard Time. So, I casu-
ally asked, “How do you manage your work from home?” 
The answer was, “I email my fi les to myself.” I followed 
up with, “Okay. To your fi rm’s address?” The response 
that mentally gave me pause was, “No, personal email 
address.” There seemed something wrong about this, but 
more on that later.

Opinions regarding maintaining confi dentiality are 
numerous, frequent and, as we move forward technologi-
cally, the subject keeps returning like a bad penny. We all 

Being Prepared When the Cloud Rolls In
By Natalie Sulimani
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those who provide and manage those services in good 
conscience.

In fact, in September 2010, the New York State Bar As-
sociation issued Ethics Opinion 842 regarding the question 
of using an outside storage provider to store client informa-
tion. The question that was asked of the New York State 
Bar Association was whether a lawyer can use an online 
storage provider to store confi dential material without 
violating the duty of confi dentiality.

So What Exactly Is the Cloud?
To understand what the issue is and why it may pose 

a problem, it is best to understand what it means to store 
information in the cloud. A cloud, in its simplest terms, is 
a third-party server. The server in which the information is 
stored is neither on the law fi rm’s premises nor owned by 
the law fi rm. The law fi rm’s IT person or department does 
not maintain where the database is stored in any way. It is 
in the hands of a third party offering a service.

An internal storage system is a closed circuit, meaning 
there is a direct line from your desktop to the fi rm’s server. 
Absent hacking, the information is controlled internally. 
Once removed from this closed system and stored in the 
cloud, your information may be more vulnerable because 
you have now created access points in which others may 
gain access to that data. To illustrate, data will now fl ow 
out on the Internet and beyond your control to get to the 
remote server where it is housed. However, encrypt the 
data and you have limited the exposure. As stated above, 
once encrypted it would take a nefarious and willful mind 
to be able to read what you are sending into the cloud.

Why Should You Move Your Data to the Cloud?
There are many reasons why you would want to move 

to the cloud and many reasons why it is prudent to move 
your storage to the cloud. To begin with, properly us-
ing cloud computing in the storage of client information 
reduces the possibility of human error. Emailing fi les to 
yourself, transferring them to a thumb drive, storing client 
fi les in offsite warehouses, to name a few, are all steps that 
introduce and increase the chance for human error. Email 
to your personal email account runs the risk that your fam-
ily would access your email at home, thumb drives get lost, 
people break into warehouses and natural disasters happen 
that can destroy fi les. Cloud computing, by contrast, puts 
your fi les in the hands of competent IT professionals who 
will secure your information and provide the necessary 
redundancy so that if a server goes down your fi les will 
live on and be available when you need them from another 
server. Their major, if not sole, purpose (and the reason you 
pay them) is to safeguard your fi les and ensure that you 
will always have access to them when necessary, so they 
are highly motivated to do it well and properly.

In March 2012, the Federal Trade Commission (FTC) 
issued a report titled Protecting Consumer Privacy in an Era 
of Rapid Change. While attorneys may be subject to higher 
standards in keeping client confi dences, I think this is a 

tion opined in Opinion 820 (2/8/08 (32-07)) that, yes, it 
was okay, since the emails were scanned by machine and 
not by human eyes. If the emails were read by someone 
other than sender and recipient, the opinion would have 
certainly been different.

And now to the topic at hand: storing client fi les in the 
cloud. Through services like Dropbox, Box.com, Rack-
space, Google Docs, and others, an attorney can add to his 
or her mobility and effi ciency by storing client fi les online. 
Although I know there is a lot of debate surrounding this 
practice, I do not see how it is very different from stor-
ing client fi les off-site in a warehouse. In the cyberworld, 
electronic fi les are held by a third party on a secure remote 
server with a guarantee that they will be safe, and only au-
thorized persons will have access. In the brick-and-mortar 
world, paper fi les are held by a third party in a warehouse 
with the same guarantees. Both are equally secure and 
equally liable to be broken into by nefarious agents bent on 
getting to the diligently hidden confi dential information. 
Again, the technology might change, but the principles 
are the same. One should not be more or less afraid of one 
method of storage over the other.

A number of state bar associations have been grap-
pling with the issue of cloud computing and the ethical is-
sues it raises; these include North Carolina, Massachusetts, 
Oregon, Florida, as well as our esteemed New York State 
Bar Association. However, surprisingly, to date only 14 of 
the 50 states have opined regarding use of cloud comput-
ing in the legal profession. One would think more would 
have joined the fray in giving its lawyers some guidance.

The American Bar Association amended its model 
rules last year, perhaps as a beacon to other bar associa-
tions, but certainly as a guide for other states.

Model Rule 1.6 holds:

A lawyer shall make reasonable efforts to 
prevent the inadvertent or unauthorized 
disclosure of, or unauthorized access to, 
information relating to the representation 
of a client.

Across the board, opinions are cautious about using 
cloud computing in the practice of law, but there is nothing 
about it that could be called unethical. The ethical standard 
of confi dentiality is reasonable efforts to prevent disclosure. 
The question, therefore, lies in what is considered reason-
able efforts.

Rule 1.6(a) of the New York Rules of Professional 
Conduct states that “[a] lawyer shall not knowingly reveal 
confi dential information…” and, at Rule 1.6(c) goes on to 
say that “[a] lawyer shall exercise reasonable care to pre-
vent the lawyer’s employees, associates, and others whose 
services are utilized by the lawyer from disclosing or using 
confi dential information of a client.”

It is safe to assume that Rule 1.6(c) imposes the obliga-
tion for lawyers to use reasonable care in choosing their 
cloud computing and/or IT vendors, but indeed those 
lawyers may take advantage of the cloud and employ 
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• Investigate the online storage provider ‘s security 
measures, policies, recoverability methods and other 
procedures.

• Ensure that the online storage provider has available 
technology to guard against breaches.

• Investigate storage provider’s ability to wipe data 
and transfer data to the attorney should you decide 
to sever the relationship.

Read the Terms of Service and, when you can, negoti-
ate with the cloud vendor. Cloud vendors update their 
policies and may be willing to change their practices to 
meet the needs of their (and your) clients. If you have 
concerns and/or specifi c needs, contact the vendor, and if 
it is unwilling to change its practices, go somewhere else. 
Frankly, there are many online storage providers so be 
discerning when it comes to client data.

While utilizing an online storage provider, consider its 
encryption practices. Will your data be stored encrypted? 
Will you encrypt the data enroute to the online storage? 
And who has access while it is being stored? Also, if the on-
line storage provides access on mobile devices, just as you 
would your computer, laptop, tablet and mobile phone, 
add security by password protecting the online storage’s 
mobile app. After all, just as in the non-cyber world, a big 
threat to effective storage is human error. Therefore, it is 
of utmost importance that you know how to remotely 
wipe the data if your device is lost or stolen. One aspect of 
mobile storage to be aware of is that when you download 
client data to your mobile device, it may be downloaded to 
your Secure Digital or “SD” card. Whether you want this 
is something to consider; take steps to avoid it, if desired. 
This is an example of the importance of understanding 
how the technology works, understanding where prob-
lems, such as interception, may occur, and ultimately how 
to take steps to avoid them. Education is key.

In short, the advantages of cloud computing as out-
lined in this article make it a perfect complement to an ef-
fective and successful law practice. There is little difference 
in the potential ethical issues or any other such problems 
that exist in the cloud and in the brick and mortar world of 
physical offsite storage of clients’ fi les. Rather than running 
away from this new technology, it would be better to em-
brace it by learning more and making wise decisions that 
will minimize potential pitfalls down the road, while at the 
same time increasing the ease and usefulness of client com-
munication and interaction.

Natalie Sulimani (natalie@sulimanilawfi rm.com) is 
the founder and partner of Sulimani & Nahoum, PC. She 
is engaged in a wide variety of corporate, employment, 
intellectual property, technology, Internet, arbitration and 
litigation matters. She counsels both domestic and inter-
national clients in an array of industries. Ms. Sulimani 
earned her LL.B. from the University of Manchester at 
Kiryat Ono, Israel. This article fi rst appeared, in a slightly 
different format, in the Fall 2013 issue of Inside, a publi-
cation of the NYSBA’s Corporate Counsel Section.

good guide in understanding the technology and best 
practices associated with it.

The FTC report recognized that businesses are moving 
to the cloud because it improves effi ciency and is cost ef-
fective. However, the overarching concern is privacy. The 
FTC recommended overall guidelines for technology and 
consumer data. In particular, there are four recommenda-
tions that businesses should follow:

• Scope: Defi ne what information is stored.

• Privacy by Design: Companies should promote pri-
vacy in their organizations.

• Simplifi ed Choice: Simplify choice so that the custom-
er is able to choose how information is collected and 
used in cases where it is not routine, such as order 
fulfi llment.

• Greater Transparency: Companies should be transpar-
ent in their data practices.

Using these guidelines, what are best practices for 
attorneys?

• Consider what client information you will store in 
the cloud.

• Privacy is easy to ensure, attorney-client privilege 
should be maintained.

• Determine what information you will share with 
your clients. For example, will you share their case 
fi les with them? You can pick and choose what 
you share with your clients in the cloud for greater 
collaboration and reduction of emails going back 
and forth with attachments. They can upload their 
data in a secure environment, and you can share 
information in a secure, password-protected envi-
ronment where you can ensure that only a specifi c 
client or clients have access.

• Choice and transparency go hand in hand. While it 
is the attorney’s best judgment in deciding how to 
reasonably protect client information, you should 
make your client aware that you are using these ser-
vices. Build it into your retainer. If, for any reason, 
your client objects, you will know and can deal with 
the reasons why right at the beginning. It may take 
just a short conversation about the confi dentiality, 
reliability and ease of the cloud to assuage any fears 
or concerns.

• Finally, have a breach- notifi cation policy in place. 
This is not just for your corporate clients; any client 
whose information is in the cloud should be notifi ed 
of and subject to this policy.

Now that I have you on board with moving your fi les 
to the cloud, consider that you need to exercise “reason-
able care” in choosing a cloud provider. New York State 
Bar Association Ethics Opinion 842 offers some guidance:

• Ensure that the online storage provider has an en-
forceable obligation to preserve confi dentiality and 
security and will notify you of a subpoena.
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While some corporate acquirers have sophisticated IT 
infrastructure and control of their systems (though many 
do not), the targets of acquisitions by VC fi rms often are 
not so cyber-resilient. Although cyber threats by outside 
hackers and current or former employees plague these 
companies as well, these businesses are less likely to have 
signifi cant real or human capital invested in suffi cient 
information privacy and security practices. Thus, the busi-
nesses that are subjects to investments or acquisitions may 
not be well suited to prevent cyber threats or maintain ad-
equate information privacy and security protections. As a 
result, the cybersecurity risks faced by these organizations 
have the potential to disrupt or signifi cantly infl uence 
acquisitions in numerous ways. Specifi cally, cybersecurity 
and information privacy practices have signifi cant impli-
cations for corporate acquirers in the related areas of (a) 
acquisition due diligence, and (b) successor liability, and 
(c) regulatory enforcement. It is therefore imperative that 
such fi rms make information privacy and security matters 
a priority in their due diligence.

II. Cybersecurity Issues for Corporate Acquirers

A. Pre-Acquisition Due Diligence

Pre-acquisition due diligence is a familiar concept. 
Typical due diligence analyzes compliance with laws such 
as the U.S. Foreign Corrupt Practices and UK Bribery Act, 
Patriot Act, as well environmental law and other areas 
of compliance. Even apart from compliance imperatives 
mandated by law, however, savvy investors and acquirers 
want to know what they are purchasing. Indeed, accounts 
receivables due diligence is one example of diligence per-
formed even though the “quality” of a company’s receiv-
ables may not implicate compliance with any federal or 
state statutes.

Like many U.S. businesses across various industries, 
corporate acquirers have acknowledged the emerging 
threat of insider misappropriation and fraud to some 
extent. The recent increase of criminal and civil matters 
involving theft of company intellectual property, confi -
dential information, or personal identifying information 
is one byproduct of this growing trend.4 Studies by orga-
nizations like the Carnegie Mellon University Software 
Engineering Institute’s CERT Division and the United 
States Secret Service National Threat Assessment Center 
have helped organizations defi ne and recognize the vary-
ing motivations and risks posed by current and former 
employees that harm U.S. businesses.5 Importantly, the 
varied motivations of insiders seeking to harm an orga-
nization range from pure potential fi nancial gain, to com-
mercial competitive advantage, to simple revenge.6

I. Privacy and Security Due Diligence for 
Corporate Acquisition and Venture Capital 
Firms

Recent rapid advances in technology over the last 
decade have transformed every aspect of our commercial 
and personal lives. Beyond the everyday use of smart-
phones and mobile computing technology that has trans-
formed communications, nearly all U.S. small businesses 
(98%) now use wireless technologies in their operations, 
with two-thirds (66%) indicating they could not survive 
without them.1 As access to the Internet and interconnec-
tivity reaches new heights across the world, commercial 
enterprises have embraced this technology as both a com-
modity and a locomotive for daily operations in a global 
economy. So too have Venture Capitalist (VC) fi rms and 
other corporate acquirers, from adopting applications 
such as commercial acquisition research and analysis to 
supporting everyday business operations.

Increasingly, corporate acquirers have also—some-
times through painful lessons—grown familiar with 
many of the common cybersecurity risks posed to orga-
nizations. These include network intrusion and disrup-
tion by outsiders in addition to the well-known “insider 
threat.” Importantly, this a not a “high-tech” issue, since 
every company collects and maintains data—and the val-
ue of such data forms a key component of a company’s 
assets. These factors can, and often do, have real bottom-
line fi nancial and public relations implications, as Face-
book and other companies have learned the hard way, of-
ten repeatedly. In short, information privacy and security 
failures have real and sometimes devastating legal and 
commercial implications when not adequately addressed. 
Home Depot proved this.2

Of course, legal liabilities are but one form of harm 
that can affect companies that get privacy and security 
issues “wrong.” As was evident with the 2011 Epsilon 
e-mail data theft and resulting Congressional hearings, 
even where a company is the victim of organized cyber-
criminal hacking, legislators are not shy about publicly 
“blaming the victim.”3 Not surprisingly, customers and 
investors are also quick to penalize companies perceived 
as lacking appropriate security. And, as more and more 
companies become sensitized to these issues and insert 
undertakings into contracts with business partners to 
prevent them, the consequences of data privacy and se-
curity laxity grow exponentially. Thus, sound internal cy-
bersecurity practices are now central to the competitive-
ness of modern corporate acquirers, supporting fi nancial 
stability through bolstered commercial reputation and 
increased operational effi ciency.

Cybersecurity Due Diligence in Corporate Acquisitions
By Joseph V. DeMarco and Jeremy Apple
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III. Achieving Cyber Best Practices in Acquisition 
Transactions

A. Assessment

What can VC fi rms do to protect themselves and their 
acquisitions from the threats presented above? Organiza-
tions such as VC fi rms must take precautionary measures 
on several fronts, including mitigating insider threats, 
external intrusions, as well as inadvertent loss or disclo-
sure. While no outright formal industry-specifi c standards 
exist to benchmark VC cybersecurity initiatives, corporate 
acquirers can look to subject matter experts (ideally, legal 
counsel, for privilege purposes) well versed in cybersecu-
rity counseling. Expert counsel can also assist such fi rms 
in aligning their cybersecurity and information privacy 
programs to the guidelines and benchmarks in various fi -
nancial sector standards laws as Gramm-Leach-Bliley Act 
and private standards such as the Payment Card Industry 
Data Security Standard (PCI DSS).8

Corporate acquirers should also adapt their gover-
nance strategies to confront cyber-risks of acquired-enti-
ties with thorough, size and subject-matter appropriate 
due diligence. While a comprehensive assessment may 
not be warranted for certain transactions, performing 
even a basic review of the cybersecurity risks faced by the 
company being acquired will provide essential insight for 
the such fi rms to develop the optimal strategy to mitigate 
those risks. Cybersecurity experts can provide acquirers 
with a clear understanding of the true nature of an ac-
quired entity’s risk, which may be leveraged in the acqui-
sition. In short, VC fi rms can work to address particular 
areas of risk identifi ed by experts, and perform targeted 
analysis that will maximize the corporate acquirer’s re-
turn on investment (ROI) in that due diligence.

B. Compliance Review

Beyond retaining an expert to perform a cybersecu-
rity risk assessment, corporate acquirers must also ask 
essential legal questions of the company being acquired. 
Just as no company can effectively disclaim liability for 
contaminants in the ground of real property that it owns 
or acquires (or FCPA liability), no company can avoid 
the consequences of data and privacy problems “in the 
ground” at an acquired company. In an era of blossoming 
regulatory actions, class action litigation, front-page head-
lines regarding data breaches, supposed online tracking 
of consumers, and fi nger-pointing all around when a data 
mishap or “problematic” use of technology comes to light, 
avoiding legal exposure and reputational risk is of para-
mount importance.

Acquirers must therefore consider the legal implica-
tions surrounding each type of data that the target com-
pany stores in its systems and databases. For example, 
certain state and federal laws and regulations will govern 
certain internal protocols for the storage, transmission, or 
disposal of certain types of information. Corporate acquir-
ers should consider the nature and location of the infor-

While VC fi rms are sometimes aware of cybersecu-
rity risks, they typically focus, however, on combating 
internal threats of misappropriation or sabotage by cur-
rent and former employees. Accordingly, they tend to 
emphasize the security of information stored in their 
network from misuse by current and former employees. 
Equal focus, however, must be placed on external threats 
to VC fi rms and the companies in which they invest. 
Hackers and other intruders present an array of ad-
ditional complications for businesses seeking to secure 
digital assets and protect confi dential information. Exter-
nal cyber-threats include wrongdoers seeking fi nancial, 
personal or corporate information that can be used for an 
advantageous purpose. From confi dential work-product 
and sensitive business data to network and system archi-
tecture information, the loss of internal data can present 
a signifi cant risk to a parent or acquiring company if 
misappropriated.

B. Successor Liability and Regulatory Enforcement

Beyond the loss of its own confi dential or proprietary 
data, corporate acquirers should also be concerned with 
regulatory liability under principles of successor liability.

Successor liability is, of course, nothing new in 
government enforcement actions. Massive fi nes and 
penalties have been imposed upon companies under the 
Foreign Corrupt Practices Act of 1977, as amended, 15 
U.S.C. §§ 78dd-1, et seq. (FCPA) and export control area 
under this principle of corporate responsibility. In an era 
of vigorous data privacy and security enforcement by the 
Federal Trade Commission (FTC) and State Attorneys 
General, as well as mass data-breach litigation, no com-
pany can fail to be concerned about its information and 
privacy security risk profi le—or the companies that it 
does business with or acquires.

Understanding and minimizing cybersecurity risks 
are especially important VC fi rms whose business it is to 
invest in other companies. Any entity seeking to acquire 
or investing in another company simply can no longer 
“hope for the best” when it comes to the data privacy 
and security history of a target company. Notably, the 
FTC—the federal agency chiefl y responsible for enforcing 
the nation’s emerging privacy laws—has since 2008 as-
serted in publicly fi led litigation that where a data breach 
straddles an acquisition, both the target company and the 
acquiring company bear responsibility for the breach, 
even where the breach began prior to the acquisition and 
was not discovered until afterwards.7 More recently, a 
major Internet behavioral advertiser almost went bank-
rupt because it acquired a company that had engaged in 
questionable data collection practices. When asked how 
this could have occurred, the head of compliance at the 
acquiring company said that those questionable data col-
lection practices were “missed in the due diligence.”
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mation being both stored and/or used by the acquiring 
company. An entity will be subject to certain laws or stan-
dards if it stores or maintains certain personal, fi nancial 
or other confi dential information about employees, cus-
tomers, or third party vendors and partners. Compliance 
with those regulations and standards will likely depend 
on the security measures implemented at the physical 
and logical locations where such information is stored.

Practically, corporate acquirers can formalize the 
privacy and security practices of a target company identi-
fi ed during diligence assessments and develop a Written 
Information Security Policy (WISP) and Cyber Incident 
Response Plan (CIRP) which refl ect industry standards 
and practices. The exercise of creating formal policies sur-
rounding the target fi rm’s security and privacy practices 
can provide signifi cant assurances that particular infor-
mation and security standards are met by the target com-
pany. Furthermore, where the target company’s practices 
fail to meet industry standards or best practices, acquirers 
may have additional leverage in certain transactions.

C. Let Industry Standards and Best Practices Be Your 
Guide

In the end, of course, information privacy and secu-
rity is not just about risk analysis and minimization. Even 
more fundamentally, it is about helping VC fi rms deepen their 
understanding of valuation. For even if a company has not 
had any data spills, and is not engaging in illegal data 
collection practices (and the line between lawful and 
unlawful uses is often quite hard to discern), certain uses 
of technology are unpopular with business partners and 
consumers even where they are arguably properly dis-
closed and permissioned. Similarly, acquirers must also 
examine their own practices and amend their WISP and 
CIRP to refl ect additional cybersecurity or privacy issues 
emerging in the course of its transactions. Knowing what 
data a company has and how it obtained that data is, 
therefore, literally to know what you (a) own, (b) are sell-
ing, and (c) are buying. And this knowledge can, when 
properly analyzed, play a critical role in pricing and valu-
ation. Put simply, it should be a tool in every corporate 
acquirer’s negotiating tool box.
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social security number, and fi nancial accounts, or Personal 
Health Information (PHI).9 Non-compliant companies 
may face substantial fi nes and may have other onerous 
and costly remedies imposed such as mandatory audits 
and monitoring.10 New York-based companies that handle 
personally identifi able information of residents of other 
states (e.g., Massachusetts) may nonetheless be subject to 
regulatory or civil actions by those states as well. Forty-
seven states have data breach notifi cation laws with differ-
ent requirements for reporting and serious fi nancial conse-
quences for breach.11 Just the cost of sending out notice to 
customers can by itself be a costly and diffi cult endeavor. 
According to the Ponemon Institute, the cost in the United 
States for a data breach is $195 per record.12

Federal and International Privacy Laws
In addition to state privacy laws, a complex web of 

Federal statutes may apply to information created or 
stored by New York companies. Unlike other countries, 
the United States privacy laws are organized by industry, 
or sector. Health care providers and their associates may 
be subject to HIPAA13/HiTech.14 Financial entities may 
be subject to Gramm-Leach-Bliley Act (GLB),15 The Fair 
Credit Reporting Act,16 Dodd-Frank Wall Street Reform 
and Consumer Protection Act17 and others. Educational 
institutions, transportation companies and telecommuni-
cations and marking industries each have their own regu-
latory laws addressing privacy and data security issues.18 
The above list is but a representative sample of the Federal 
laws which must be examined and navigated.

In today’s economy a good percentage of small busi-
nesses have dealings with businesses and consumers in 
other countries. International privacy laws may reach 
corporations dealing with other countries in North and 
South America, Europe, Asia and around the world. Even 
storing data, without more, may subject a company to 
regulation and impose requirements which, if breached, 
may subject New York companies to fi nancial and other 
obligations.19

This summary of State, Federal and International laws 
impacting businesses illustrates that the privacy lawyer is 
the right tool for the job of identifying and interpreting the 
statutes, regulations, and judicial decisions which together 
operate to create potential risks and liabilities. There are a 
surprising number of non-lawyer consultants of various 
backgrounds offering privacy programs. Companies that 
use boilerplate privacy policies or rely on non-lawyer pro-
fessionals to interpret and apply privacy laws are asking 
for trouble and missing important value.20 An attorney’s 
communications of legal advice may qualify for protection 
from discovery under attorney-client privilege.21 Further, 

The time is now for corporations and the lawyers 
who serve them to take immediate, concrete steps to 
“up their game” on information security and privacy. As 
we approach the end of 2014, we are all on notice of the 
importance of this issue, yet almost no one is adequately 
addressing the risks associated with data breaches and 
their devastating economic consequences to businesses of 
all sizes.

The Problem
This has been the year of the so-called mega-breach 

with the fi rst instance of a U.S breach (Target) costing in 
excess of a billion dollars.1 According to a 2014 report 
from the offi ce of the New York State Attorney General 
Scheiderman, data breaches cost entities doing busi-
ness in New York $1.37 billion in 2013 alone.2 The report 
reveals that the number of reported data breaches has 
more than tripled between 2006 and 2013.3 Since 2006, 
22 million personal records of New Yorkers have been 
exposed.4 “The New York Attorney General strongly sug-
gests that all organizations that collect electronic informa-
tion devise and implement a comprehensive data security 
plan.”5

The Fix
Large companies, such as Target and Home Depot, 

have tens of millions of dollars of insurance coverage, 
Chief Privacy Offi cers (CPOs), Chief Information Security 
Offi cers (CISOs) and ample data security resources de-
ployed. Even with extensive resources, data breaches can 
and do happen to “the big guys,” so how are small and 
medium businesses to deal with such daunting risks? 

The answer for small businesses is the same in prin-
ciple as large companies: establish a lawyer-supervised 
privacy program. 

The difference is that 95% of small and midsize busi-
nesses do not seek cyber liability insurance whatsoever6 
and 87% have no written information-security plan in 
place.7 Further, small businesses are unlikely to have 
full-time data security executives such as a CPO or CISO; 
only 42% of companies with revenues under $1 billion 
have an information security risk management team or 
committee.8

Privacy Programs Should Start with a Qualifi ed 
Privacy Lawyer

As practitioners likely know, since 2005, New York 
law has required notifi cation in the event of certain types 
of data breaches involving Personally Identifi able Infor-
mation (PII) such as a name together with date of birth, 

How to Slay the Cyber Dragon: Lawyer-Supervised 
Privacy Programs
By Bruce H. Raymond
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it is wise to fi nd a cyber specialist who does. Your cyber 
coverage must be examined along with CGL, D&O, E&O, 
Advertising and Media, IP, Professional Liability and 
other polices to identify any uninsured gaps or important 
limitations in coverage. Risk mitigation techniques or 
loss-spreading strategies must be deployed to manage 
risks associated with insurance gaps or limited coverage 
situations. 

The outside experts need to work with senior man-
agement and internal stakeholders such as IT, HR and 
other department heads. The key internal stakehold-
ers should form the Privacy and Information Security 
Committee, which is responsible for formulating privacy 
policy and implementing a response plan. Once the Pri-
vacy committee is established by management, the focus 
moves from people to things.

The “thing” aspect of a privacy program involves 
software and hardware designed to protect electronic 
information assets including, but not limited to, PII and 
PHI. Firewalls, antivirus, anti-malware, encryption, and 
physical security measures are examples of tangible pro-
tections and other barriers to limit unintended disclosure 
of information assets.

Privacy, Structures and Processes

In addition to people and things, perhaps the most 
important aspect of a successful privacy program is the 
process component. Privacy needs to become part of the 
core operating function of the company. A privacy pro-
gram is not a one-and-done proposition; rather it needs 
to become a vital and evolving aspect of responsible 
management. To the extent a company is able to sustain 
reasonable and prudent protections for private informa-
tion as technologies and threats change, the company will 
ultimately save money, keep the trust of its customers and 
benefi t from a competitive advantage over the competi-
tion. In order to do business with “the big guys,” increas-
ingly small and medium businesses will have to certify 
as part of their contract that they are in compliance with 
various standards such as PCI, ISO and NIST.29 

Nuts and Bolts of a Privacy Program

What follows is an outline of some common issues 
and approaches that privacy programs address:

• Start your privacy program and development now 
and make it your goal to be in process by next 
quarter. If you are starting from scratch, it will take 
twelve months to get a base-line privacy program 
in place and functioning. Devote a modest amount 
of time each month to avoid biting off more than 
you can chew and allow for some fl exibility so 
businesses can get done without overwhelming 
your team.

• Write your version of a policy statement to govern 
your program.

attorney-directed investigations completed in antici-
pation of potential litigation or regulatory action may 
qualify for attorney work product privilege.22 If directed 
by an attorney, the work of other experts, such as forensic 
IT and data security experts, may be privileged.23 In addi-
tion to getting the right advice, shielding sensitive legal 
advice from an opponent’s discovery is a critical advan-
tage that, in the event of litigation, could keep a case in 
the win column.

Tips on Finding Privacy Lawyers

Finding an appropriately qualifi ed privacy attorney 
who is a good fi t for your project may require some re-
search. Companies with a large amount of multinational 
data transfers may be best served by a large law fi rm 
with offi ces in the countries with which the company has 
dealings. Companies with less complex business dealings 
may be better served by a boutique fi rm with appropriate 
experience and qualifi cation. Another potential factor to 
consider when choosing counsel is whether the lawyer 
has specialized non-legal credentials such as Certifi ed In-
formation Privacy Professional (CIPP/US)24 or Certifi ed 
Information Systems Security Professional (CISSP).25 Cli-
ents should inquire about a privacy lawyer’s experience 
and focus. Some privacy lawyers only handle data breach 
response, others only deal with litigation; still others are 
more focused on transactional aspects of the law such 
as safe harbor and data transfer agreements.26 Clients 
should also ask if the law fi rm handles privacy program 
work on an alternative or fi xed-fee basis to control costs 
and help with budgeting the project.27

Privacy lawyers are not the only professionals on the 
privacy team. Other professionals such as forensic IT data 
security experts, risk managers, insurance professionals, 
crisis management and public relations consultants are 
important components of the privacy program team. 

People, Things and Processes

Once the lawyer or law fi rm is selected, the next step 
involves identifying the other professionals needed for a 
solid privacy program. First, the forensic IT/Data Secu-
rity expert should be identifi ed. This category of expert 
differs from a network administrator (a/k/a regular IT 
support) whose focus is more on making the informa-
tion system work as distinguished from protecting data 
from hacking or unauthorized access. The forensic aspect 
addresses preservation of electronic evidence for use in 
court. Containing the breach is important to be sure, but 
it is not the only consideration. 

The next member of the privacy team should be a 
cyber insurance expert. It is important to fi nd a broker or 
agent who is well versed in the new insurance products 
available in this fl uid and emerging market. So-called 
cyber liability insurance coverage does not have standard 
forms and there can be signifi cant gaps or limits in the 
coverage.28 If your current insurance professional is not 
knowledgeable regarding the details of cyber coverage, 
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next year. There are many resources to get started and 
make it happen.33
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security-breach-notifi cation-laws.aspx.
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13. 42 U.S.C. § 1320d-6 (1996).

14. 42 U.S.C. § 17921 (2009).

15. 15 U.S.C. §. 6801 (1999).

16. 15 U.S.C. § 1681 (1970).
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P.L. 203, Part 1 of 3,124 Stat. 1376.

18. See, e.g., Family Educational Rights and Privacy Act, 20 
U.S.C. § 1232g (1974); SAFETEA-LU, 49 U.S.C. § 31150 (2005); 
Telecommunications Act of 1996, 47 U.S.C. § 222 (1996); Telephone 
Consumer Protection Act, 47 U.S.C. § 227 (2010). 

19. See, e.g., Graham Greenleaf, Global Data Privacy Laws 2013: 99 
Countries and Counting, PRIVACY LAWS & BUSINESS INTERNATIONAL 
REPORT (June 4, 2013), http://papers.ssrn.com/sol3/papers.
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privacy regulations, those dealing with Japan will face a sectoral 
model akin to the U.S., and those in Australia will work in a co-
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• Put one person in charge to “own” and be respon-
sible for Privacy to management and give them 
authorization to act.

• Designate a chain of command so others are able 
to step forward if the senior privacy leader is not 
available.

• Complete a map of your IT infrastructure to in-
clude an inventory of every device with electronic 
memory from smart phones to servers.

• Map your data. Locate all electronic and paper 
copies of PII and PHI within the network. Don’t 
forget mobile devices, voicemail, scanners/copiers. 
Consolidate and encrypt private information and 
limit access to those who need it.

• Adopt Privacy by Design30 principles or, as the 
Europeans might say, privacy by default.31 If you 
don’t need to use the data and you are not required 
to keep it, depose of it in a reliable manner.

• Identify all outside persons or entitles with either 
temporary or permanent access to your network 
including archive and software as a service (SaaS) 
providers.

• Develop waste vendor criteria and protocols and 
don’t approve vendors that cannot certify insur-
ance and data security and privacy compliance.

• Require defense and indemnity contracts to cover 
data breach or accidental loss of PII.

• Create a written policy for B.Y.O.D. (use of em-
ployee owned devices) such as smart phones. 
These should be encrypted and companies should 
consider software which allows company-owned 
information to be reliably separated from personal 
communications.

• Determine if it is required or desirable from a busi-
ness perspective to obtain certifi cation on privacy 
compliance such as PCI, HIPAA, ISO and NIST.

• If a merger or acquisition is considered, establish a 
privacy compliance due diligence protocol to avoid 
issues in the deal. Make sure you are not buying 
another company’s data breach or privacy law 
violation.32

• Establish, supervise, monitor and improve a train-
ing program for all categories of employees.

• Review HR policies and employee monitoring.

• Develop, train and test a data breach response 
program.

In conclusion, starting a data security and lawyer-
supervised privacy program is not an option for some 
future time. If you start now, you can have an excellent 
program in place and protect your company by this time 
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32. See, e.g., Edward Deibert, “Deciphering Due Diligence: Tackling 
the IT Issues That Can Cripple a Business Transaction” at 
Appendix A, ABA Annual Meeting (2010), available at http://
www.americanbar.org/content/dam/aba/publications/
blt/2010/09/inside-buslaw-due-diligence-201009.authcheckdam.
pdf.

33. Many resources are available to companies that wish to learn 
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site by someone other than its purported 
creator and/or user leads to our conclu-
sion that a printout of an image from 
such a site requires a greater degree of 
authentication than merely identifying 
the date of birth of the creator and her vis-
age in a photograph on the site in order to 
refl ect that Ms. Barber was its creator and 
the author of the “snitches get stitches” 
language.4

A number of recent cases involving Facebook evi-
dence stake out these polar positions on social evidence. 
While a number of criminal cases in various states have 
accepted Facebook material as authentic evidence based 
on circumstantial evidence,5 other courts have viewed 
Facebook evidence as less trustworthy. These courts have 
also noted the possibility that the postings in question 
may have been fabricated.6

In the most recent precedential holding to date in 
this area, U.S. v. Zhyltsou (No. 13-803-cr (2nd Cir. 2014)
(FindLaw)), the U.S. Court of Appeals for the Second 
Circuit vacated a conviction where evidence from a Skype 
account was admitted. Prosecutors sought to demonstrate 
that the defendant had emailed a forged birth certifi cate 
and introduced a printout of Skype account information 
showing a username matching the username of the email 
account used to send the forged certifi cate. The Second 
Circuit stated its position as follows:

Had the government sought to introduce, 
for instance, a fl yer found on the street 
that contained Zhyltsou’s Skype address 
and was purportedly written or autho-
rized by him, the district court surely 
would have required some evidence that 
the fl yer did, in fact, emanate from Zhylt-
sou. Otherwise, how could the statements 
in the fl yer be attributed to him?7

The Second Circuit makes a powerful point. More-
over, the Second Circuit Court of Appeals is a highly 
infl uential court. While some courts seem to be looking at 
social media evidence as similar to other evidence gar-
nered from Internet (such as ot her website printouts), oth-
ers have latched on to the ease with which social media 
accounts can be fabricated. Whether the Second Circuit’s 
statement signals a new wave of skepticism regarding 
the authenticity of proffered social media will be closely 
watched.

In many cases, social media appears to have been 
accepted as evidence with nary a comment from the court 
about admissibility, nor even an objection. However, the 
number of cases where the authenticity of proffered social 
media has been challenged and rejected may be on the 
rise. The saga of Griffi n v. State of Maryland (19 A.3d 415 
(Md. 2011)) turns out to have been foreshadowing of the 
way the law is developing. 

It clearly states the way circumstantial evidence has 
been used to argue for admissibility of social media, 
as well as why its authenticity may be open to ques-
tion. In Griffi n, an appellate court affi rmed a conviction 
of second-degree murder and sentence of 30 years for 
murder based on fi nding no clear error by the trial court 
in admitting a printed page from MySpace into evidence. 
Defendant appealed the trial court’s decision, arguing 
that the trial court erred by admitting into evidence the 
printed page from MySpace as allegedly belonging to the 
defendant’s girlfriend since it was not properly authenti-
cated and its prejudicial effect outweighed its probative 
value.1

The appellate court concluded that the foundation of 
evidence provided—the offi cer’s testimony that he be-
lieved the subject profi le belonged to the girlfriend based 
on a photo of her with the defendant, her birth date, and 
references to the defendant noting his nickname—was 
suffi cient to authenticate the printout. The court stated 
that there is no reason why social media profi les could 
not be circumstantially authenticated in the same manner 
as other forms of electronic communication, i.e., by their 
content and context.2

However, at the next stop on the appellate ladder the 
higher court rejected this determination, holding that the 
MySpace content was not properly authenticated.3 The 
court stated: 

We agree with Griffi n that the trial judge 
abused his discretion in admitting the 
MySpace evidence pursuant to Rule 
5–901(b)(4), because the picture of Ms. 
Barber, coupled with her birth date and 
location, were not suffi cient “distinctive 
characteristics” on a MySpace profi le to 
authenticate its printout, given the pros-
pect that someone other than Ms. Barber 
could have not only created the site, but 
also posted the “snitches get stitches” 
comment. The potential for abuse and 
manipulation of a social networking 

Social Media Evidence:
To Authenticate or Not to Authenticate?
By Adam Cohen
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6. See, e.g., U.S. v. Winters, 530 F. Appx. 390, 395-96 (5th Cir. 2013) 
(“[The] photograph’s appearance on [defendant’s Facebook page] 
does not by itself establish that the owner of the page possessed or 
controlled the items pictured.”), 

7. U.S. v. Zhyltsou, 13-803-cr. (2d Cir. 2014).

Endnotes
1. 2010 Md. App. LEXIS 87 (Md. Ct. Spec. App. May 27, 2010).

2. Id. at *26.

3. 419 Md. 343, 357-58, 19 A.3d 415, 424 (2011).

4. Id.

5. See Campbell v. State, 382 S.W.3d 545 (Tex.Ct.App. 2012), Simmons 
v. Commonwealth, 2013 WL 674721 (Ken. 2013), State v. Jones, 319 
P.3d 1020 (2014), Parker v. State, 85 A.2d 682, 688 (Del. 2014).
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Microsoft Corporation
In the Matter of a Warrant to Search a Certain E-Mail 

Account Controlled and Maintained By Microsoft Corpora-
tion, 13-MAG-2814; M9-150, involved a scenario in which 
Microsoft Corporation received a search warrant on 
December 4, 2013 to hand over personal information. The 
warrant that issued demanded digital information, which 
is stored outside the U.S.,2 associated with a member of 
the public’s email account, and included the member’s 
name, address, credit card details and contents of all mes-
sages. When a user signs up with Microsoft Corporation, 
each is assigned to datacenters in more than 100 facilities 
spread over 40 countries according to their proximity. 
The court in Microsoft observed that Rule 41 (dealing with 
search and seizure and warrant requirements) of the Fed-
eral Rules of Criminal Procedure is silent as to whether it 
has extraterritorial effect. Therefore, Microsoft Corpora-
tion argued (1) that the warrant would require an extrater-
ritorial search and seizure of data stored in its datacenter 
positioned in Ireland and; (2) that the Government cannot 
execute the search and seizure in Ireland, because Rule 41 
provides no authorization for extraterritorial application. 
Microsoft also argued that the USA Patriot Act amended 
the Stored Communication Act (SCA) to allow judges to 
issue a subpoena for other districts, and therefore it autho-
rizes a nationwide service and not worldwide service. 

The Stored Communications Act is a part of the 
Electronic Communications Privacy Act of 1986 (ECPA).3 
These provisions seek to protect the online privacy of 
individuals and entities on the internet. It applies to data 
which is stored electronically, to email, and to telephone 
conversations. The SCA protects the privacy of records of 
a subscriber held by the service provider and fi les stored 
by service providers. Thus, service of a subpoena will 
clash with the interests protected under the ECPA and 
SCA.

While Microsoft Corporation also pointed out to the 
court that there was an amendment in 1990 to Rule 41 to 
permit issuance of warrants to search property outside 
the U.S., the Supreme Court rejected it. Hence, Microsoft 
Corporation fi led a motion to vacate the search warrant 
on the grounds that Rule 41 authorized no foreign execu-
tion of search warrants.

Microsoft Corporation’s motion to vacate the search 
warrant was denied by the magistrate judge. The court 
found that if a warrant was issued under the SCA, the 
warrants are “hybrids”—part warrant and part subpoena. 
Under the SCA a warrant is obtained through a probable 
cause application and determination by a judge, but it is 
executed like a subpoena. The magistrate judge in Micro-
soft opined that the actual search does not occur until the 

Data privacy and security are paramount concerns 
in today’s so called information age. Indeed, every time 
someone subscribes to any service such as a telephone, 
cable, and Internet package or a membership website, 
personal data is provided. In most instances companies 
that require personal information also have in place 
specifi c privacy policies regarding the release of personal 
information provided by customers. Many may assume 
that personal data is protected. However, privacy policies 
may give way to broader governmental interests as law 
enforcement agencies, prosecutors, and regulators have 
become increasingly more aggressive in their efforts to 
obtain data, including personal information, for ongo-
ing investigations. Indeed, Verizon alone received almost 
149,000 subpoena requests for electronic data this year, as 
well as orders, warrants and other emergency requests.1 

If regulators, prosecutors or law enforcement agen-
cies wants to obtain electronic data to further litigation 
or criminal investigations or charges and they do not 
have suffi cient information to obtain a search warrant 
they must seek the data by way of subpoena. Subpoenas 
are a basic investigative tool which does not require a 
showing of probable cause to issue; where a grand jury is 
convened prosecutors have broader discretion to inves-
tigate. However, the main focus on the issuance of any 
subpoena is relevance, and the standards are set forth 
in Rule 17 of the Federal Rules of Criminal Procedure. 
Specifi cally, Rule 17(c) states that such things as books, 
records documents, and data may be the subject of a 
subpoena. However, Rule 17(c)(2) creates the possibility 
for a court to quash or modify subpoenas. A motion to 
quash a subpoena may be the fi rst line of defense in deal-
ing with an investigation, but there must be some basis to 
claim a subpoena should be quashed. Lack of relevance, 
privilege, over breadth, and lack of specifi city are but a 
few grounds often cited by counsel moving to quash a 
subpoena. 

There are two recent cases where a warrant or sub-
poena was served to collect data from companies about 
individuals. The subpoena to collect data becomes more 
critical because data can be stored anywhere in the world 
now. Also, users are located all around the world, but to 
what extent is the data of your client protected? Does a 
subpoena or warrant reach foreign countries when the 
data is stored abroad, even though the recipient of the 
subpoena is an American company? The instant global-
ization provided by the Internet, and the proliferation of 
data and new communication systems have expanded 
exponentially. Two recent cases highlight a number of 
these issues.

Use and Defense of Data Subpoenas 
By Charles Ross and Anne van Greevenbroek
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Yet again there was serious amicus involvement in 
this matter as well. Amicus briefs were fi led by The Elec-
tronic Frontier Foundation (EFF) and the Center for De-
mocracy & Technology. Both argued that the NYAG had 
not articulated a basis to believe AirBnb was even under 
investigation and that the demand itself was overbroad. 

Considerations When Issuing a Data Subpoena
When issuing a data subpoena there are some practi-

cal things you have to consider while doing it. There are 
some guidelines set in U.S. v. Nixon, 418 U.S. 683, about 
which documents fall within “any documents” from Rule 
17(c) and with which requirements the data subpoena 
must comply. The Supreme Court decided in Nixon (1) 
that the serving party has to show in the subpoena that 
the documents are relevant and evidentiary. It also stated 
that (2) the documents are not otherwise procurable rea-
sonably in advance of trial by exercise of due diligence. 

The subpoenaing party must demonstrate that the 
production of the documents is necessary for a proper 
preparation for trial and that a failure to produce the data 
would lead to unreasonable delay of trial. Finally, the 
party issuing the subpoena must show good faith and 
cannot engage in a “fi shing expedition.”

In Nixon a motion to quash the subpoena was fi led, 
but the District Court denied it and the Supreme Court 
upheld the denial of the motion because it found that the 
subpoena complied with all the requirements under Rule 
17(c).

Considerations in Effectively Defending Against 
a Data Subpoena

When your client receives a data subpoena it is 
necessary to review the electronic documents and fi les to 
decide whether or not your client has to produce them. 
Here is an overview of the issues to consider when your 
client is served with a data subpoena. 

Was service improper? While this is not a particularly 
effective argument as the requesting authority will prob-
ably simply affect proper service, it should be considered. 

Is the data sought confi dential material? For example 
documents held by doctors or lawyers may contain 
private and protected information about their clients or 
patients. 

Is the information requested in an overbroad man-
ner? Will the information be impossible to gather without 
more specifi city, narrowing, or accepting a representative 
sample? If so, a motion to quash should be considered, or 
at the very least specifi city should be sought. 

Is the request so broad and irrelevant as to constitute 
a fi shing expedition? If so a motion to quash should be 
fi led. Vagueness and relevance are also issues to ana-
lyze. In addition, when producing data in response to a 

data is reviewed by the law enforcement agencies in the 
U.S., which means that there is no extraterritorial search. 

Microsoft Corporation stated that the ruling vitiated 
the Fourth Amendment to the United States Constitution, 
weakened security of data and information for the entire 
world, and allows global reach in light of a gutted Fourth 
Amendment.

 A number of amicus briefs were fi led in support of 
Microsoft’s position. Indeed, the Electronic Frontier Foun-
dation, Verizon, Apple, Cisco, and AT&T all fi led briefs in 
support of protecting the privacy of the data at issue. 

Even though the judge denied Microsoft Corpora-
tion’s motion to vacate and said that Microsoft Corpora-
tion had to hand over the overseas-held emails, Microsoft 
Corporation will continue to withhold the information as 
it waits through the appeals process. Until there is a fi nal 
decision regarding this process, an open issue remains 
as to whether or not data held overseas is protected from 
subpoenas and warrants. 

AirBnb Inc. 
In AirBnb, Inc. v. Eric T. Schneiderman, Attorney Gen. 

of New York, 5393-13,4 the company marketed an online 
platform for individuals to rent their apartments to tour-
ists or other third party visitors. The New York Attorney 
General (NYAG) issued a subpoena dated October 2013 
and demanded that AirBnb produce an excel spread-
sheet which identifi ed personal information about all 
the homeowner “landlords” who rent accommodations 
in New York. The NYAG’s offi ce also subpoenaed docu-
ments related to all tax-based communications AirBnb 
had with customers who rented out their apartments or 
homes. 

AirBnb claimed (1) that the subpoena had no factual 
basis, and (2) was overbroad and unduly burdensome. 
Thus AirBnb moved to quash the subpoena. In addition, 
AirBnb also argued that there was no actual basis for the 
subpoena and that the process was an unfounded fi shing 
expedition. Moreover, AirBnb claimed that the NYAG’s 
investigation was based upon laws that are unconstitu-
tionally vague and the subpoena was seeking confi den-
tial and private information from AirBnb’s users. 

The NYAG’s offi ce responded that the subpoena was 
focused only on hosts who the NYAG’s offi ce believed 
were violating the law. The subpoena was limited to 
about 15,000 people instead of the information of all the 
people in the State of New York.

Judge Gerald W. Connolly ruled that the NYAG’s 
data subpoena was overly broad, because “the subpoena 
was not limited to New York City hosts or those who 
reside in cities, towns or villages that have adopted the 
Multiple Dwelling Law.”5 The judge rejected all other 
arguments.



32 NYSBA  Inside  |  Winter 2014  |  Vol. 32  |  No. 3        

Defense Lawyers, the New York Council of Defense 
Lawyers, and the Federal Bar Council. He serves as 
vice chair of the Judiciary Committee of the New York 
City Bar Association, and frequently lectures on topics 
involving white collar defense and criminal trial skills 
and strategy. He has consulted on criminal justice issues 
for the Wall Street Journal, the New York Times, and 
CNBC and Court TV. Prior to founding Charles A. Ross 
& Associates, he was chair of the White Collar Criminal 
Defense Group at Herrick, Feinstein, and a name part-
ner at the boutique criminal defense fi rm Brafman & 
Ross (now Brafman & Associates). As Assistant Federal 
Public Defender in the Southern District offi ce of the 
Legal Aid Society’s Federal Unit from 1988 to 1991, he 
conducted numerous jury trials to verdict. Before that, 
he was a trial attorney for the Criminal Defense Divi-
sion of Legal Aid in the South Bronx. He is a cum laude 
graduate of New York Law School.

Anne van Greevenbroek has been an intern at 
Charles A. Ross & Associates. She is a law student in 
the Netherlands. She worked at the fi rm from Septem-
ber 2014 and will stay through part of January 2015. She 
received her Bachelor in Law in 2013 at the Erasmus 
University Rotterdam, the Netherlands. In addition she 
is currently completing two Master’s degrees at the Eras-
mus University Rotterdam; one in Criminal Law. After 
graduation she plans to start work as a criminal defense 
attorney in the Netherlands. Besides her study, Anne 
was for a year a fulltime member of the board of a stu-
dent association in Rotterdam and was Secretary of the 
board of Foundation BeSt, which organizes events for 
the city of Rotterdam and disabled people. She also did 
an internship for eight months at the District Attorney’s 
Offi ce of Rotterdam, the Netherlands.

subpoena or warrant the “act-of-production-doctrine” 
should be closely considered. A designated document 
custodian should always be appointed. Clerks, secre-
taries, personal assistants are all fi ne choices. Thus, if a 
regulator or prosecutor seeks to introduce data, the cus-
todian can authenticate it. Directors, offi cers, subjects and 
targets should never gather documents for production as 
their testimony can be compelled as a waiver of the act of 
production privilege.

Conclusion
It is obvious in our brave new world of globalized 

data that regulators and prosecutors will continue to seek 
to expand the reach of their ability to seek data. Using the 
strategies set forth in this article can be a start to defend-
ing against this broad attack on privacy and assist in the 
use of data subpoenas as a means of discovery.
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2. The Matter of a Warrant to Search a Certain E-Mail Account 
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5. Decision and Order, index no. 5393-13, p. 8. 
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Law fi rm data security e-discovery challenges are best 
categorized into two broad categories: inward-facing and 
outward-facing challenges. Inward-facing challenges are 
data security issues related to the fi rm itself, should it ever 
be involved in litigation—essentially the same issues that 
any business needs to be aware of in today’s technology-
driven world. Outward-facing challenges involve the data 
security issues faced by the law fi rm as it works to protect 
client data during the e-discovery process, including ad-
hering to each client’s specifi c data security requirements. 

Inward-Facing Data Security—Law Firm 
Challenges Related to Data Security

Inward-facing data security challenges are those faced 
by the law fi rm itself when up against governmental or 
civil investigation or litigation (for example, the law fi rm 
is facing claims involving malpractice, contract disputes 
or non-compete agreements, to name just a few). 

To meet these challenges, law fi rms should follow 
the same advice they should give to any of their business 
clients and address: 1) establish policies related to data 
security and information management; 2) create physi-
cal and technical controls related to security; 3) provide 
education and training related to security, information 
management and e-discovery; 4) identify trigger events 
and issue litigation holds when litigation or government 
investigation is reasonably anticipated; 5) set up preserva-
tion protocols related to securing, collecting and storing 
electronically stored information (“ESI”) in a defensible 
manner; and 6) consider data privacy challenges based on 
the geographic reach of the law fi rm and the nature of the 
information stored at the fi rm. 

Data Security and Information Management Policies 
and Procedures

Establishing good information governance principles 
(where information is stored and how) as well as the data 
security infrastructure (physical and technical controls) 
to protect data are essential for law fi rms. Law fi rms 
need to have in place policies and procedures governing 
the creation, storage and dissemination of information 
within and outside the fi rm. Policies need to be taught 
and enforced. Information and data governance policies 
and procedures establish the rules that employees of the 
fi rm follow. They serve as a reference for compliance. 
More importantly they are rules for addressing unaccept-
able practices jeopardizing fi rm security. The belief that 
employees understand the need to protect client data is 
insuffi cient protection. Employees need guidance. Even 

To the uninitiated, e-discovery is often viewed as a 
necessary nuisance only the litigation lawyers need to 
deal with. Firm management and non-litigation lawyers 
know it exists, and they are aware of how vast and com-
plex it can be, but they largely stay away from the nuts 
and bolts of the process. 

That model isn’t going to cut it anymore. Technology 
refuses to slow down, and data breaches are on the rise. If 
law fi rms do not keep pace and appreciate, from the top 
down, the importance of data security and e-discovery, 
they may be sailing into a perfect storm for catastrophic 
security breaches involving the e-discovery process. 

It wasn’t long ago that e-discovery was limited to 
large, complex litigation. But we now live in a digital 
world where nearly all discoverable information is creat-
ed and stored electronically, so it permeates all litigation. 
Yet many lawyers (and judges) continue to demonstrate 
a surprising lack of knowledge about technology and 
the e-discovery process. Price pressure on e-discovery is 
stronger than ever as well, thanks to the economic down-
turn and the resulting increase in clients refusing to foot 
exorbitant bills for e-discovery. Because of that, many 
fi rms have cut back on spending for the technology and 
people needed to support a robust e-discovery process. 

On top of this economic pressure comes heightened 
scrutiny from clients regarding law fi rm data security, in-
cluding during e-discovery. In 2011, the FBI held a meet-
ing of 200 law fi rms in New York to warn them of specifi c 
attacks targeting law fi rms,1 highlighting how real the 
threat has become for them. In 2013, headlines were fi lled 
with large retail data breaches. Cyber security has risen 
to the number one concern of board members of private 
companies and large publicly traded companies.2 

All this leaves law fi rms in a bit of a catch-22. In a 
very competitive legal market, investing resources in data 
security may not win praise from a client (or cost con-
scious partners), but failing to address security vulnera-
bility is a sure-fi re way to lose a client. “When people say, 
‘[w]e won’t pay you money because your security stinks,’ 
that carries weight.”3 Data security in the e-discovery 
process, like all other law fi rm data security concerns, 
must be addressed.

Data Security Challenges During E-Discovery
Many data security “pinch points” exist during the 

e-discovery business process. While there is some overlap 
with overall fi rm security, several potential vulnerabili-
ties are unique to e-discovery. 

Damned if You Don’t: Addressing Law Firm E-Discovery 
and Data Security Challenges
By John J. Jablonski
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Litigation Holds

Litigation hold policies and procedures should be 
established as part of information governance. Law fi rm 
employees should be trained on preservation and their 
role in the litigation hold process. Employees should 
understand potential trigger events and how to report 
them to the general counsel’s offi ce or fi rm management. 
Whenever litigation is threatened or initiated against the 
law fi rm steps must be taken to ensure that ESI is being 
preserved. Auto-delete settings on email, networks and 
other systems that automatically delete fi les as part of 
routine data storage protocols should be turned off for 
custodians subject to a litigation hold. 

Firms also need the ability to preserve data in cloud 
or vendor data storage areas that courts may deem within 
the possession, custody or control of the law fi rm (based 
on a factual analysis of the practices of the fi rm and its 
employees—including contractual relationships with 
vendors). These locations include any third party applica-
tions controlled by employees used to store work related 
data, such as Dropbox,™ Box.net™ and Google Drive™ 
(to name a few “cloud” storage locations). Law fi rms must 
also devise methods of preservation and collection of data 
stored on mobile devices such as iPhones,™ Android™ 
devices and tablets. 

As will be discussed below, ESI must not be altered 
during the preservation or collection process. If a fi rm 
lacks the internal expertise to properly preserve and col-
lect ESI, it should secure the services of an outside vendor. 

E-Discovery Procedures

Law fi rms are not immune to their own e-discovery 
headaches when sued, given the large volume of data cre-
ated, stored and disseminated by law fi rms among staff, 
lawyers, courts, opposing counsel and clients. Law fi rms 
must be aware of the e-discovery pinch points discussed 
below and take steps to ensure proper data security pro-
tocols are followed during e-discovery involving law fi rm 
data. It is essential that law fi rms do their best to proac-
tively address security during e-discovery involving their 
own data.

Privacy

Law fi rms must be aware of the data privacy laws 
in the jurisdictions of their offi ces. Care must be taken to 
abide by applicable privacy laws when collecting data 
from countries outside the United States—which have 
strict laws prohibiting or limiting a fi rm’s access to em-
ployee fi les (even with the employees consent).4 

Law fi rms must also be aware of the privacy laws in 
the states where they have offi ces.5 Firms spend a lot of 
time focused on client concerns, but they must also think 
of risks to their own data related to employees, such as 
names, address and social security numbers suffi cient to 
meet the defi nition of personally identifi able information 
(“PII”) in most states privacy laws. Once employee data is 

the best-intentioned employees—without policies and 
training—can subject the fi rm to unacceptable security 
risks. 

Physical and Technical Data Security Controls 

Physical controls relate to building access to systems 
and computers to prevent theft and tampering. Some 
examples are locks, signs warning of restricted access, 
surveillance cameras, alarms, key access using identifi ca-
tion badges for employees and private security service or 
patrols. 

Technical controls involve the use of fi rewalls, en-
cryption and simple protections such as strong password 
protection and terminal locks after a few minutes of 
inaction (such as when an employee walks away from a 
desk). Technical controls can include unique user identifi -
cation methods, automatic logoff, encryption, authentica-
tion, and integrity controls.

Another common way data is breached at a law fi rm 
is through lost laptops and devices. Employees need to 
be trained to report such breaches immediately. Firms 
need to manage laptops, storage media (like thumb 
drives or USB hard drives) and mobile devices with tech-
nical controls (such as encryption and strong password 
protections) to prevent sensitive client data falling into 
the hands of anyone stumbling onto a lost device in a cab 
or at the coffee shop.

In the event mobile devices contain sensitive client 
data, law fi rms need to have the ability to wipe the de-
vice remotely in the event that the device is lost or stolen. 

Data Security Awareness, Education and Training

Raising employee awareness through education, 
training and an internal data security awareness cam-
paign is critical to teaching law fi rm employees about 
data security. While much attention is focused on threats 
posed by sophisticated hackers the vast majority of data 
breaches are aimed at the weakest link in the data secu-
rity chain: employees. A hacker can easily send a phish-
ing email containing malware thousands of times. The 
hacker needs just one employee at a law fi rm to click on 
the link or attachment to download malware into your 
system to gain access. 

Some criminal tactics are as simple as calling a law 
fi rm and impersonating IT support (sometimes called the 
help desk) to obtain the login and password credentials 
of an employee simply by asking them. Training employ-
ees to challenge visitors without nametags is essential in 
larger fi rms where employees are not fully familiar with 
the names and faces of their colleagues. Physical access 
controls also are necessary to prevent someone from 
walking into the fi rm and sitting at a terminal. In one 
reported incident, a hacker was able to learn login and 
password information from bank employees by observ-
ing employees through a window. 
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the fi rm, at a vendor or in the cloud); and 3) disclosure of 
client data to adversaries.

Protecting Client Data During Preservation and 
Collection

Protection of client data while gathering ESI (known 
in the e-discovery world as “collection”) has two main 
components. First, data must be collected in a defensible 
way in accordance with case law applicable to the juris-

diction and the dictates of any particular 
case (including protocols agreed to with 
an adversary or required by the court re-
lated to collection and production). This 
means having people in place that are 
knowledgeable; having access to technol-
ogy tools suffi cient to protect the integrity 
of client data; and having processes in 
place to defend the method of collection. 

The main goals during collection are 
to ensure that the metadata associated 
with fi les is not destroyed and a defen-
sible chain of custody is maintained. 
Metadata is the information stored with 
a fi le about its contents, such as storage 
location, author, date of creation, subject 
and fi le type, to name a few (e-discovery 

practitioners like to describe metadata as “data about 
data”). Metadata is often not very relevant to the par-
ties (it’s the content of the electronic document that is 
relevant). Metadata, however, is a key component of the 
e-discovery process. ESI is often disclosed with an access 
to a small number of fi elds of metadata to help parties 
catalog and analyze ESI. In the vast majority of e-discov-
ery disclosures, metadata related to the custodian, author, 
date, subject and other basic information about the fi les 
being disclosed is exchanged as a matter of course. Slip-
ups in this area can result in a costly collection “do-over” 
or sanctions.

Protecting the integrity of the data is necessary to 
defending the process used to collect data. When an e-
discovery fi ght ensues, often opposing counsel challenges 
every aspect of the chain of custody of the data. The goal 
of a party seeking to establish spoliation is to raise doubts 
about the integrity of the process and collection can be 
fertile ground. Loading fi les into Dropbox™ to facili-
tate collection, for example, may not carry the burden 
of a defensible e-discovery process. Other blunders like 
the loss of unencrypted data by the overnight delivery 
carrier could wreak havoc on the ability to defend the e-
discovery process. As concerns over data security rise, so 
too will attacks by an adversary on the security protocols 
used during e-discovery.

Demonstrating adequate security controls is a key 
part of defending the e-discovery process. Attorneys may 
need to show that the method of collection did not alter 
metadata. This may include demonstrating that transfer 

accessed, a law fi rm may have a duty to report the breach 
and notify affected employees. Also, fi rms need to think 
of all areas where PII may be stored, such as fi rm admin-
istered credit cards, reimbursement forms, employment 
fi les, background checks and retirement account informa-
tion. In most states, loss of employee PII triggers manda-
tory notifi cation to employees and the need to report data 
breach incidents to state agencies.6 

E-Discovery Data Security Pinch Points7

Outward-Facing Data Security—Law Firm Challenges 
Related to Client Concerns

Outward-facing data security challenges faced by law 
fi rms are based on client data security needs. Although 
our focus is on e-discovery issues, client data security 
concerns cut across all legal services rendered by a law 
fi rm. Clients are concerned about their data in a way 
never before seen. High-profi le data breaches and the 
exorbitant costs of responding to a data breach have put 
companies on alert with all of their vendors and business 
partners, including law fi rms.

Some fi rms have faced security audits, and some cli-
ents are now requiring law fi rms to execute data security 
agreements. These agreements shift liability to law fi rms 
in the event of a data breach involving client data and 
require the fi rm to agree that is adhering to client specifi c 
data security protocols. The American Bar Association 
has adopted proposed changes to Rule 1.1 of the ABA 
Model Rules of Professional Conduct, requiring lawyers 
to keep pace with technology changes.8 Some commenta-
tors have suggested that a breach in data security could 
result in malpractice claims. This should come as no 
surprise as problems related to e-discovery have resulted 
in some high-profi le legal disputes between clients and 
their former fi rms.9 

Outward-facing data security concerns track the 
e-discovery life cycle. These concerns relate to protecting 
client data during: 1) preservation and collection of client 
data; 2) review, processing and analysis of client data (at 
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clients have started auditing law fi rms for compliance 
with data security requirements and it is only a matter of 
time when even the smallest law fi rms face data security 
audits from clients concerned about data security.

Conduct internal data security audits—knowing the 
fi rm’s vulnerabilities long before a client choses to audit 
the law fi rm will allow time for the law fi rm to address 
any weaknesses in its policies, procedures, e-discovery 
protocols and physical or technical controls.

Protecting Client Data During Processing, Review and 
Analysis

Once collected from the client the next security pinch 
point in the e-discovery process is the processing, review 
and analysis of the data prior to it being disclosed to an 
adversary. The storage of data must be secure, whether at 
the law fi rm or the vendor. A defensible protocol for stor-
age, processing, review and analysis is critical for protect-
ing the security of the data, client confi dences and protect-
ing the attorney-client privilege.

Tips for protecting data security include:

Ensuring data is stored in a secure server loca-
tion—whether at the fi rm or at a vendor, review internal 
or vendor security protocols meet or exceed your client’s 
requirements.

Limiting access to the data to need to know team 
members—use, when possible, technical controls to limit 
access to e-discovery data to team members. When stored 
at a vendor, access should be authenticated and logged to 
protect against unauthorized access. Passwords should be 
assigned to individuals and not shared across the team. 
Passwords should be changed frequently.

When using contract attorneys—it is best to limit the 
team to vetted and trusted contract attorneys. If at all pos-
sible, downloading of data from the review tool should be 
prohibited for contract attorneys. If sensitive privileged 
documents are in the data set, consider using on-site re-
view, which cannot be accessed remotely. If highly sensi-
tive documents exist within the data set, consider storage 
and review on a closed network with no other network 
or internet links whatsoever. This will limit access to the 
terminals connected to the data set.

Data destruction—plan for the end-of-life destruction 
of the data set upfront in accordance with client guide-
lines. Have a written protocol in place for the method of 
destruction. Copies of data should be limited as much as 
possible and all copies should be destroyed as soon as 
they are no longer needed. Be sure to avoid destruction 
of all or a part of a data set that may be subject to other 
litigation holds. Be sure to obtain a certifi cate of destruc-
tion from a vendor or provide a certifi cate of destruction 
to the fi rm’s client if end-of-life the law fi rm performs 
destruction. 

of data from client to law fi rm was handled using secure 
methods of transfer. In other words, counsel may need to 
show that access was limited to a small group of individ-
uals and security measures prevented data from being 
altered or accessed.

In a recent Verizon report on data security, losing 
data (through forgotten laptops, thumb drives and mo-
bile devices) was ranked as one of the largest sources of 
data breach for organizations.10 Sending an unencrypted 
thumb drive via overnight delivery is like sending 
boxes of documents on the back of a pickup truck. If the 
boxes are lost, it is not diffi cult to imagine them being 
found and sensitive information being published online. 
Digitally stored data is no different. If the data can be ac-
cessed it can be seen, read and posted online.

Privacy is another big data security concern. Data 
coming from outside the United States is subject to other 
countries’ strict data privacy laws. In the United States, 
data containing personally identifi able information—
usually defi ned as names associated with social security 
numbers—is subject to data breach laws now existing in 
48 states. Data containing patient medical records is sub-
ject to HIPAA/HiTECH data protection requirements. 
Recent expansion of these laws subjects law fi rms to fi nes 
if Protected Health Information is accessed by unauthor-
ized personnel or inadvertently disclosed.

Protecting client confi dences is yet another big 
concern. The loss of a hard drive containing client data 
can be suffi cient to demonstrate that care was not taken 
to protect the privileged nature of the attorney-client 
communications pursuant to applicable privilege law. 
A security mishap by a law fi rm could destroy a client’s 
ability to protect privileged documents from disclosure.11 

Tips for protecting data security include:

Explaining security risks to your client—an open 
line of communication about data security, including 
client expectations and requirements is key to applying 
adequate data security controls during e-discovery. 

Protecting the fi rm using e-discovery specifi c agree-
ments and retainer agreements—law fi rms should ad-
dress data security in their contractual agreements with 
e-discovery vendors and within client retainers. 

Specifi c liability waivers during e-discovery—if a 
client resists adequate security controls law fi rms should 
reach an agreement (and where possible a written waiver 
of liability) should a client insist on transfer of data in a 
less than secure manner.

Complying with client data security require-
ments—compliance with client data security require-
ments goes beyond agreeing in writing. Law fi rm 
relationship managers need to understand client data se-
curity requirements and coordinate with a chief security 
offi cer or outside consultant to ensure compliance. Some 
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Plan for “operator error”—have a plan in place for 
responding to potential security incidents during the 
storage, review and analysis process. Be sure to give team 
members instructions related to some typical scenarios, 
such as losing their laptop or a thumb drive containing 
data related to the project. Hotlines for reporting lost or 
stolen devices are helpful. 

Protecting client information at a vendor—be sure 
that data security is raised as a concern during the ven-
dor vetting process, including a review of the vendor’s 
data security protocols. Have a frank discussion about 
data security with the e-discovery vendor. Client and 
fi rm data security requirements should be in writing and 
made part of the statement of work or as an addendum to 
the master services agreement or terms and conditions of 
the law fi rm’s contract with the vendor.

Protecting Client Data During Disclosure

The last pinch point in protecting data security 
during e-discovery may be the most diffi cult to control; 
i.e., the security of ESI once it is produced outside the 
law fi rm. Whether dealing with the government or an 
adversary, data security may not seem like an option. 
Discussing data security with an adversary is essential, 
when dealing with highly sensitive client documents dur-
ing e-discovery. When possible, data security should be 
addressed in written agreements, protocols or through a 
court order. 

Clawback agreements agreed to among counsel (gov-
erning how parties will deal with inadvertently disclosed 
ESI) should address data security. If at all possible a claw-
back agreement or e-discovery protocol should address 
minimum data security requirements among adversaries. 
Consequences of a data breach by your adversary should 
be addressed. Access to information disclosed during the 
e-discovery process should be limited by the agreement. 
Lastly, e-discovery protocols among adversaries should 
also provide for the return or destruction of all data 
disclosed to an adversary during the e-discovery process. 
This includes, when possible, ensuring an adversary does 
not retain backup copies of disclosed ESI in its disaster 
recovery system. 

The Changing Data Security Landscape
Now, more than ever, the spotlight of data security is 

being shined on clients as a result of recent high profi le 
data security incidents. In turn, clients are shining the 
data security light on their law fi rms. The e-discovery 
process is an integral part of the attorney-client relation-
ship and gaps in security can have costly ramifi cations 
related to the loss of the attorney-client privilege, escalat-
ing e-discovery costs, sanctions and the erosion of client 
trust in its outside law fi rm. Law fi rms can maintain 
client trust by addressing overall fi rm data security and 
focusing specifi c attention on data security pinch points 
during e-discovery.
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